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CHAPTER 1 
 

INTRODUCTION TO INTERNET OF THINGS 
 

 It has been anticipated that very soon all the different things that we are seeing around us 

are all going to be internet worked. They are all going to be interconnected. So, at present 

what we enjoy  as internet based services is basically a connection of different computers 

and computing devices. So, basically this internet that all of us use is basically a global 

network or an internet work of different computers and computing devices.  

Now, what internet of things says is that the scope of this internet is going to be expanded. 

So, it is going to be expanded beyond computing and computer devices being connected. It 

is going to interconnect different things that physical objects that we see around us, the 

different objects such as the lighting system in a room, the lights, the fans, the air 

conditioners and anything and everything including things such as the toothbrush, the 

microwave oven, the refrigerator and so on so forth and not only in our homes, but also in 

our businesses such as internet working different machines, internet working different 

equipments and so on. So, each and everything that we see around us that we use at our 

home in businesses, in workplaces, everything being internet worked. So, this is the whole 

vision of internet work of things, internet of things.  

 

Now, IoT is one of the building blocks that is considered to be of use for developing smart 

homes and smart cities. So, at present not only in our country, but throughout the world 

there is a lot of interest on developing smart cities and smart homes. So, IoT is one of the 

enabling technologies to make the city smart, to mix make the home smart. So,  Internet 

Technology that we have used not only connection of simple computers but also it has been 

expanded byond that.We are nowable to connect or internet work different machines, 

different tools typically, but not necessarily using wireless technologies, such as Wi-Fi 

cellular technologies but also Bluetooth Zigbee and different other wireless technologies 

that are available to us. So  IoT is going to have large number of nodes,  and each node 

corresponding to the different distinct objects or different things that exist in the physical 



world . 

Internetwork of things is not a single technology. Physical devices can be of different types  

having different configurations, different specifications and so on. Each of these, supported 

through different other systems such as cloud technology, big data machine, learning 

networking computer vision and all these different technologies from electrical sciences 

and some from even mechanical sciences are required in order to build IoT.  

DEFINATION OF IOT: 

So we can define IOT as networking of physical objects which are embedded with  

different embedded electronics that communicate and sense and interact with the internal 

states or with the external environment in which they are operating.  

CHARACTERSTICS OF IOT: 

• Interconnectivity: anything can be interconnected with the global information and 

communication infrastructure 

• Things related services: it provides things related services within the constraint of 

things and their associated virtual things. 

• Heterogenity: in IOT the devices are heterogenious in nature. They differ in hardware 

platform, application and networks. So they can interact with each othre or service 

platform to different networks. 

• Dynamic changes : the state of devices can change dynamically. It the devices may be 

on sleeping waking up mode, connected or disconnected mode to save their power. 

• Enamorous scale: the devices should not confined withen a specific area. The number 

of devices that need to be managed and that communicate to one another will be atleast in 

order of magnitude larger than the devices connected to the current internet. This cause 

generation of huge amount of data and their interpretation with need to be handled 

carefully. 

• Safty: IOT must be made or designed with safty in mind which include safty to personal 

data and safty of physical devices. 

• Connectivity: connectivity enables network accessability and compartibility. Each 



device should be accessible in the network while compartibility provides the comman 

ability to consume and produce data. The device should be disconnected when it is not in 

used and should be connected if it once to received and send data. 

• Naming and addressing: In IOT enviornment , each device should be addressable , on 

uniquly. The conversion and translation of address from one network to other should be 

done efficiently. 

 

APPLICATION OF IOT: 

• Smart Home: in the concept, all the home aplliences can communicate with each other . Like 

the air conditioning should switched befor reaching home or switched off light and fan when we 

left home. Also unlock the door to a friend for temporary access when we are not in the home etc. 

• Wearables: these devices are installed wth sensors and softwares which collect data and 

information about users . For examples fitness check, health and entertainment etc. These data late 

preprocessed to extract essential insight babout user. 

• Connected car or Smart car: A connected car is a vehicle which is able to optimised its own 

operation , maintance as well as confort of passenger using onboard sensors and internet 

connectivity is ensured. It also identifiy the behaviour of the another car coming in opposit 

direction. 

• Smart industry: it is also known as industrial internet of things (IIOT). This smart industries is 

equipped with sensor software and big data analytic and create brillient and intelligent machine. 

These machines are more accurative and consistent. 

• Smart Cities: it includes smart aervelliance automated transportation , smarter energy 

management systems , water distributions, urban security, enviornment monitoring, pollution 

control, traffic cengetion control, energy distribution system etc. 

• Smart Agriculture: smart farming is one of the fastest growing field now a days. Here the IOT 

is used for sensing soil moister , soil nutraints, controlling water usage, determining custom 

fertilizers etc. From this IOT data the farmer are getting meaningful insight to yeild better return on 

investment. 

• Smart retails: IOT provide an oppertunity to the retailers to get connected with the costomers to 

enhance the instore experience. Interacting with the smart phone and becon technology can help 



retailer to serve their customer in a better manner. 

• Energy management: the smart grid concept is to collect data in a automated fashion and 

analysed the bahaviour of electricity consumers and suppliers for improving efficiency as well as 

economic electricity usage. 

• Smart Healtcare: IOT in healthcare is aimed as empowering people to live healther life by 

wearing connected devices. The collected data are analysed and provide strategy to combat illness. 

• Smart Dust: igital locks : Digital locks are very popular at present. The smartphon can be used 

as locks and unlock the doors remotely at our homes. They can be easily changed and one can be 

granted access to a particular facility.  

• Smart Healthcare:  This consist of sensors at the nano technology level that can be deployed in 

large number witha verity of applications. They are very small computers like grain size can be 

spread or injected almost anywhere to measure the chemical in the soil or to dignose problem in 

human body. They are single package with sensing , computing , communicating and power to 

collect data and the report is back to homebase. 

IOT CATEGORIES: 

IOT can be divided into two categories  

• Industrial IOT:  

The IOT used in the industries are called as Industrial IOT. In IIOT a device connects to both an IP 

network and the global network.  

Connectivity between the nodes is done using regular as well as industry specific technologies.  

The IIOT generates massive amount of data which need different computing requirements like Big 

Data, Cloud Computing, machine Learning etc. Consumer IOT: The IOT used for consumer 

benefit purposes are called Consumer IOT. These IOT devices communicate within the locally 

networked devices via ZigBee, Bluetooth, Wifi etc . All the local communication and the 

communication to outside internet is done through gateway. It is about human interaction with the 

physical or virtual objects.  

• Consumer IOT: 

The IOT used for consumer benefit purposes are called Consumer IOT. These IOT devices 

communicate within the locally networked devices via ZigBee, Bluetooth, Wifi etc . All the local 

communication and the communication to outside internet is done through gateway. It is about 

human interaction with the physical or virtual objects.  



IOT ENABLERS AND CONNECTIVITY LAYERS : 

IOT enablers can be based on three factors  

• Implementation Perspective: It includes smart industries, smart homes, smart factories, smart 

vehicles, smart healthcare etc.  

• Connectivity method: It includes different network technology like ZigBee, RFID, Bluetooth, 

WiFi, 6LoWAPN, LORA etc.  

• Enabling Technology: it include cloud computing, Artificial Intelligence, Big Data, Machine 

Learning, Deep Learning, Fog Computing etc.  

BASELINE TECHNOLOGIES:  

Three baseline technologies which are closely related to IOT.  

• Machine-to-Machine communication:  

This refers to communication and interaction between machines and devices. M2M is used 

to describe any technology that enables the networked devices to exchange information 

and perform actions without the manual assistance of humans. M2M communication is an 

important aspect of warehouse management, remote control, robotics, traffic control, 

logistic services, supply chain management, fleet management and tele-medicine. The key 

components of a M2M system includes sensors, RFID, Wi-Fi or cellular communication 

link and automatic computing software programmed to help a networked device interpret 

data and make decision. 

• Cyber-Physical System:  

These are the intelligent ICT systems that are interconnected, interdependent, collaborative, 

autonomous and provide computing and communication, monitoring and control of physical 

components in various applications. Some latest features like adaptability, reactivity, optimality 

and security are also embedded in the CPS system. CPS are systems that integrate computing 

elements with the physical components and processes. The computing elements coordinate and 

communicate with sensors, which monitor cyber and physical indicators and actuators. CPS use 

sensors to connect all distributed intelligence in the environment to gain the deeper knowledge of 

the environment which enables more accurate actions and tasks. Sensor –based and 

communication-based systems are applications of CPS.  

• Web Of Things:  

WOT is a software architectural styles and programming patterns that allow real-world objects to 



be a part of World Wide Web. It simplifies the creation of IOTs. WOT reuses the existing web 

standards like REST, HTTP, JSON, JSON-LD, Microdata, WebSocket etc.  It enables access and 

control over IOT resources and applications using HTML5.0, JavaScript, Ajax, PHP etc. WOT is 

based on Representational State Transfer (REST) principle which enables both developers and 

deployers to benefit from the popularity and maturity of web technology.  

ACTUATORS: 

• An actuator is a component of a machine or system that moves or controls the mechanism or 

the system.  

• An actuator is the mechanism by which a control system acts upon an environment • An 

actuator requires a control signal and a source of energy.  

• Upon receiving a control signal is received, the actuator responds by converting the energy into 

mechanical motion.  

• The control system can be simple (a fixed mechanical or electronic system), software-based 

(e.g. a printer driver, robot control system), a human, or any other input.  

Actuator types:  

• Hydraulic Actuators :A hydraulic actuator consists of a cylinder or fluid motor that uses 

hydraulic power to facilitate mechanical operation.  The mechanical motion is converted to linear, 

rotary or oscillatory motion. Since liquids are nearly impossible to compress, a hydraulic actuator 

exerts considerable force. The actuator’s limited acceleration restricts its usage.  

• Pneumatic Actuators : A pneumatic actuator converts energy formed by vacuum or 

compressed air at high pressure into either linear or rotary motion. Pneumatic rack and pinion 

actuators are used for valve controls of water pipes. Pneumatic energy quickly responds to starting 

and stopping signals. The power source does not need to be stored in reserve for operation. 

Pneumatic actuators enable large forces to be produced from relatively small pressure changes 

(e.g., Pneumatic brakes can are very responsive to small changes in pressure applied by the driver). 

It is responsible for converting pressure into force.  

• Electric Actuators :An electric actuator is generally powered by a motor that converts electrical 

energy into mechanical torque.  The electrical energy is used to actuate equipment such as 

solenoid valves which control the flow of water in pipes in response to electrical signals.  

Considered as one of the cheapest, cleanest and speedy actuator types available. 

•  Thermal or Magnetic Actuators :These can be actuated by applying thermal or magnetic 



energy. They tend to be compact, lightweight, economical and with high power density. These 

actuators use shape memory materials (SMMs), such as shape memory alloys (SMAs) or magnetic 

shape-memory alloys (MSMAs).  Some popular manufacturers of these devices are Finnish 

Modti Inc. and American Dynalloy.  

• Mechanical Actuators :A mechanical actuator converts rotary motion into linear motion to 

execute some movement. It involves gears, rails, pulleys, chains and other devices to operate.  

• Soft Actuators :Soft actuators (e.g. polymer based) are designed to handle fragile objects like 

fruit harvesting in agriculture or manipulating the internal organs in biomedicine. They typically 

address challenging tasks in robotics. Soft actuators produce flexible motion due to the integration 

of microscopic changes at the molecular level into a macroscopic deformation of the actuator 

materials.  

• Shape Memory Polymers :Shape memory polymer (SMP) actuators function similar to our 

muscles, even providing a response to a range of stimuli such as light, electrical, magnetic, heat, 

pH, and moisture changes. SMP exhibits surprising features such a low density, high strain 

recovery, biocompatibility, and biodegradability. This polymers with well-separated glass 

transition temperatures can change their shapes in a pre-defined way over a broad temperature 

range with almost full recovery of all temporary shape . 

• Light Activated Polymers :Photopolymer/light activated polymers (LAP) are a special type of 

SMP that are activated by light stimuli. The LAP actuators have instant response. They can be 

controlled remotely without any physical contact, only using the variation of light frequency or 

intensity.  

SENSORS: 

A sensor detects (senses) changes in the ambient conditions or in the state of another device 

or a system, and forwards or processes this information in a certain manner . It is a device 

that detects and responds to some types of inputs from the physical environment. They 

perform some input functions by sensing or feeling the physical changes in characteristics 

of a system in response to a stimuli. For example heat is converted to electrical signals in a 

temperature sensor, or atmospheric pressure is converted to electrical signals in a 

barometer. 

Features or Characteristics of sensors: 

• Range: Since the range of the output signal is always limited, the output signal will eventually 



reach a minimum or maximum, when the measured property exceeds the limits. The full scale 

range of a sensor defines the maximum and minimum values of the measured property.  

• Drift: If the output signal slowly changes independent of the measured property, this is defined 

as drift. Long term drift over months or years is caused by physical changes in the sensor.  

•  Sensitivity: It is defined as the change in the output per unit change in input of the property 

being measured. The sensitivity of a sensor under real conditions may differ from the value 

specified. This is called a sensitivity error. It is constant for the entire range of sensors or vary 

exponentially if the sensor is non-linear.  

• Selectivity: It is only sensitive to the measured property. It is insensitive to any other property 

likely to be encountered in its application (e.g. A temperature sensor does not bother about light or 

pressure while sensing the temperature).  

• Resolution: The resolution of a sensor is the smallest change it can detect in the quantity that it 

is measuring. The resolution of a sensor with a digital output is usually the smallest resolution the 

digital output it is capable of processing. The more is the resolution of a sensor, the more accurate 

is its precision.  

• Response and Recovery Time: the response time is the time taken by the sensor for its outputs 

to reach 95% of its final value when it is exposed to target materials.  

• Hysteresis: A hysteresis error causes the sensor output value to vary depending on the sensor’s 

previous input values. If a sensor's output is different depending on whether a specific input value 

was reached by increasing or decreasing the input, then the sensor has a hysteresis error. The 

present reading depends on the past input values.  

• Linearity: If the sensitivity of a sensor is constant for the range, then it is called linearity of the 

sensor. Nonlinearity is deviation of a sensor's transfer function (TF) from a straight line transfer 

function. This is defined by the amount the output differs from ideal TF behavior over the full 

range of the sensor, which is denoted as the percentage of the full range.  

• Full-Scale Output: It is the difference between the output for maximum input and the output for 

minimum input. Since the range of the output signal is always limited , the output signal will reach 

a minimum or maximum value, when the measured property exceeds the limits.  

•  Accuracy: It defines how close the output is to the real value. It defines the maximum error the 

sensor may produce.  

• Precision: It the ability to produce same output when repeatedly measured for same input  



• Calibration: To make meaningful measurement, it is necessary to tune the output of the sensor 

with accurately known input.  

IOT COMPONENTS AND IMPLEMENTATION: 

The functional components of IOT includes the following entities.. 

• Device (Things): various devices connected to IOT forms the components for interaction and 

communication with other IOT devices. Examples are mobile and non-mobile devices fitted with 

sensors.  

• Local network: this component analyzing and processing the local operation. 

•  Internet: this is the global network through which the data is transferred for remote processing 

and analytic.  

• Back-end-service: handling web service application comprising of processors, servers and also 

activating actuators.  

• Application: this includes the applications for communication, processing , analytic and 

storage.  

• User interface: this is the interface between human and the machine to access IOT.  

For implementing, the IOT nodes like processors, sensor fitting equipment, radio etc sense 

the data and talk to each other under the jurisdiction of gateway. This gateway address 

these devices in that Local Area Network. The gateway sends this data to the internet 

through the proxy server. Then the data will reach at the cloud server through web Socket. 

Based on the analytics and inferences, the actuation takes place on the sensed data.  

CHALLENGES: 

• Security: As the infrastructure increases, the number of connected devices increases which 

also increase the opportunity to exploit the vulnerabilities that expose the user data to outer world. 

To protect the user data, data-encryption technique can be used. Here we can use Secure Socket 

Layer(SSL) to encrypt and protect user data which is flown online.  

• Data Authentication is another issue in IOT where the chances of device itself being hacked 

may exist. We can not authenticate the source to which we want to communicate or from which we 

need data. Anyone can make up fake data and send it to a sensor which is instructed to send correct 

data. 

• Side-channel attack focuses less on the information and more on how that information is being 

presented. It can access the timing information, power consumption, electromagnetic leak etc.  



• Privacy: Most of the IOT are fabricated with integrated devices which sense the environments 

without human interaction. This become more prevalent when it comes to consumer devices such 

as tracking devices for car smart TV etc. Voice recognition and vision features are now integrated 

in smart TV. These feature can listen continuously to conversation or look for activity and transmit 

data selectively to cloud services for processing. These cloud services may sometimes include 

third parties which is a matter of concern.  

• Scalability: One should consider the present and future needs when the IOT are deploying. The 

system should be scalable i.e. it will be able to accommodate future expansion when shift in 

technologies occur without affection present scenario. This is because , the system or network can 

adapt when failures occur and remain mostly operational until the issue is repaired.  

• Bandwidth Management: Since the IOT has limited capacity, the bandwidth required for 

transmitting data is also limited. So huge amount of data should be aggregated or filtered out , so 

that the data to be transmitted should be fit within this limited bandwidth. Which may filter out 

some other important data. This problem is going foreword with IOT and every solution is going to 

be different and required different approaches to solve the network latency and bandwidth 

problem.  

• Interoperability: Since so many industries manufacture different IOTs for same operation, 

interoperability issues may arises between each connection. Different devices that are not made by 

same manufacturer cannot be integrated. Different devices can not be run on same operating 

system. There may be problem in connecting new version devices with older version devices. 

Different types of connectors or connectivity networks, communication protocols may not work 

properly.  

• Data Storage: The IOT creates different types of data with huge volume needs to be stored. 

This data are of two types.  

• One type is large-file data such as images and video captured from IOT devices typically 

accessed sequentially where as second types of short-files data like log-files captured from sensors 

are accessed randomly. So for storage such different pattern of data, the first task is to determine 

the types and volume of data the project will generate. The data center like cloud-storage may be 

one solution.  

• Data Analytic: The analysis of IOT generated data is crucial as the data generated in huge 

number with different pattern from different sources. So it is important to determine what amount 



of data and what pattern of data actually has value for a specific problem and rejecting unnecessary 

data which may confuse the user. The IOT analytic needs to identify complex pattern or trends to 

occur over time. Here we are often interested in data which deviates from normal pattern which 

may helpful to find abnormal pattern for example sudden increase in temperature etc. Classic time 

series and forecasting models basically used for identifying the pattern.  

• Standards: All the manufacturer of IOT devices must maintain the universal standards. With 

absence of standards, manufacturer may design products that operates in any number of disruptive 

way online without regard for their impact. And these devices may have negative consequences for 

networking resources they connect to.  

• Regulation: Legal issues concerning IOT devices are not limited to potential violation of civil 

right. Other issue like cross-boarder data flow, legal liabilities, privacy lapses, security breaches 

should be considered.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



CHAPTER 2 

IOT NETWORKING   

 

CONNECTIVITY TERMINOLOGIES: 

The basic connectivity terminologies in IoT are  

• IoT node: These are machines, things or computers connected to other nodes inside a LAN. 

• IoT LAN: These are local, short range communication network such as building or 

organization.  

• IoT Proxy: It performs active application layer functions between IoT nodes and other entities.  

• IoT WAN: It is the connection of various network segments organizationally and 

geographically wide which connect o the internet.  

• IoT Gateway: it is a router connecting the IoT LAN to WAN or to the internet. It can 

implement several LAN and WAN. The main responsibility of IoT gateway is to forward packets 

between LAN and WAN on the IP layer. 

  

 

GATEWAY PREFIX ALLOTMENT:  

 

 

• In IoT network, each device has a unique IP address .  

• Nodes within the gateway’s jurisdiction have addresses that are valid within the gateway’s 

domain only.  

• The same address may be repeated in the domain of another gateway.  

• The gateway has unique network prefix which can be used to identify them globally.  



• The network connected to the internet has routers with their set of addresses and ranges.  

• The router may have multiple gateways connected to them which can forward packets from the 

nodes to the internets via the routers.  

• These routers assign prefixes to gateway under them so that the gateway can be identified with 

them.  

MULTIHOMING  

• Multihoming is the practice of connecting a host or a computer network to more than one 

network.  

• This can be done in order to increase reliability or performance.  

• A typical host or end-user network is connected to just one network. Connecting to multiple 

networks can increase reliability because if one connection fails, packets can still be routed 

through the remaining connection. 

• Connecting to multiple networks can also improve performance because data can be 

transmitted and received through the multiple connections simultaneously multiplying throughput 

and, depending on the destination, it may be more efficient to route through one network or the 

other.  

There are several different ways to perform multihoming.  

Host multihoming:  

• A single host may be connected to multiple networks.  

• For example, a mobile phone might be simultaneously connected to a Wi-Fi network and a 3G 

network, and a desktop computer might be connected to both a home network and a VPN.  

• A multihomed host usually is assigned multiple addresses, one per connected network.  

Classical multihoming:  

• In classical multihoming, a network is connected to multiple providers, and uses its own range 

of addresses .  

• The network's edge routers communicate with the providers using a dynamic routing protocol, 

typically BGP, which announces the network's address range to all providers.  

• If one of the links fails, the dynamic routing protocol recognizes the failure within seconds or 

minutes, and reconfigures its routing tables to use the remaining links, transparently to the hosts.  

• Classical multihoming is costly, since it requires the use of address space that is accepted by all 

providers, a public Autonomous System (AS) number, and a dynamic routing protocol. Since 



multihomed address space cannot be aggregated, it causes growth of the global routing table.  

Multihoming with multiple addresses:  

• In this approach, the network is connected to multiple providers, and assigned multiple address 

ranges, one for each provider.  

• Hosts are assigned multiple addresses, one for each provider.  

• Multihoming with multiple addresses is cheaper than classical multihoming, and can be used 

without any cooperation from the providers.  

• Multihoming with multiple address requires additional technology in order to perform routing: 

– for incoming traffic, hosts must be associated with multiple A or AAAA DNS records so that 

they are reachable through all providers; – for outgoing traffic, a technique such as source-specific 

routing must be used to route packets through the correct provider, and reasonable source address 

selection policies must be implemented by hosts.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



CHAPTER 3 

CONNECTIVITY TECHNOLOGIES  

 

INTRODUCTION:  

There are number of access technologies that are considered for connection of smart 

Objects. The most promising access technologies which are going forward in the IoT 

marketplace are IEEE 802.15.4, Wi-Fi,  LoRa, 6LowPan, ZigBee, MQTT, Bluetooth, 

Ipv4, Ipv6, CoAP etc. 

IEEE 802.15.4 : 

IEEE 802.15.4 is a wireless access technology for low-cost and low-data-rate devices that 

are powered or run on batteries. In addition to being low cost and offering a reasonable 

battery life, this access technology enables easy installation using a compact protocol stack 

while remaining both simple and flexible. Several network communication stacks, 

including deterministic ones, and profiles leverage this technology to address a wide range 

of IoT use cases in both the consumer and business markets.  

IEEE802.15.4 basically is developed for low data rate monitoring and control; ie sensing 

low data, rate sensing, and then control through actuation and so on which is the prime 

requirements for wireless personal area network. These can help in offering extended life 

time to the networks because of the reduced power consumption.  

This standard uses two layers. One is the physical layer and the other one is the MAC layer 

plus the sub layers like logical link control, the SSCS which is the Service Specific 

Convergence Sub-layer to communicate with the upper layers. 

 

This 802.15.4 is based on the modulation schemes which is known as the DSSS which is 

Direct Sequence Spread Spectrum Technique. This is basically highly tolerant of the noise 

and interference and offers link reliability improvement mechanisms. So, this particular 



standard is helpful in environments which are noise prone and have lot of interferences and 

in a presence of noise and interference, this particular standard can help in improving the 

reliability of the network. It has two different variants. The low speed version basically 

uses the BPSK and the high speed version uses OQPSK and for MAC communication, it 

uses CSMA-CA for channel access.  

IEEE 802.15.4 is commonly found in the following types of deployments:  

• Home and building automation  

• Automotive networks  

• Industrial wireless sensor networks  

• Interactive toys and remote controls  

Drawback:  

The negatives around reliability and latency often have to do with the Collision Sense 

Multiple Access/Collision Avoidance (CSMA/CA) algorithm. CSMA/CA is an access 

method in which a device “listens” to make sure no other devices are transmitting before 

starting its own transmission. If another device is transmitting, a wait time (which is 

usually random) occurs before “listening” occurs again. Interference and multipath fading 

occur with IEEE 802.15.4 because it lacks a frequency-hopping technique.  

ZIGBEE : 

ZigBee is one of the most well-known protocols which defines upper-layer components 

(network through application) as well as application profiles. Common profiles include 

building automation, home automation, and healthcare. ZigBee also defines device object 

functions such as device role, device discovery, network join and securit.The Zigbee 

Alliance is an industry group formed to certify interoperability between vendors and it is 

committed to driving and evolving ZigBee as an IoT solution for interconnecting smart 

objects. ZigBee solutions are aimed at smart objects and sensors that have low bandwidth 

and low power needs.  

ZigBee protocol stack: 



 

ZigBee utilizes the IEEE 802.15.4 Standard at the lower PHY and MAC layers. ZigBee 

specifies the network and security layer and application support layer that sit on top of the 

lower layers.  

The ZigBee network and security layer provides mechanisms for network startup, 

configuration, routing, and securing communications. This includes calculating routing 

paths in what is often a changing topology, discovering neighbors, and managing the 

routing tables as devices join for the first time. The network layer is also responsible for 

forming the appropriate topology, which is often a mesh but could be a star or tree as well. 

From a security perspective, ZigBee utilizes 802.15.4 for security at the MAC layer, using 

the Advanced Encryption Standard (AES) with a 128-bit key and also provides security at 

the network and application layers. The application support layer interfaces the lower 

portion of the stack dealing with the networking of ZigBee devices with the higher-layer 

applications.  

6LoWPAN : 

6LoWPAN (Low Power Wireless Personal Area Network) protocol is basically it runs over 

IPV6 . So, it offers radio connectivity, radio linkages over IPV6 protocol. For addressing it 

uses IPV6 protocol which is an addressing protocol.It primarily operates at the physical 

and the MAC layers. 



The 6LoWPAN working 

group published several RFCs, defines frame headers for the capabilities of header 

compression, fragmentation, and mesh addressing. These headers can be stacked in the 

adaptation layer to keep these concepts separate while enforcing a structured method for 

expressing each capability. Depending on the implementation, all, none, or any 

combination of these capabilities and their corresponding headers can be enabled.  

 

Header Compression : 

IPv6 header compression for 6LoWPAN shrinks the size of IPv6’s 40-byte headers and 

User Datagram Protocol’s (UDP’s) 8-byte headers down as low as 6 bytes combined in 

some cases. 6LoWPAN header compression is stateless, and conceptually it is not too 

complicated.  At a high level, 6LoWPAN works by taking advantage of shared 

information known by all nodes from their participation in the local network. In addition, it 

omits some standard header fields by assuming commonly used values. 

Fragmentation: 

 The maximum transmission unit (MTU) for an IPv6 network must be at least 1280 bytes. 

IEEE 802.15.4 has 127 bytes as MTU. This is a problem because IPv6, with a much larger 

MTU, is carried inside the 802.15.4 frame with a much smaller one. To remedy this 

situation, large IPv6 packets must be fragmented across multiple 802.15.4 frames at Layer 



2. The fragment header utilized by 6LoWPAN is composed of three primary fields: 

Datagram Size, Datagram Tag, and Datagram Offset. The 1-byte Datagram Size field 

specifies the total size of the unfragmented payload. Datagram Tag identifies the set of 

fragments for a payload. Finally, the Datagram Offset field delineates how far into a 

payload a particular fragment occurs. 

Mesh Addressing : 

The purpose of the 6LoWPAN mesh addressing function is to forward packets over 

multiple hops. Three fields are defined for this header: Hop Limit, Source Address, and 

Destination Address. Analogous to the IPv6 hop limit field, the hop limit for mesh 

addressing also provides an upper limit on how many times the frame can be forwarded. 

Each hop decrements this value by 1 as it is forwarded. Once the value hits 0, it is dropped 

and no longer forwarded.  

INTERNET PROTOCOL (IP) : 

• Both IPV4 and IPV6 are IP address schemes available to assign IP addresses to the computers 

connected to the network.  

• IP is a layer-3 protocol in OSI stack.  

• Both IPV4 and IPV6 coexist in a multiprotocol configuration.  

• To do this task, network access layer should support multiplexing of IPV4 and IPV6 packets. 

• There are three methods of transition strategies from IPV4 to IPV6 protocol format. They are 

dual stack, tunnelling and header translation.  

• Packets are routed with the help of destination address.  

• The functions of IP are as follows: – Connectionless best effort data delivery based on 

destination ip address. – Fragmentation and re-assembly of datagrams to support links with 

different MTUs(Maximum Transmission Units).  

INTERNET PROTOCOL VERSION 4 (Ipv4) 

IPV4 has 32 bit IP address space. There are different classes Class A, Class B, Class C, 

Class D and Class E. The figure depicts IPV4 header fields used in the IP protocol. IPV4 is 

defined in RFC 791.  





 

 

  

INTERNET PROTOCOL VERSION 6 (IPv6)  

IPV6 has 128 bit IP address, which helps support one billion networks, hence extends the 

drawbacks of IPV4 system. The figure depicts IPV6 header fields used in the IP protocol. 



IPv6 is defined in RFC 2460.  

Following Table mentions all the fields of IPV6 header with functional description.  

MQTT PROTOCOL : 

The Message Queuing Telemetry Transport (MQTT) is a lightweight, session layer, 

publish-subscribe network protocol that transports messages between devices. The 

protocol usually runs over TCP/IP; however, any network protocol that provides ordered, 

lossless, bi-directional connections can support MQTT.  

• It is designed for connections with remote locations where a "small code footprint" is required 

or the network bandwidth is limited.  

• The MQTT protocol defines two types of network entities: a message broker and a number of 



clients.  

 

• The broker acts as a post office, MQTT doesn't use the address of the intended recipient but 

uses the subject line called “Topic”, and anyone who wants a copy of that message will subscribe 

to that topic.  

• An MQTT broker that receives all messages from the clients and then routes the messages to 

the appropriate destination clients.  

• An MQTT client is any device (from a micro controller up to a fully-fledged server) that runs 

an MQTT library and connects to an MQTT broker over a network.  

• Multiple clients can receive the message from a single broker (one to many capability). 

Similarly, multiple publishers can publish topics to a single subscriber (many to one).  

• Information is organized in a hierarchy of topics which is a simple string that can have more 

hierarchy levels, which are separated by a slash.  



• A sample topic for sending temperature data of the living room could be 

house/living-room/temperature.  

• When a publisher has a new item of data to distribute, it sends a control message with the data 

to the connected broker.  

• The broker then distributes the information to any clients that have subscribed to that topic.  

• The publisher does not need to have any data on the number or locations of subscribers, and 

subscribers, in turn, do not have to be configured with any data about the publishers.  

• If a broker receives a message on a topic for which there are no current subscribers, the broker 

discards the message unless the publisher of the message designated the message as a retained 

message.  

• A retained message is a normal MQTT message with the retained flag set to true.  

• The broker stores the last retained message and the corresponding QoS for the selected topic.  

• Each client that subscribes to a topic pattern that matches the topic of the retained message 

receives the retained message immediately after they subscribe.  

• The broker stores only one retained message per topic. This allows new subscribers to a topic 

to receive the most current value rather than waiting for the next update from a publisher  

SMQTT PROTOCOL : 

• SMQTT (Secure Message Queue Telemetry Transport) is an extension of MQTT protocol 

which uses encryption based on lightweight attribute encryption. It is a session layer protocol.  

• Like MQTT, it uses broker based subscribe and publish architecture.  

• The main advantage of this encryption is that it has a broadcast encryption feature. In this 

features, one message is encrypted and delivered to multiple other nodes.  

• The key generation and encryption algorithms are not standardized.  

• The process of message transfer and receiving consists of four major stages: Setup, encryption, 

publish and decryption.  

• Setup: In this phase, the publishers and subscribers register themselves to the broker and get a 

secret master key.  

• Encryption: Before publishing the data is being encrypted. When the data is published to 

broker, it is encrypted by broker.  

• Publish: The broker publishes the encrypted message to the subscribers.  



• Decryption: Finally the received message is decrypted by subscribers with the same master 

key. 

 

CoAP PROTOCOL : 

• CoAP is an IoT Session layer protocol.  

• CoAP stands for Constrained Application Protocol, and it is defined in RFC 7252.  

• CoAP is a simple protocol with low overhead specifically designed for constrained devices 

(such as microcontrollers) and constrained networks.  

• This protocol is used in M2M data exchange and is very similar to HTTP. The main features of 

CoAP protocols are:  

• Web protocol used in M2M with constrained requirements  

• Asynchronous message exchange  

• Low overhead and very simple to parse  

• URI and content-type support  

• Proxy and caching capabilities  

CoAP Architecture :  

 

• It contains four layers namely Application, Request / Response, Message and UDP.  

• The two main sub layers in CoAp are Messages and Request /Response sub-layer.  



• The Messages layer deals with UDP and with asynchronous messages. It is responsible for 

reliability and remove duplication of messages.  

• The Request/Response layer deals with communications i.e. manages request/response 

interaction based on request/response messages.  

 

 

CoAP Message Format : 

The CoAP is the meat for constrained environments, and for this reason, it uses compact 

messages. To avoid fragmentation, a message occupies the data section of a UDP 

datagram. A message is made by several parts:  

• 

Ver: It is a 2 bit unsigned integer indicating the version  

• T: it is a 2 bit unsigned integer indicating the message type: 0 confirmable, 1 non-confirmable  

• TKL: Token Length is the token 4 bit length  

• Code: It is the code response (8 bit length)  

• Message ID: It is the message ID expressed with 16 bit  

Following terms are used in CoAp protocol:  

• Endpoint: An entity that participates in the CoAP protocol. Usually, an Endpoint is identified 

with a host.  

• Sender: The entity that sends a message  

• Recipient: The destination of a message  

• Client: The entity that sends a request and the destination of the response  

• Server: The entity that receives a request from a client and sends back a response to the client  

CoAP has four messaging mode  

• Confirmable and Non-confirmable mode of messaging are used in Message layer.  

• Piggyback and Separate mode of messaging are used in Request /Response layer.  

CoAP Messages Layer Model  



• This is the lowest layer of CoAP.  

• This layer deals with UDP exchanging messages between endpoints.  

• Each CoAP message has a unique ID; this is useful to detect message duplicates.  

• A CoAP message is built by these parts: A binary header, A compact options, Payload 

 

 

 

Confirmable (CON) message Mode:  

• A confirmable message is a reliable message.  

• In CoAP, a reliable message is obtained using a Confirmable message (CON).  

• Using this kind of message, the client can be sure that the message will arrive at the server.  

• A Confirmable message is sent again and again until the other party sends an acknowledge 

message (ACK).  

• The ACK message contains the same ID of the confirmable message (CON).  

• If the server has troubles for the incoming request, it can send back a Reset message (RST) 

instead of the Acknowledge message (ACK)  

Non-Confirmable (NON) message Mode:  



 

• These are messages that don’t require an Acknowledge by the server.  

• Here the client send a message and does not wait for the acknowledgement.  

• They are unreliable messages or in other words messages that do not contain critical 

information that must be delivered to the server.  

• This category belongs messages that contain values read from sensors.  

• Even if these messages are unreliable, they have a unique message ID for supervising in case of 

retransmission.  

CoAP Request/Response Layer Model :  

• The CoAP Request/Response is the second layer in the CoAP abstraction layer.  

• The request is sent using a Confirmable (CON) or Non-Confirmable (NON) message.  

• There are several scenarios depending on if the server can answer immediately to the client 

request or the answer if not available.  

Piggyback messaging mode:  

• The client sends request using CON or NON type message and 

receives ACK with confirmable message  



• If the server can answer immediately to the client request, then if the request is carried using a 

Confirmable message (CON), the server sends back to the client an Acknowledge message  

• For successful response ACK contains response message (token) and for failure message ACK 

contains failure message (Token) code.  

• Here the Token is used to match the request and the response.  

 

 

 

 

Separate messaging mode:  

• If the server can’t answer to the request coming from the 

client immediately, then it sends an Acknowledge message with an empty response.  

• The server wait for sometimes and as soon as the response is available, then the server sends a 

new Confirmable message to the client containing the response.  

• After receiving the response from the server, the client sends back an Acknowledge message.  

• If the request coming from the client is a NON-confirmable message, then the server answer 

using a NON-confirmable message.  

AMQP PROTOCOL : 

• Advanced message Queuing Protocol is an open standard application layered protocol for 

message-oriented middleware.  

• AMQP is a binary protocol which enables encrypted and interoperable messaging between 

organization and applications.  

• AMQP connects systems, feeds business processes with the information they need and reliably 



transmits onwards the instructions that achieve their goals. 

•  AMQP connects across organizations, technologies, time and space.  

• AMQP is efficient, portable, multi channel and secure protocol.  

• It is fast and features guaranteed delivery with acknowledgement of received message.  

AMQP Features:  

• AMQP is reliable, interoperable, open standard, secure protocol having routing and queuing 

features.  

• Targeted QoS (Selectively offering QoS to link).  

• Persistence (message delivery guarantee)  

• Delivery of message to multiple consumers.  

• Possibility of ensuring multiple consumption.  

• Possibility of preventing multiple consumption.  

• High speed protocol.  

AMQP Architecture : 

• There are applications that produce 

messages on one end (P).  

• There are applications that consume messages on other end (C).  

• X represents exchanges that route and filter the messages.  

• The server in between producers and consumers contains brokers that receives messages and 

routes them to queues.  

• The queue store and forward the messages to business clients.  

• There will be a separate queues for separate business process.  

• The consumer receive the messages from these queue which is done by proper binding rules.  

AMQP uses 4 types of exchange.  

Fan-out exchange:  



It completely ignores the routing key and sends any message to all the queues bound to it. 

This is usually done for the purpose of distributing messages like notifications, sharing 

messages, updates and application states to multiple clients. The exchange will discard all 

messages which do not follow any binding rules . 

 

 



 

 

 



 

 

Direct Exchange:  

• It involves the delivery of messages to queues based on routing keys.  

• Routing keys can be considered as additional data defined to set where the message will go. 

• It is basically used in load balancing task in a round robin way between the workers.  

 

 

 



 

 



 

 

 

Header Exchange:  

• It is similar to direct exchange type but uses a additional header coupled with messages instead 

of depending on routing key for routing to queues.  

Topic Exchange:  

• It is mainly used for publish/subscribe patterns.  

• Using this type of transferring , a routing key alongside binding of queues to exchange , are 

used to match and send messages.  

• Whenever a specialized involvement of consumer is necessary, topic exchange comes in handy 

to distribute messages accordingly based on keys and patterns.  



 

 

 

 

 



RFID (RADIO FREQUENCY IDENTIFICATION ): 

Here the data is digitally encoded in the RFID tags and these data can be read from the 

RFID tags. So, RFID tags are encoding the data and these data can be scanned from RFID 

tags by the RFID reader. So, these are very similar to the bar coding schemes and QR 

coding schemes. 

Every RFID tag consists of an integrated circuit and an antenna. Basically it is a very small 

tag. and inside the tag, there is some circuitry and a small antenna which is embedded into 

it, This antenna, is going to be used  for communication with the outside world. That 

means, outside the tag and the circuitry, there are number of things which are stored in that 

particular  RFID tag and it could be for a smart card that can be used for storing employee 

information. So, an employees of an organization have different identification for different 

identifiers and those identifiers, can be stored in electronic form inside the chip that is built 

into this RFID tags. So, the RFID tag consists of integrated circuit and an antenna. The tag 

is covered by a protective material.  

The tags can be of two types.  



Passive tag : 

passive tags are more common and operated through the process of inductivity. So, when 

these tags come in proximity to the RFID reader, there is some inductive effect or some 

magnetic force fields are created due to which the information is transferred from the tag to 

the reader or vice versa.  

Active tag : 

The active tags have their own little source of power supply. The working principle of 

RFID is similar to its predecessor which is called AIDC. The AIDC full form is Automatic 

Identification and Data Capture Technology. So, it performs object identification, object 

data collection and mapping of the collected data to computer systems with little or no 

human intervention. 

Working principle of RFID: 

 

  The  RFID tag consists of the circuitry of a quailing mechanism and the cover. This 

cover is some kind of a polymer. The circuitry is basically stored inside this particular tag. 

This RFID reader has a software and a source of power supply and it also has a coil and 

when you bring that reader which has a coil inside some magnetic coil, then there is this 

magnetic inductive effect producing this magnetic lines of force are created. This will 

transferred the data to the RFID reader with the help of this magnetic force. 

 RFIDs in general are useful for supporting different IoT applications such as inventory 

management, asset tracking in an organization, personal tracking .  

HART (HIGHWAY ADDRESSABLE REMOTE TRANSDUCER PROTOCOL ) : 

HART basically helps in the same way as zigbee does for establishing connectivity 

between different IoT devices. And the special focus of HART is on industrial applications. 

So, the HART protocol has been designed and is implemented in such a way so that it 

becomes cheaper and easier to implement in an IoT system.  



 

HART and wireless HART helps to, ensure accessibility of different devices. And the 

placement of such devices in such a way that it becomes cheaper to develop the overall 

system. The system becomes overall efficient and typically this protocol is implemented on 

top of a reaction tank inside a pipe or at widely separated warehouses, to have connectivity 

between these different components or different parts of the warehouse or the reaction tank 

or the pipes . 

Physical Layer : 

It is derived from the basic 802.15.4 IEEE standard. And this protocol functions in the  24 

gigahertz ISM band. It implies and exploit is 15 channels of the band in this particular ISM 

band to increase the reliability of the network. So, that is the physical layer with support for 

802.15.4 derived reduced.  

Data Link layer:  

The data link layer has a concept of something known as the super-frames. These 

super-frames are grouped into 10 millisecond wide time slots . These super-frame basically 

helps in ensuring reliable communication, collusion free and deterministic communication 

between the different nodes of the network. And it is based on  TDMA  protocol, time 

division multiple access protocol where there are different time slots, when the different 

devices are able to communicate in those allotted time slots.  This layer the data link layer 

incorporates channel hopping and channel blacklisting to increase the reliability and 

security.  

Network and Transport Layers: 

These two layers cooperatively handle various types of traffic, routing, session creation 

and security functions. Wireless HART is based on the mesh networking in 

communication. So, a mesh network at the network layer is set up using wireless HART. 

And each device is primed at different time instants to forward packets for every other 



device. Each device in wireless HART is armed with an updated network graph; that 

means, the topology gets updated at subsequent time instants, and that particular topology 

is used to handle routing. So, the network layer in HART basically consists of the OSI 

network layer, the transport layer and the session layers. 

Application Layer: 

It communicats between gateways and devices via a series of command and response 

messages. So, there are different command messages, response messages and a chain of 

such message flows take place to implement the application layer. This application layer is 

responsible for extracting commands from a message, executing it and generating 

responses.  

 

NFC (NEAR FIELD COMMUNICATION ): 

 NFC is basically similar to the RFID technology. NFC is designed for use by devices 

within the close proximity to each other. All NFC types are similar, but communicate in 

different ways, like FeliCa is commonly used in Japan whereas type A and type B NFCs 

are used in the rest part of the world.  

 

The NFC reader, emits a small electric current which creates a magnetic field, which in 

turn bridges the physical space between the devices. So, when NFC reader is brought  

close to the NFC device there is a magnetic induction that basically goes on between these 

two entities and the information is encoded in these NFC tags, are transmitted, to the NFC 

reader. The reader basically emits a small electric current which creates a magnetic field 

that in turn bridges the physical space between the devices. The generated magnetic field is 

received by a similar coil in the client device, where it is turned back into electrical 

impulses to communicate data such as identification number status information or any 

other information. NFC tags are used in the case of supermarkets and similar kind of 

libraries . They use the energy from the reader to encode their response while the active or 



peer to peer tags have their own power source.  

BLUETOOTH TECHNOLOGY : 

The Bluetooth technology is particularly used for short range communication like Personal 

area network where different peripherals connected to a computer peripherals using 

Bluetooth  

 

Bluetooth is used for short range communication. And it is typically used for instances 

where it is required to replace the existing cables . So, what is required is to have cable 

replacement protocols.  

It supports one mbps data rate . It supports 3 types of radios. Class one radios class 2 radios 

and class 3 radios. Class 3 radios have a range of up to 1 meter or 3 meters. Class 2 radios 

are most commonly found in mobile devices having a range of 10 meters or 30 feet and 

class one radios are used primarily in industrial use cases having a range of 100 meters or 

300 feet.  

In terms of connection establishment using Bluetooth, there are 3 different phases. The first 

one is the discovery or the inquiry phase. This next one is the paging phase, and the third 

one is the connection phase.  

Bluetooth device is trying to explore other devices in it's vicinity which is called discovery 

phase or the inquiry phase. In paging phase some kind of connection is formed between 2 

Bluetooth devices that want to talk to each other. And the third one is the connection phase 

where a device either actively participates in the network or enters a low power sleep mode.  

There are different modes of operation of Bluetooth devices. 

In active mode the device basically is fully active fully functional in all different respects ie 

it actively transmit data, it actively receives data and so on .  

In a sniff mode, the device basically sleeps and only listens for transmission at a particular 

predetermined predefined interval. 

In the hold mode, this is also a power saving mode where a device sleeps for a defined 

period and then returns back to the active mode.  

In the park mode, the slave will become inactive until the master tells it to wake back up. S.   

 

 



 

 

 

CHAPTER 04 

WIRELESS SENSOR NETWORKS  

 

INTRODUCTION: 

 

   

 

 

 

 

Sensors are electromechanical detectors for measuring physical quantities. These sensors 

have evolved into smart sensors, which now include an on-board processor, memory and 

transceiver, all in a small-scale factor, powered by a battery source. These smart sensors 

constitute a node in the Wireless Sensor Network. These low cost nodes with processing, 

storage and sensing capabilities, coupled with the attractive infrastructureless networking 

capabilities of the transceiver, market the Wireless Sensor Network as a powerful, low cost 

solution for numerous problems in diverse areas of research. They offer collaboration in a 

distributed environment for sensing and processing information. Vital information is 

routed through a multi-hop ad hoc network to a Wireless Sensor Network sink, a collector 

of data or to a base station, which acts as a gateway to a fixed infrastructure.  

Sensor: 

A sensor detects (senses) changes in the ambient conditions or in the state of another device 

or a system, and forwards or processes this information in a certain manner . It is a device 

that detects and responds to some types of inputs from the physical environment.  They 

perform some input functions by sensing or feeling the physical changes in characteristics 

of a system in response to a stimuli.  For example heat is converted to electrical signals in 

a temperature sensor, or atmospheric pressure is converted to electrical signals in a 

barometer. 



Transducers: 

A transducers convert or transduce energy of one kind into another.  For example, in a 

sound system, a microphone (input device) converts sound waves into electrical signals for 

an amplifier to amplify (a process), and a loudspeaker (output device) converts these 

electrical signals back into sound waves.   

 

 

FEATURES OR CHARACTERISTICS OF SENSORS : 

Range:  

Since the range of the output signal is always limited, the output signal will eventually 

reach a minimum or maximum, when the measured property exceeds the limits. The full 

scale range of a sensor defines the maximum and minimum values of the measured 

property. 

Drift: 

If the output signal slowly changes independent of the measured property, this is defined as 

drift. Long term drift over months or years is caused by physical changes in the sensor.  

Sensitivity:  

It is defined as the change in the output per unit change in input of the property being 

measured. The sensitivity of a sensor under real conditions may differ from the value 

specified. This is called a sensitivity error. It is constant for the entire range of sensors or 

vary exponentially if the sensor is non-linear.  

Selectivity:  

It is only sensitive to the measured property. It is insensitive to any other property likely to 

be encountered in its application (e.g. A temperature sensor does not bother about light or 

pressure while sensing the temperature).  

Resolution:  

The resolution of a sensor is the smallest change it can detect in the quantity that it is 

measuring. The resolution of a sensor with a digital output is usually the smallest resolution 

the digital output it is capable of processing. The more is the resolution of a sensor, the 

more accurate is its precision.  

Response and Recovery Time:  



The response time is the time taken by the sensor for its outputs to reach 95% of its final 

value when it is exposed to target materials.  

Hysteresis:  

A hysteresis error causes the sensor output value to vary depending on the sensor’s 

previous input values. If a sensor's output is different depending on whether a specific input 

value was reached by increasing or decreasing the input, then the sensor has a hysteresis 

error. The present reading depends on the past input values.  

Linearity:  

If the sensitivity of a sensor is constant for the range, then it is called linearity of the sensor. 

Nonlinearity is deviation of a sensor's transfer function (TF) from a straight line transfer 

function. This is defined by the amount the output differs from ideal TF behavior over the 

full range of the sensor, which is denoted as the percentage of the full range.  

Full-Scale Output:  

It is the difference between the output for maximum input and the output for minimum 

input. Since the range of the output signal is always limited , the output signal will reach a 

minimum or maximum value, when the measured property exceeds the limits.  

Accuracy:  

It defines how close the output is to the real value. It defines the maximum error the sensor 

may produce.  

Precision: It the ability to produce same output when repeatedly measured for same input  

Calibration: To make meaningful measurement, it is necessary to tune the output of 

thesensor with accurately known input.  

CLASSIFICATION OF SENSORS : 

Sensors can be classified into two broad categories based on output and based on type of 

data measured.  

Analog Sensor:  

Analog Sensors produce a continuous output signal or voltage which is generally 

proportional to the quantity being measured. Physical quantities such as Temperature, 

Speed, Pressure, displacement, Strain etc. are all analog quantities as they tend to be 

continuous in nature. For example- The temperature of a liquid can be measured using a 

thermometer which continuously responds to temperature changes as the liquid is heated 



up or cooled down.  

Digital Sensor:  

Digital Sensors produce discrete digital output signals or voltages that are a digital 

representation of the quantity being measured.Digital sensors produce a binary output 

signal in the form of a logic “1” or a logic “0”, (“ON” or “OFF”).Digital signal only 

produces discrete (non-continuous) values, which may be output as a single “bit” (serial 

transmission), or by combining the bits to produce a single “byte” output (parallel 

transmission). These are mainly used in waste water management and industrial processes.  

Scalar Sensor:  

Scalar Sensors produce output signal or voltage which is generally proportional to the 

magnitude of the quantity being measured. Physical quantities such as temperature, colour, 

pressure, strain, etc. are all scalar quantities as only their magnitude is sufficient to convey 

an information. For example, the temperature of a room can be measured using a 

thermometer or thermocouple, which responds to temperature changes irrespective of the 

orientation of the sensor or its direction.  

 

Vector or Multimedia Sensor:  

Vector Sensors produce output signal or voltage which is generally proportional to the 

magnitude, direction, as well as the orientation of the quantity being measured. Physical 

quantities such as sound, image, velocity, acceleration, orientation, etc. are all vector 

quantities, as only their magnitude is not sufficient to convey the complete information. For 

example, the acceleration of a body can be measured using an accelerometer, which gives 

the components of acceleration of the body with respect to the x, y, z coordinate axes.  

COMPONENTS OF A SENSOR NODE : 

A sensor consists of a battery-operated unit with single or multiple sensors, a processing 

unit with storage and a transceiver. Here an expansion slots exist or can be attached to 

expand the sensor/mote to include other application specific units, such as, global 

positioning system (GPS) for localization, or power harvesting units from solar or wind 

energy, or complementary metal-oxide semiconductor (CMOS) chips for multimedia 

capabilities, etc. These motes are placed on programming boards, interfaced with a 

computer, so that the WSN application and its operating system can be flushed into the 



memory of the mote. At this time, the motes can also be programmed with a specific 

identification number and, or group identification number. Various motes can also be 

programmed without a physical connection to the computer, known as Over The Air 

(OTA) programming.  

 

 The processors used in these motes can range from ultralow-power 8 bit processors to 

more powerful 32 bit processors, similarly, memory space can vary from a couple of 

kilobytes to the order of megabytes . Motes are equipped with short-range radio frequency 

(RF) transceivers to enable WSN applications  and to ease the query and retrieval of data 

from the WSN .  

 MODES OF DETECTION : 

There are 4 modes if detect the objects 

• Single Source Single Object Detection: 

Here a single object will be detected by a single sensor node. The detected data will be sent to the 

sink node via the intermediate sensors. 

 

• Single Source Multiple Objects Detection: 

Here there will be a single source for detecting multiple objects. The detected data on reaching the 



sink node will identify the various object. 

 

• Multiple Source Single Object Ditection: 

Here the same object will be detected by multiple sensors. This is expensive and can be applied for 

security critical applications. 

 

• Multiple Sources Multiple Object Detection: 

It contains more than one objects and more than one sensors. Each object may be detected by more 

than one sensors. 

 



CHALLENGES IN WSN : 

Challenges in real time:  

WSN deal with real world environments. In many cases, sensor data must be delivered 

within time constraints so that appropriate observations can be made or actions taken. Very 

few results exist to date regarding meeting realtime requirements in WSN. Most protocols 

either ignore real-time or simply attempt to process as fast as possible and hope that this 

speed is sufficient to meet deadlines. Some initial results exist for real-time routing. To 

date, the limited results that have appeared for WSN regarding real-time issues has been in 

routing.  

Challenges in power managements:  

Low-cost deployment is one acclaimed advantage of sensor networks. Limited processor 

bandwidth and small memory are two arguable constraints in sensor networks. The 

untended nature of sensor nodes and hazardous sensing environments preclude battery 

replacement as a feasible solution. On the other hand, the surveillance nature of many 

sensor network applications requires a long lifetime; therefore, it is a very important 

research issue to provide a form of energy-efficient surveillance service for a geographic 

area.  

Network Scale and Time- 

Varying Characteristics of WSN Under severe energy constraints, Sensor nodes operate 

with limited computing, storage and communication capabilities . Depending upon the 

application, the densities of the WSNs may vary widely, ranging from very sparse to very 

dense. In these sensor nodes the behavior of sensor nodes is dynamic and highly adaptive, 

as the need to self organize and conserve energy forces sensor nodes to adjust the behavior 

constantly in response to their current level of activity.   

Management at a Distance:  

Sensor nodes will be deployed at our door field such as a subway station. It is difficult for 

managers or operators to manage the network directly. Thus the framework should provide 

an indirect remote control/ management system.  

SENSOR WEB : 

The term "sensor web" was first used by Kevin Delin of NASA in 1997,[5] to describe a 

novel wireless sensor network architecture where the individual pieces could act and 

https://en.wikipedia.org/wiki/Sensor_web#cite_note-Geosciences-5


coordinate as a whole.  An amorphous network of spatially distributed sensor platforms 

(pods) that wirelessly communicate with each other. This amorphous architecture is unique 

since it is both synchronous and router-free, making it distinct from the more typical 

TCP/IP-like network schemes. A pod as a physical platform for a sensor can be orbital or 

terrestrial, fixed or mobile and might even have real time accessibility via the internet. 

Pod-to-pod communication is both omni-directional and bi-directional where each pod 

sends out collected data to every other pod in the network. Hence, the architecture allows 

every pod to know what is going on with every other pod throughout the sensor web at each 

measurement cycle. The individual pods (nodes) were all hardware equivalent. 

COOPERATION AND BEHAVIOUR OF NODES IN WSN : 

 

The sensor networks may contains both normal as well as misbehaving nodes. Normal  

nodes are the nodes that would be behaving as they are supposed to behave. Their function 

are normal. Some node in a WSN are functioned abnormally or misbehavely.  

Misbehaving nodes are of 2 types. One is misbehave unintentionally and the other one is  

misbehave intentionally. The intentional category are of  2 types. One is the malicious 

node and the other one is the selfish node. And in the unintentional category, there are 

failed nodes and the badly failed nodes.  

Failed Nodes: These nodes are unable to perform an operation because of power failure or 

enviornmental events. 

Badely failed nodes: these  nodes exhibits features of failed nodes but they can also send 

false routing messages which are a threat to the integrety of a netwok. 

Selfish node: These nodes are showing unwillingness to cooperate as the protocols requires 

whenever there is a personal cost involved. Packet dropping is the main attack of these 

selfish node. 

Malicious node: Its aim is to deliberately disrupt the correct operation of the routing 



protocol , denying the network service if possible. 

SELF MANAGEMENT OF WSN : 

Topology management is is the way  to establish and manage the topology over time.  

The nodes can continuously sense and disseminate the data through them to the sink and 

adapting to the changes of the event state, with respect to event location, event area and 

event duration. In sensor networks one of the problems is the nodes sense periodcally.It is 

found that with respect to time the information content of this different sensed packets do 

not change much.  So at the source, detect how much the currently sensed packet, and the 

previously sensed one are correlated. And then through this measure, we can identify how 

much is the correlation between these sensed packets, and then send deciding upon which 

packet to send forward if they are sufficiently uncorrelated . 

SOCIAL SENSING WSN : 

The objective of social sensing  is to minimize energy consumption in monitoring 'rare 

events' by reducing the period of 'ineffective sensing' .Social networks duty cycling is very 

important because the  low powered nodes mostly have to be kept in a dormant or a sleep 

mode, and they have to be woken up periodically. Here  the social sensor networks are 

hooked up to the  social networks over the internet then the information flow in these 

social networks is exploited to identify whether the sensing interval can be increased or 

decreased. 

There are different challenges with social sensing. Distinguishing rare events and regular 

events, adapting to the duty cycle with the event or occurrence probability we can manage 

the duty cycle. 

APPLICATION OF WSN : 

Underwater acoustic sensor networks : 

In a layered shallow oceanic region the inclusion of the effect of internal solutions on the 

performance of the network is important. Based on various observations, it is proved that 

non-linear internal waves are one of the major scatters of ubderwater sounds. If the sensor 

nodes are deployed in such type of enviornment, inter-node communication is affected due 

to the interaction of wireless acoustaic signal with these solutions, as a result of which 

network performance is greatlt affected. 

Military Applications: 

WSNs is an essential fragment of military intelligence, facility, control, communications, 



computing, frontline surveillance, investigation and targeting systems. 

Applications in Area Monitoring: 

In the aspect, the sensor nodes are positioned over an area where some display is to be 

observed. When the sensors notice the occurrence being observed (such as temperature, 

pressure etc), the occurrence is conveyed to one of the base stations (BSs), which then 

takes action appropriately. 

Transportation Applications: 

Instantaneous traffic statistics is being composed by WSNs to later forage transportation 

models and keep the drivers on alert of possible congestion and traffic difficulties. 

Medical/Health Applications: 

Some of the medical/health benefits of WSNs are in the areas of diagnostics, investigative, 

and drug administration as well as management, supporting interfaces for the 

incapacitated, integrated patient monitoring and management, tele-monitoring of human 

physiological information, and tracking and monitoring medical practitioners or patients 

inside the medical facility.  

Environmental Applications: 

The term “Environmental Sensor Networks (ESNs)” has developed to cover several 

benefits of WSNs to environmental and earth science study. This comprises of sensing 

oceans, seas, glaciers, atmosphere, volcanoes, forest, etc. However, there are presently 

some biosensors that have been developed for use in agricultural and environmental 

sustainability . Some other key aspects are; air contamination monitoring and management, 

forest fires discovery/detection, greenhouse (GH) monitoring and management, and 

Landslide discovery/detection. 

Structural Applications: 

WSNs can be employed for monitoring the movement of diverse structural projects such as 

buildings and other infrastructural projects like flyovers, bridges, roads, embankments, 

tunnels etc., allowing manufacturing/engineering practices to monitor possessions 

remotely without necessarily visiting the sites, and this would reduce expenses that would 

have been incurred from physical site visitations. 

Industrial Applications: 

WSNs have been advanced for “Technological Condition-based Maintenance (TCBM)” 



since they could offer momentous cost reductions/investments and allow innovative 

functionalities. In wired classifications, the installation of adequate sensors is habitually 

limited by the amount involve in wiring. 

Agricultural Applications: 

The employment of WSNs has been reported assist farmers in various aspects such as the 

maintenance of wiring in a problematic environment, irrigation mechanisation which aids 

more resourceful water use and reduction of wastes. 

WSN COVERAGE : 

Three types of coverage in WSNs may be identified: area coverage, point coverage, and 

barrier coverage.  

Area (or regional) coverage : 

 

Area coverage expresses the ability of the network to monitor an Region of interest, 

meaning that all points within this area are always monitored. Given a two-dimensional 

ROI, the sensor network provides area coverage for the ROI if and only if every point in the 

ROI is covered by at least one sensor∗ . Here a point is covered by a sensor means that the 

point is within the sensing region of the sensor. Accordingly, the sensor network provides 

k-area coverage for the ROI if and only if every point in the ROI is covered by at least k 

distinct sensors. Area coverage is the earliest coverage model proposed in WSNs, which is 

able to monitor the events happening in the whole ROI and of course can detect the 

presence of intruders.  

Point (or target) coverage : 

Point Target refers to the ability of the network to guarantee that a predetermined group of 

points are always observed.  

Barrier (or path) coverage: 



 

Barrier coverage refers to the ability to always detect the movement across a barrier of 

sensor nodes . Given a two-dimensional ROI, the sensor network provides barrier coverage 

if and only any intruder can be detected by at least one sensor no matter how it penetrates 

the ROI. As shown in Figure the sensing regions of gray sensors form a virtual barrier 

denoted by a red line spanning from the left boundary to the right boundary of the ROI. It 

can observe that no matter how an intruder penetrates the ROI, it will be detected by at least 

one sensor. Therefore, the sensor network provides barrier coverage for the ROI.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



CHAPTER 05 

M2M COMMUNICATION  

INTRODUCTION: 

Machine-to-machine, or M2M, is a broad label that can be used to describe any technology 

that enables networked devices to exchange information and perform actions without the 

manual assistance of humans. Artificial intelligence and machine learning  facilitate the 

communication between systems, allowing them to make their own autonomous choices. 

Working of M2M: 

The main purpose of machine-to-machine technology is to tap into sensor data and transmit 

it to a network. M2M systems often use public networks and access methods like cellular or 

Ethernet to make it more cost-effective. 

The main components of an M2M system include sensors, RFID, a Wi-Fi or cellular 

communications link, and autonomic computing software programmed to help a network 

device interpret data and make decisions. These M2M applications translate the data, 

which can trigger preprogrammed, automated actions.Beyond being able to remotely 

monitor equipment and systems, the top benefits of M2M include: 

•  reduced costs by minimizing equipment maintenance and downtime; 

• boosted revenue by revealing new business opportunities for servicing products in the field; 

and 

• improved customer service by proactively monitoring and servicing equipment before it fails 

or only when it is needed. 

M2M ECOSYSTEM : 

M2M ecosystem has five different components. 

• Device provider 

• Internet Service Provider 

• Platform provider 

• Service Provider 



• Service Users 

The device provider is the one which basically provides these devices and also the owner of 

these devices. So, this is basically the M2M area network. This M2M area network sends 

the data from  M2M devices, IoT devices through the gateway to the internet which is 

basically handled by the internet service provider. And when it is passing through the it , 

the RESTful architecture takes care of it. The RESTful architecture is a low-end , low 

resource consuming,  resource limited architecture so it is used in these environment. The 

platform provider takes care of functionalities such as device management, user 

management, data analytics and user access. And then again it passes through a RESTful 

architecture interface which sent it to the service providers and the users. Hare the 

corresponding business model is taken care of at this particular stage.  

 M2M SERVICE PLATFORM: 

 M2M service platform is also called as the M2SP . Here it has different functionalities of 

devices like device profile management device and M2M network management and device 

searching like app management, app searching web portal in the access control , different 

functionalities of users like User profile management, authentication and charging, 

different applications like Data collection data control, service management, connection 

management. All these data are then passed through an access network like Wi-Fi, ZigBee 

etcetera and are sent to the M2M area network.  

INTEROPERABILITY : 

Interoperability is a characteristic of a product or system whose interfaces are completely 

understood to work with other products or systems present or future in either 

implementation or access without any restrictions. Ie to the user, the exchange of data, and 

exchange of services  should the interoperability has to be handled in such a manner that  

the user should feel that he is getting access to the services of the IoT system in a seamless 

manner. The user should not have to get into how these are implemented what is the 

translation that is going so on and so forth.  

 

 



Objective of Interperability: 

it will fulfill different IoT objectives, seamless device , physical objects would have to 

interact with other physical objects for sharing information . And any device can 

communicate with any other device at any time and at anywhere. Issues such as machine to 

machine communication, device to device communication can be addressed. In device to 

device communication, it is basically a standard in the LTE advanced  so that one mobile 

phone can talk directly to another mobile phone . So the  M2M, D2D and D2M 

communication can be established and there is seamless device integration all across in the 

IoT network.  

Heterogeneity – the Interoperability is also required to establish connection in 

heterogeneious enviornment. Different communication protocols like ZigBee, 

IEEE802.15.4 , Bluetooth, 802.15.1, GPRS, 6LowPAN, Wi-Fi should handshake with 

each other, communicating with each other seemlessly. Different wired communication 

protocols such as 802.3 and 802.1 also communicate each other  is required to establish 

seamless communication. Also different programming languages are used in different 

computing systems for example, JavaScript , Java, C, C++, Visual Basic, PHP, python, so 

many different programming languages platforms as well as ifferent hardware platforms of 

different kinds are used.  So, interoperability is required in this kind of backdrop.  

 

 

____________________________________XXX_____________________________________
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CHAPTER 6 

PROGRAMMING WITH ARDUINO  

 

FEATURES OF ARDUINO : 

Arduino is an open-source electronics platform based on easy-to-use hardware and 

software.Arduino boards are able to read inputs - light on a sensor, a finger on a button, or 

a Twitter message - and turn it into an output - activating a motor, turning on an LED, 

publishing something online. It will send a set of instructions to the microcontroller on the 

boardby by using  Arduino programming language  and the Arduino Software (IDE).  

Some featurees of Arduino are as below: 

Inexpensive- Arduino boards are relatively inexpensive compared to other microcontroller 

platforms. The least expensive version of the Arduino module can be assembled by hand, 

and even the pre-assembled Arduino modules are available low cost. 

Cross-platform- The Arduino Software (IDE) runs on Windows, Macintosh OSX, and 

Linux operating systems. Most microcontroller systems are limited to Windows. 

Simple, clear programming environment- The Arduino Software (IDE) is easy-to-use for 

beginners, yet flexible enough for advanced users to take advantage of as well. For 

teachers, it's conveniently based on the Processing programming environment, so students 

learning to program in that environment will be familiar with how the Arduino IDE works. 

Open source and extensible software- The Arduino software is published as open source 

tools, available for extension by experienced programmers. The language can be expanded 

through C++ libraries, and people wanting to understand the technical details can make the 

leap from Arduino to the AVR C programming language on which it's based.  

COMPONENTS OF ARDUINO BOARD : 



 

 

The componets are as below 

Power USB 
Arduino board can be powered by using the USB cable from your computer. All you 

need to do is connect the USB cable to the USB connection (1) 

Power (Barrel Jack) 

Arduino boards can be powered directly from the AC mains power supply by connecting 

it to the Barrel Jack (2). 

Voltage Regulator 

The function of the voltage regulator is to control the voltage given to the Arduino 

board and stabilize the DC voltages used by the processor and other elements. 

Crystal Oscillator 

The crystal oscillator helps Arduino in dealing with time issues. How does Arduino 



calculate time? The answer is, by using the crystal oscillator. The number printed on top 

of the Arduino crystal is 16.000H9H. It tells us that the frequency is 16,000,000 Hertz or 

16 MHz. 

Arduino Reset 

You can reset your Arduino board, i.e., start your program from the beginning. You can 

reset the UNO board in two ways. First, by using the reset button (17) on the board. 

Second, you can connect an external reset button to the Arduino pin labelled RESET (5). 

Pins (3.3, 5, GND, Vin) 

• .3V (6) − Supply 3.3 output volt 

• 5V (7) − Supply 5 output volt 

• Most of the components used with Arduino board works fine with 3.3 volt and 5 

volt. 

• GND (8)(Ground) − There are several GND pins on the Arduino, any of which can 

be used to ground your circuit. 

• Vin (9) − This pin also can be used to power the Arduino board from an external 

power source, like AC mains power supply. 

Analog pins 

The Arduino UNO board has six analog input pins A0 through A5. These pins can read 

the signal from an analog sensor like the humidity sensor or temperature sensor and 

convert it into a digital value that can be read by the microprocessor. 

Main microcontroller 

Each Arduino board has its own microcontroller (11). You can assume it as the brain of 

your board. The main IC (integrated circuit) on the Arduino is slightly different from 



board to board. The microcontrollers are usually of the ATMEL Company. You must 

know what IC your board has before loading up a new program from the Arduino IDE. 

This information is available on the top of the IC. For more details about the IC 

construction and functions, you can refer to the data sheet. 

ICSP pin 

Mostly, ICSP (12) is an AVR, a tiny programming header for the Arduino consisting of 

MOSI, MISO, SCK, RESET, VCC, and GND. It is often referred to as an SPI (Serial 

Peripheral Interface), which could be considered as an "expansion" of the output. 

Actually, you are slaving the output device to the master of the SPI bus. 

Power LED indicator 

This LED should light up when you plug your Arduino into a power source to indicate 

that your board is powered up correctly. If this light does not turn on, then there is 

something wrong with the connection. 

TX and RX LEDs 

On your board, you will find two labels: TX (transmit) and RX (receive). They appear in 

two places on the Arduino UNO board. First, at the digital pins 0 and 1, to indicate the 

pins responsible for serial communication. Second, the TX and RX led (13). The TX led 

flashes with different speed while sending the serial data. The speed of flashing depends 

on the baud rate used by the board. RX flashes during the receiving process. 

Digital I/O 

The Arduino UNO board has 14 digital I/O pins (15) (of which 6 provide PWM (Pulse 

Width Modulation) output. These pins can be configured to work as input digital pins to 

read logic values (0 or 1) or as digital output pins to drive different modules like LEDs, 



relays, etc. The pins labeled “~” can be used to generate PWM. 

AREF 

AREF stands for Analog Reference. It is sometimes, used to set an external reference 

voltage (between 0 and 5 Volts) as the upper limit for the analog input pins. 

 

ARDUINO IDE : 
 

 
The Arduino Integrated Development Environment - or Arduino Software (IDE) - contains 

a text editor for writing code, a message area, a text console, a toolbar with buttons for 

common functions and a series of menus. It connects to the Arduino hardware to upload 

programs and communicate with them.  

Writing Sketches 



Programs written using Arduino Software (IDE) are called sketches. These sketches are 

written in the text editor and are saved with the file extension .ino. The editor has features 

for cutting/pasting and for searching/replacing text. The message area gives feedback 

while saving and exporting and also displays errors. The console displays text output by the 

Arduino Software (IDE), including complete error messages and other information. The 

bottom righthand corner of the window displays the configured board and serial port. The 

toolbar buttons allow you to verify and upload programs, create, open, and save sketches, 

and open the serial monitor. 

 

Verify button checks your code for errors compiling it. 

Upload button compiles your code and uploads it to the configured board.  

New button creates a new sketch. 

Open button presents a menu of all the sketches in your sketchbook. Clicking one will open 

it within the current window overwriting its content. 

Save button Saves your sketch. 

Serial Monitor button opens the serial monitor. 

File menu: 

• New: Creates a new instance of the editor, with the bare minimum structure of a sketch already 

in place. 

• Open: Allows to load a sketch file browsing through the computer drives and folders. 

• Open Recent: Provides a short list of the most recent sketches, ready to be opened. 

• Sketchbook: Shows the current sketches within the sketchbook folder structure; clicking on 

any name opens the corresponding sketch in a new editor instance. 

• Examples: Any example provided by the Arduino Software (IDE) or library shows up in this 

menu item. All the examples are structured in a tree that allows easy access by topic or library. 

• Close: Closes the instance of the Arduino Software from which it is clicked. 

• Save: Saves the sketch with the current name. If the file hasn't been named before, a name will 

be provided in a "Save as.." window. 

• Save as..: Allows to save the current sketch with a different name. 

• Page Setup: It shows the Page Setup window for printing. 

• Print: Sends the current sketch to the printer according to the settings defined in Page Setup. 

• Preferences: Opens the Preferences window where some settings of the IDE may be 

customized, as the language of the IDE interface. 

• Quit: Closes all IDE windows. The same sketches open when Quit was chosen will be 

automatically reopened the next time you start the IDE. 

Edit menu: 

• Undo/Redo: Goes back of one or more steps you did while editing; when you go back, you may 



go forward with Redo. 

• Cut: Removes the selected text from the editor and places it into the clipboard. 

• Copy: Duplicates the selected text in the editor and places it into the clipboard. 

• Copy for Forum: Copies the code of your sketch to the clipboard in a form suitable for posting 

to the forum, complete with syntax coloring. 

• Copy as HTML: Copies the code of your sketch to the clipboard as HTML, suitable for 

embedding in web pages. 

• Paste: Puts the contents of the clipboard at the cursor position, in the editor. 

• Select All: Selects and highlights the whole content of the editor. 

• Comment/Uncomment: Puts or removes the // comment marker at the beginning of each 

selected line. 

• Increase/Decrease Indent: Adds or subtracts a space at the beginning of each selected line, 

moving the text one space on the right or eliminating a space at the beginning. 

• Find: Opens the Find and Replace window where you can specify text to search inside the 

current sketch according to several options. 

• Find Next: Highlights the next occurrence. 

• Find Previous: Highlights the previous occurrence . 
 

Sketch menu: 
 

• Verify/Compile: Checks the sketch for errors compiling it; it will report memory usage for 

code and variables in the console area. 

• Upload: Compiles and loads the binary file onto the configured board through the configured 

Port. 

• Upload Using Programmer: This will overwrite the bootloader on the board;  

• Export Compiled Binary: Saves a .hex file that may be kept as archive or sent to the board 

using other tools. 

• Show Sketch Folder: Opens the current sketch folder. 

• Include Library: Adds a library to your sketch by inserting #include statements at the start of 

your code. 

• Add File...: Adds a supplemental file to the sketch (it will be copied from its current location). 

The file is saved to the data subfolder of the sketch, which is intended for assets such as 

documentation. The contents of the data folder are not compiled, so they do not become part of the 

sketch program. 

•  

• Tools menu: 
 

• Auto Format: This formats your code nicely. 



• Archive Sketch: Archives a copy of the current sketch in .zip format.  

• Fix Encoding & Reload: Fixes possible discrepancies between the editor char map encoding 

and other operating systems char maps. 

• Serial Monitor: Opens the serial monitor window and initiates the exchange of data with any 

connected board on the currently selected Port.  

• Board: Select the board .  

• Port: This menu contains all the serial devices (real or virtual) on your machine. It should 

automatically refresh every time you open the top-level tools menu. 

• Programmer: For selecting a hardware programmer when programming a board or chip and 

not using the onboard USB-serial connection.  

• Burn Bootloader: The items in this menu allow you to burn a bootloader onto the 

microcontroller on an Arduino board.  

Serial Monitor:  

This displays serial sent from the Arduino board over USB or serial connector. To send 

data to the board, enter text and click on the "send" button or press enter. Choose the baud 

rate from the drop-down menu that matches the rate passed to Serial.begin in your sketch.  
 

CASE STUDIES :  

Interfacing Light Emitting Diode(LED)- Blinking LED : 

Now connect a resistor to positive 



leg and other end of resistor to 5V.Cathode will be connected to Arduino GPIO, in our case 

pin 13. 

Interfacing Light Dependent Resistor (LDR) and LED : 

 



 

Displaying automatic night lamp: 

 

// Automatic NightLamp // 
// By MOHD SOHAIL // 
 
const int relayPin = 13;   
const int ldrPin = A0;   
 
 
void setup() { 

 
  Serial.begin(9600); 
  pinMode(relayPin, OUTPUT);  
  pinMode(ldrPin, INPUT);    
} 
 
void loop() { 

 
  int ldrStatus = analogRead(ldrPin);   
   

 
   if (ldrStatus <=400) { 
 



    digitalWrite(relayPin, LOW);                
    Serial.println("LDR is DARK, LED is ON"); 
     

   } 
  else { 
 
    digitalWrite(relayPin, HIGH);          
    Serial.println("---------------"); 
  } 
} 

 

  

 

Interfacing Temperature Sensor(LM35) and/or humidity sensor: 

#include<dht.h> 

dht DHT; 
//  if  you require to change the pin number, Edit the pin with your arduino pin. 
#define DHT11_PIN 3  
void setup() { 
Serial.begin(9600);  
Serial.println("welcome to TechPonder Humidity and temperature Detector");    } 
void loop() {   // READ DATA  
int chk = DHT.read11(DHT11_PIN);  
Serial.println(" Humidity " );  
Serial.println(DHT.humidity, 1);  
Serial.println(" Temparature ");  
Serial.println(DHT.temperature, 1); 



delay(2000);  
} 

 

 

 

_______________________________XXX__________________________________________

__ 

 

 

 

 

chapter 7 

Programming with Raspberry Pi  

 

INTRODUCTION: 

The Raspberry Pi is a low cost, credit-card sized computer that plugs into a computer 

monitor or TV, and uses a standard keyboard and mouse. It is a capable little device that 

enables people of all ages to explore computing, and to learn how to program in languages 

like Scratch and Python. It’s capable of doing everything you’d expect a desktop computer 

to do, from browsing the internet and playing high-definition video, to making 

spreadsheets, word-processing, and playing games.  

ARCHITECTURE AND PIN CONFIGURATION : 

 



GPIO Pinout 

One of the powerful features of the Raspberry Pi is the row of GPIO (general-purpose input 

output) pins and the GPIO Pinout is an interactive reference to these GPIO pins.Tabove diagram 

shows a 40-pin GPIO header of Raspberry Pi boards . 

Voltages 

From the above diagram, we can see that there are two 5V pins and two 3V3 pins on the board. 

It also has several ground pins (0V). All these pins are unconfigurable. 

Outputs 

A GPIO pin can be designated as an output pin. The pin set as output pin can be set to 3V3(high) 

or 0V(low). 

Inputs 

A GPIO pin can be designated as an input pin. The pin set as input pin can be read as 3V3(high) 

or 0V(low). You can use internal pull-up or pull-down resistors. 

You can see in the above diagram, GPIO2 and GPIO3 pins have fixed pull-up resistors but for the 

other pins, you can configure it in software. 

Alternative Functions 
GPIO pins can be used with a variety of alternative functions. Among them, some are available 

on all pins and others on specific pins. 

PWM: Pulse-width modulation 

Software PWM are available on all the pins whereas Hardware PWM are available on GPIO12, 

GPIO13, GPIO18, and GPIO19. 

SPI: Serial Peripheral Interface 



The SPI are available on the following − 

 

 



 



 
CASE STUDY: 

Turning on an LED with your Raspberry Pi's GPIO Pins : 

  



 
 

 

Create a new text file “LED.py” as below: 

 

nano LED.py 

Then type the following code: 

 

import RPi.GPIO as GPIO 

import time 

GPIO.setmode(GPIO.BCM) 

GPIO.setwarnings(False) 

GPIO.setup(18,GPIO.OUT) 

print "LED on" 

GPIO.output(18,GPIO.HIGH) 

time.sleep(1) 

print "LED off" 



GPIO.output(18,GPIO.LOW) 

 

To run this code type: 

 

sudo python LED.py 

output: 

The LED turn on for a second and then turn off. 

Interfacing Light Dependent Resistor (LDR) : 

 
 

 Then type the following code: 

 

from gpiozero import LightSensor 

ldr = LightSensor(4) 

while True: 

 print(ldr.value) 

 

________________________________________XXX____________________________ 

 

 



chapter 8 

Smart Home 

 

smart home: 

Smart home technology and home automation (also called domotics) uses 

internet-connected devices that can be automatically monitored and controlled from 

anywhere with an internet connection. Home focused smart technology provides residents 

comfort, convenience, security and energy efficiency by allowing them to control the 

connected smart devices in their home from anywhere via an app on their smartphone, 

tablet or other networked device. It is a residence that uses an automation system to 

(remotely) monitor and manage internet-connected home features like access control, 

security systems, lighting, climate, entertainment systems, and appliances. 

Examples of Smart Home Technologies: 

 smart hub is the central hub that connects all smart devices within a home. It’s usually 

accessible through a centralized app that controls all connected devices. provided these 

smart home devices and appliances are compatible with each other, and they don’t 

necessarily have to depend on a smart home hub to operate. While hubs offer advantages - 

the most important of which is having a single user interface to control everything - they’re 

not always essential. 

Through IoT devices the user can do the following : 

Access – Using smart locks and garage-door openers, users can assign and revoke timed 

virtual keys to anyone they like, from in-laws to dog sitter and visitors. Smart locks can 

also detect when residents are near and unlock the doors for them. 

Climate Control – Smart thermostats allow the user to control their home heating and air 

conditioning systems by voice or with an app. Smart climate control system can also learn 

residents’ behavior patterns and automatically modify settings to adjust ambient 

temperatures for various rooms. Smart thermostats can also report energy usage and 

remind users to change filters, among other things. 

Lighting – Smart lighting systems are available for indoors and outdoor use. Smart lighting 

adds automation, remote control, and other convenience features. Upgrading your lights to 

smart lights is one of the easiest and most practical smart-home changes you can make in 



your residence. In addition to being able to be controlled remotely and customized, smart 

lighting systems detect when occupants are in the room and adjust lighting as needed.  

 

Implementation of  Smart Home: 

For implementation the user must have a Wi-Fi router that can reach all the areas of your 

home where the user wants to install smart devices. Basically, there are two ways you can 

go about setting up a smart home: with or without a smart home hub. 

Hubs for smart homes are a platform for connected devices to seamlessly communicate and 

work together and be controlled from a single app. These hubs (Amazon Echo, Apple's 

HomeKit, Google's Nest Hub, Insteon Central Controller Hub, Samsung SmartThings Hub 

and Wink Connected Home Hub) feature antennas for smart home protocols like Z-Wave, 

Thread and Zigbee or, in Apple’s case their proprietary HomeKit framework.The hub 

unites all devices that come from different brands with varying connectivity options. For 

example, if you have Philips Hue lights, Ring security cameras, August smart locks and 

Sonos speakers all under the same roof, a smart home hub will help them communicate 

with each other and be controlled from just a single app. 

 Some smart home systems can be created from scratch, for example, using a Raspberry Pi 

or other prototyping board.  

Home Area Network: 

Home Area Network (HAN) is a network in a user’s home where all the laptops, 

computers, smartphones, and other smart appliances and digital devices are connected into 

a network. This facilitates communication among the digital devices within a home which 

are connected to the Home network. Home Area Network may be wired or wireless. 

Mostly wireless network is used for HAN. One centralized device is there for the function 

of Network Address Translation (NAT). This Home Area Network enables communication 

and sharing of resources between the smart devices over a network connection.  



 
 

Infrastructure of HAN : 

A modem is used which is provided by an ISP to expose Ethernet to WAN. In homes they comes 

in DSL modem or cable modem. 

A router is used to manage connection between Home Area Network (HAN) and Wide Area 

Network (WAN). 

A wireless access point is used for connecting wireless digital devices to the network. 

Smart Devices/ Digital Devices are used to connect to the Home Area Network. 

 

Devices connected in HAN – 

 

Laptop and Computers 

Smart Phones 

Network Printers 

Network Attached Storage (NAS) devices 

Security Alarms 

Smart TV & Bulbs 

Smart speakers 

Garage door and gate openers 

Media Players or Streaming Devices etc 



 

Advantages of Home Area Network (HAN) : 

 

Accessibility – Home area Network gives better accessibility for the devices in the network for 

accessing internet connection. 

Resources sharing – Resources on the network can be shared over the network. For example, if 

you want to share a video file from your computer to smart television that’s very using HAN. 

Security – Home Area Network provides better security as it is enabled with security software, 

passwords etc which protects it from unauthorized access. 

Management – All the devices/appliances connected to the home network are easy to manage 

and can be controlled the user’s little effort. 

Maintenance – Once a home network is set up, it does not require frequent maintenance with a 

little care and monitoring it works well. 

Multiuser – Home Area Network allows to work multiple users in that home without any 

problem. All members can work simultaneously as per their requirements. 

Comfort Life – This network connects all the devices to a single network, and with the addition 

of IoT technology, everything becomes automatic where it provides a better comfort lifestyle to 

the human being. 

 

Disadvantages of Home Area Network (HAN) : 

 

Expensive – Set up of HAN is a little bit expensive because it requires smart devices and 

appliances to work in the network. For example, it requires Laptops, Smart Television, Smart 

Washing machines, smartphones, etc. 

Slow Connectivity – When all the users of the home use shared Home Area Network, they may 

face slow internet speed. For example, when anyone is downloading a high volume file by taking 

a high amount of internet during that others may feel slow down in internet speed. 

High Security – It requires high security otherwise if an attacker targets any device and enters 

the Home network then they may steal important data from the laptop also as all the devices 

are connected to each other and work on a shared network. 

 

___________________________XXX_________________________________________ 



 

chapter 8 

Smart Cities 

 

A smart city is a technologically modern urban area that uses different types of electronic methods 

and sensors to collect specific data. Information gained from that data is used to manage assets, 

resources and services efficiently; in return, that data is used to improve operations across the city. 

This includes data collected from citizens, devices, buildings and assets that is processed and 

analyzed to monitor and manage traffic and transportation systems, power plants, utilities, water 

supply networks, waste, crime detection, information systems, schools, libraries, hospitals, and 

other community services.  

 

Characteristics: 

The smart city uses information technologies to: 

• Make more efficient use of physical infrastructure through artificial intelligence and data 

analytics in order to support a strong and healthy economic, social, cultural development. 

 

• Engage effectively with local governance officials by use of open innovation processes and 

e-participation, improving the collective intelligence of the city's institutions through 

e-governance with emphasis placed on citizen participation and co-design. 

• Learn, adapt and innovate and thereby respond more effectively and promptly to changing 

circumstances by improving the intelligence of the city. 

They evolve towards a strong integration of all dimensions of human intelligence, collective 

intelligence, and also artificial intelligence within the city. These forms of intelligence in smart 

cities have been demonstrated in three ways: 

 

Orchestration intelligence: Where cities establish institutions and community-based problem 

solving and collaborations, such as in Bletchley Park. 

Empowerment intelligence: Cities provide open platforms, experimental facilities and smart city 

infrastructure in order to cluster innovation in certain districts. These are seen in the Kista Science 



City in Stockholm and the Cyberport Zone in Hong Kong.  

Instrumentation intelligence: Where city infrastructure is made smart through real-time data 

collection, with analysis and predictive modelling across city districts. There is much controversy 

surrounding this, particularly with regards to surveillance issues in smart cities. Examples of 

Instrumentation intelligence are those implemented in Amsterdam. 

 

Smart City Frameworks: 

The creation, integration, and adoption of smart city capabilities require a unique set of 

frameworks to realize the focus areas of opportunity and innovation central to smart city projects. 

The frameworks can be divided into 5 main dimensions. 

Technology framework 

A smart city relies heavily on the deployment of technology. Different combinations of 

technological infrastructure interact to form the array of smart city technologies with varying 

levels of interaction between human and technological systems. 

 

Digital: A service oriented infrastructure is required to connect individuals and devices in a smart 

city. These include innovation services and communication infrastructure.  

Intelligent: Cognitive technologies, such as artificial intelligence and machine learning, can be 

trained on the data generated by connected city devices to identify patterns.  

Ubiquitous: A ubiquitous city provides access to public services through any connected device.  

Wired: The physical components of IT systems are crucial to early-stage smart city development. 

Wired infrastructure is required to support the IoT and wireless technologies central to more 

interconnected living. 

Hybrid: A hybrid city is the combination of a physical conurbation and a virtual city related to the 

physical space. Hybrid spaces can serve to actualize future-state projects for smart city services 

and integration. 

Human framework 

Smart city initiatives have measurable positive impacts on the quality of life of its citizens and 

visitors. The human framework of a smart city – its economy, knowledge networks, and human 

support systems – is an important indicator of its success. 

Creativity: Arts and culture initiatives are common focus areas in smart city planning. Innovation 



is associated with intellectual curiosity and creativeness, and various projects have demonstrated 

that knowledge workers participate in a diverse mix of cultural and artistic activities. 

Learning: Since mobility is a key area of Smart city development, building a capable workforce 

through education initiatives is necessary. A city's learning capacity includes its education system, 

including available workforce training and support, and its cultural development and exchange. 

Humanity: Numerous Smart city programs focus on soft infrastructure development, like 

increasing access to voluntary organizations and designated safe zones. This focus on social and 

relational capital means diversity, inclusion, and ubiquitous access to public services is worked in 

to city planning. 

Knowledge: The development of a knowledge economy is central to Smart city projects. Smart 

cities seeking to be hubs of economic activity in emerging tech and service sectors stress the value 

of innovation in city development. 

Institutional framework 

The smart communities movement took shape as a strategy to broaden the base of users involved 

in IT. Members of these Communities are people that share their interest and work in a partnership 

with government and other institutional organizations to push the use of IT to improve the quality 

of daily life as a consequence of different worsening in daily actions. Smart community makes a 

conscious and agreed-upon decision to deploy technology as a catalyst to solving its social and 

business needs. It is very important to understand that this use of IT and the consequent 

improvement could be more demanding without the institutional help; indeed institutional 

involvement is essential to the success of smart community initiatives.  

 

Energy framework 

Smart cities use data and technology to create efficiencies, improve sustainability, create 

economic development, and enhance quality of life factors for people living and working in the 

city. It also means that the city has a smarter energy infrastructure. A smart city is powered by 

"smart connections" for various items such as street lighting, smart buildings, distributed energy 

resources (DER), data analytics, and smart transportation.  

 

Data Management framework 

Smart cities employ a combination of data collection, processing, and disseminating technologies 



in conjunction with networking and computing technologies and data security and privacy 

measures encouraging the application of innovation to promote the overall quality of life for its 

citizens and covering dimensions that include: utilities, health, transportation, entertainment and 

government services. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


