VUSEM/CSE/IT/2016 (S)
New

* CRYPTOGRAPHY AND NETWORK SECURITY
‘Sub Code-CST-603
Full Marks : 70

Time : 3 hours

Answer any ﬁve questxons

The figures in the rzght-hand margm zndtcate marks

1. (a)DeﬁneDlgltal Slgnature SR =9
(b)ExplamPKIAModel T TR

(¢) Define Firewall. Explam dlfferent types of
Firewalls. . s 27

2. (a)Distinguish between Plain text and Clpher text. 2 _
(b) Explam What are the key prmmples of secunty 5

(¢) Describe symmetrlc and asymmetrl_c key

~ cryptography. |
3. (a) Whet do you mean’by P Security ? PRty » g

- (b) Describe SSL and explain how it works. 5
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(2)

(¢) What is a Digital Certxﬁcate ? Explain the
procedure for creation of DC. 7

4. (@) Define Virus. Name two Vii'usi A 2

(b) What do you mean by DES ? Explain how does
DES works G 5

(c) Descnbe dxfferent types of attack to a comp
. system. ';.': 4 pteas : 7

5. (a}DeﬁnePassword '_ R 2

(&) What are dszerent key dspects of algonthm ol 0
" Explam dxfferent algonthm modes. LR RN

(c) Deﬁne Biometric Authentzcatxon Explam its
Workmg prmmple o 7

6. (a) Dlstmgmsh between encryptlon and decryp
11011 RSchh ‘ Lo | 2

(b) Explain the differences between substltutlon &
- and transposition techniques. 5

(c) What are different types of header fles |
n31de TCP server ? Explain it. 3
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(3)

(8 Write short notes on any foir :
(a) Smdrt Card
(VPN
| (O Digital Signature
@
(¢) SHTTP ,

() Authentication Token.

[
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