SOLUTIONS FOR   PROBABLE QUESTIONS ((SET-2))
COMPUTER NETWORK & DATACOMMUNICATION


No.1
i)  information to travel around the world. i)  Encoding is the process of converting the data or a given sequence of characters, symbols, alphabets etc., into a specified format, for the secured transmission of data. Decoding is the reverse process of encoding which is to extract the information from the converted format.
ii)  Data communication is a process of transferring data electronically from one place to another. Data can be transferred by using different medium.
i)Message   ii)Sender   iii)Receiver   iv)Medium/ communication channel   v)Encoder and decoder

Message
The message is the data or information to be communicated. It may consist of text, number, pictures, sound, video or any a combination of these.
Sender
Sender is a device that sends message. The message can consist of text, numbers, pictures etc. it is also called source or transmitter. Normally, computer is used as sender in information communication systems.
Receiver
Receiver is a device that receives message. It is also called sink. The receiver can be computer, printer or another computer related device. The receiver must be capable of accepting the message.
Medium
Medium is the physical path that connects sender and receiver. It is used to transmit data. The medium can be a copper wire, a fiber optic cable, microwaves etc. it is also called communication channel.
Encoder and decoder
The encoder is a device that converts digital signals in a form that can pass through a transmission medium. The decoder is a device that converts the encoded signals into digital form. The receiver can understand the digital form of message. Sender and receiver cannot communicate successfully without encoder and decoder.

iii) Broadband communications is usually considered to be any technology with transmission rates above the fastest speed available over a telephone line. Broadband transmission systems typically provide channels for data transmissions in different directions and by many different users.
iv)                           
                                             [image: Network tree topology or star bus topology]
A tree topology is a combination of a star network topology and a bus topology. In tree topology, nodes of the underlying bus network topology are replaced with a complete star topology.


v) A computer network consists of two or more computers that are linked in order to share resources such as printers and CD-ROMs, exchange files, or allow electronic communications. The computers on a computer network may be linked through cables, telephone lines, radio waves, satellites, or infrared light beams.
a. The computers, staff and information can be well managed
b. A network provides the means to exchange data among the computers and to make programs and data available to people
c. It permits the sharing of the resources of the machine
d. Networking also provides the function of back-up.

vi) The internet is the wider network that allows computer networks around the world run by companies, governments, universities and other organisations to talk to one another. The result is a mass of cables, computers, data centres, routers, servers, repeaters, satellites and wifi towers that allows digital
vii) Data rate – Number of data elements transmitted per second. Signal rate – Number of signal elements transmitted per second.
viii) slotted-ring network: A ring network that allows unidirectional data transmission between data stations by transferring data in predefined slots in the transmission stream over one transmission medium such that the data return to the originating station.
ix) Internet Engineering Task Force (IETF) 
 Internet Society (ISOC)
World Wide Web Consortium (W3C)
x)  Pulse Code Modulation (PCM):
   It is that the technique used for reworking analog signal into digital signal. PCM has      good or sensible signal to noise ration. For transmission, Pulse Code Modulation wants high transmitter bandwidth. PCM technique is split into three elements, initial is that the transmission at the provision end, second regeneration at the transmission path and conjointly the receiving end.
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A)  In FDM, the total bandwidth is divided to a set of frequency bands that do not overlap. Each of these bands is a carrier of a different signal that is generated and modulated by one of the sending devices. The frequency bands are separated from one another by strips of unused frequencies called the guard bands, to prevent overlapping of signals.
The modulated signals are combined together using a multiplexer (MUX) in the sending end. The combined signal is transmitted over the communication channel, thus allowing multiple independent data streams to be transmitted simultaneously. At the receiving end, the individual signals are extracted from the combined signal by the process of demultiplexing (DEMUX).
Example
The following diagram conceptually represents multiplexing using FDM. It has 4 frequency bands, each of which can carry signal from 1 sender to 1 receiver. Each of the 4 senders is allocated a frequency band. The four frequency bands are multiplexed and sent via the communication channel. At the receiving end, a demultiplexer regenerates the original four signals as outputs.

[image: Frequency Division Multiplexing]
B)  Error-Detecting codes
Whenever a message is transmitted, it may get scrambled by noise or data may get corrupted. To avoid this, we use error-detecting codes which are additional data added to a given digital message to help us detect if an error occurred during transmission of the message. A simple example of error-detecting code is parity check.
Error-Correcting codes
Along with error-detecting code, we can also pass some data to figure out the original message from the corrupt message that we received. This type of code is called an error-correcting code. Error-correcting codes also deploy the same strategy as error-detecting codes but additionally, such codes also detect the exact location of the corrupt bit.

C) Configuration in Computer Networks
A network is two or more devices connected through a link. A link is a communication pathway that transfer data from one device to another. Devices can be a computer, printer or any other device that is capable to send and receive data. For visualization purpose, imagine any link as a line drawn between two points.
For communication to occur, two devices must be connected in some way to the same link at the same time. There are two possible types of connections:
Point-to-Point Connection :
1. A point-to-point connection provides a dedicated link between two devices.
2. The entire capacity of the link is reserved for transmission between those two devices.
Multipoint Connection :
1. It is also called Multidrop configuration. In this connection two or more devices share a single link.
2. More than two devices share the link that is the capacity of the channel is shared now. With shared capacity, there can be two possibilities in a Multipoint Line configuration:
D)  SAN, online storage peripherals are configured as nodes on a high-speed network and can be attached and de-attached from servers in a very flexible manner. Many companies have come up as SAN providers and provide their own proprietary topologies. They basically allow storage systems to be placed at the longer distance from the servers and provide different performance and connectivity options.
Existing storage management applications can be ported into SAN configuration using Fibre Channel networks that encapsulate the legacy SCSI protocol. As a outcome of which the SAN-attached devices appear as SCSI devices. Current architectural alternatives for SAN include the following:
1. Point to point connection between the storage system and servers via Fibre Channel.
2. Use of Fibre Channel switches to connect Multiple RAID systems, tape libraries and so on to servers.
3. Use of Fibre Channel hubs and switches to connect servers and storage system in the different configuration.
Main advantages claimed are following:
1. Flexible for many to many connectivity among servers and storage device with the help of fibre channel hubs and switches.
2. Up to 10 Km separation between a server and a storage system using appropriate fibre optic cables.
3. Better isolation capabilities allowing the nondisruptive addition of new servers and peripherals.


E) To understand this concept first we have to know little about traffic shaping. Traffic Shaping is a mechanism to control the amount and the rate of the traffic sent to the network. Approach of congestion management is called Traffic shaping. Traffic shaping helps to regulate rate of data transmission and reduces congestion.
1. Leaky Bucket
2. Token Bucket
Suppose we have a bucket in which we are pouring water in a random order but we have to get water in a fixed rate, for this we will make a hole at the bottom of the bucket. It will ensure that water coming out is in a some fixed rate, and also if bucket will full we will stop pouring in it.
The input rate can vary, but the output rate remains constant. Similarly, in networking, a technique called leaky bucket can smooth out bursty traffic. Bursty chunks are stored in the bucket and sent out at an average rate.


F) Switching is process to forward packets coming in from one port to a port leading towards the destination. When data comes on a port it is called ingress, and when data leaves a port or goes out it is called egress. A communication system may include number of switches and nodes. At broad level, switching can be divided into two major categories:
· Connectionless: The data is forwarded on behalf of forwarding tables. No previous handshaking is required and acknowledgements are optional.
· Connection Oriented:  Before switching data to be forwarded to destination, there is a need to pre-establish circuit along the path between both endpoints. Data is then forwarded on that circuit. After the transfer is completed, circuits can be kept for future use or can be turned down immediately.


Circuit Switching
· Circuit switching is a switching technique that establishes a dedicated path between sender and receiver.
· In the Circuit Switching Technique, once the connection is established then the dedicated path will remain to exist until the connection is terminated.
· Circuit switching in a network operates in a similar way as the telephone works.
· A complete end-to-end path must exist before the communication takes place.
· In case of circuit switching technique, when any user wants to send the data, voice, video, a request signal is sent to the receiver then the receiver sends back the acknowledgment to ensure the availability of the dedicated path. After receiving the acknowledgment, dedicated path transfers the data.
· Circuit switching is used in public telephone network. It is used for voice transmission.
 [image: C:\Users\OMM\Desktop\switching-techniques-circuit-switching-3-phases.png] 

Packet Switching
· The packet switching is a switching technique in which the message is sent in one go, but it is divided into smaller pieces, and they are sent individually.
· The message splits into smaller pieces known as packets and packets are given a unique number to identify their order at the receiving end.
· Every packet contains some information in its headers such as source address, destination address and sequence number.
· Packets will travel across the network, taking the shortest path as possible.
· All the packets are reassembled at the receiving end in correct order.
· If any packet is missing or corrupted, then the message will be sent to resend the message.
[image: C:\Users\OMM\Desktop\switching-techniques-packet-switching11111.png]


G)  Transmission mode means transferring of data between two devices. It is also known as communication mode. Buses and networks are designed to allow communication to occur between individual devices that are interconnected. There are three types of transmission mode:-
  Simplex Mode
  Half-Duplex Mode
  Full-Duplex Mode
Simplex Mode
In Simplex mode, the communication is unidirectional, as on a one-way street. Only one of the two devices on a link can transmit, the other can only receive. The simplex mode can use the entire capacity of the channel to send data in one direction.
Example: Keyboard and traditional monitors. The keyboard can only introduce input, the monitor can only give the output.
[image: https://media.geeksforgeeks.org/wp-content/uploads/SiMpleduplex.png]
Half-Duplex Mode
In half-duplex mode, each station can both transmit and receive, but not at the same time. When one device is sending, the other can only receive, and vice versa. The half-duplex mode is used in cases where there is no need for communication in both direction at the same time. The entire capacity of the channel can be utilized for each direction.
[image: https://media.geeksforgeeks.org/wp-content/uploads/halfduplex.png]
Full-Duplex Mode
In full-duplex mode, both stations can transmit and receive simultaneously. In full_duplex mode, signals going in one direction share the capacity of the link with signals going in other direction, this sharing can occur in two ways:
[image: https://media.geeksforgeeks.org/wp-content/uploads/fullduplex.png]
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Digital Modulation provides more information capacity, high data security, quicker system availability with great quality communication. Hence, digital modulation techniques have a greater demand, for their capacity to convey larger amounts of data than analog modulation techniques.
There are many types of digital modulation techniques and also their combinations, depending upon the need. Of them all, we will discuss the prominent ones.
Amplitude Shift Keying  is a type of Amplitude Modulation which represents the binary data in the form of variations in the amplitude of a signal.
Any modulated signal has a high frequency carrier. The binary signal when ASK modulated, gives a zero value for Low input while it gives the carrier output for High input.
The following figure represents ASK modulated waveform along with its input.
[image: ASK Modulated Waveform]
Frequency Shift Keying is the digital modulation technique in which the frequency of the carrier signal varies according to the digital signal changes. FSK is a scheme of frequency modulation.
The output of a FSK modulated wave is high in frequency for a binary High input and is low in frequency for a binary Low input. The binary 1s and 0s are called Mark and Space frequencies.
The following image is the diagrammatic representation of FSK modulated waveform along with its input.
[image: FSK Modulated Output Wave]


Phase Shift Keying is the digital modulation technique in which the phase of the carrier signal is changed by varying the sine and cosine inputs at a particular time. PSK technique is widely used for wireless LANs, bio-metric, contactless operations, along with RFID and Bluetooth communications.
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Flow control is the management of data flow between computers or devices or between nodes in a network so that the data can be handled at an efficient pace. Too much data arriving before a device can handle it causes data overflow, meaning the data is either lost or must be retransmitted.
A sliding window protocol is a feature of packet-based data transmission protocols. Sliding window protocols are used where reliable in-order delivery of packets is required, such as in the data link layer (OSI layer 2) as well as in the Transmission Control Protocol (TCP). They are also used to improve efficiency when the channel may include high latency.
Packet-based systems are based on the idea of sending a batch of data, the packet, along with additional data that allows the receiver to ensure it was received correctly, perhaps a checksum. When the receiver verifies the data, it sends an acknowledgment signal, or "ACK", back to the sender to indicate it can send the next packet. In a simple automatic repeat request protocol (ARQ), the sender stops after every packet and waits for the receiver to ACK. This ensures packets arrive in the correct order, as only one may be sent at a time.
The time that it takes for the ACK signal to be received may represent a significant amount of time compared to the time needed to send the packet. In this case, the overall throughput may be much lower than theoretically possible. To address this, sliding window protocols allow a selected number of packets, the window, to be sent without having to wait for an ACK. Each packet receives a sequence number, and the ACKs send back that number. The protocol keeps track of which packets have been ACKed, and when they are received, sends more packets. In this way, the window slides along the stream of packets making up the transfer.

Sliding Window Protocol-
 
· Sliding window protocol is a flow control protocol.
· It allows the sender to send multiple frames before needing the acknowledgements.
· Sender slides its window on receiving the acknowledgements for the sent frames.
· This allows the sender to send more frames.
· It is called so because it involves sliding of sender’s window.

Maximum number of frames that sender can send without acknowledgement= Sender window size

· Go – Back – N ARQ
Go – Back – N ARQ provides for sending multiple frames before receiving the acknowledgment for the first frame. It uses the concept of sliding window, and so is also called sliding window protocol. The frames are sequentially numbered and a finite number of frames are sent. If the acknowledgment of a frame is not received within the time period, all frames starting from that frame are retransmitted.
· Selective Repeat ARQ
This protocol also provides for sending multiple frames before receiving the acknowledgment for the first frame. However, here only the erroneous or lost frames are retransmitted, while the good frames are received and buffered.





	OSI(Open System Interconnection)
	TCP/IP(Transmission Control Protocol / Internet Protocol)

	1. OSI is a generic, protocol independent standard, acting as a communication gateway between the network and end user.
	1. TCP/IP model is based on standard protocols around which the Internet has developed. It is a communication protocol, which allows connection of hosts over a network.

	2. In OSI model the transport layer guarantees the delivery of packets.
	2. In TCP/IP model the transport layer does not guarantees delivery of packets. Still the TCP/IP model is more reliable.

	3. Follows vertical approach.
	3. Follows horizontal approach.

	4. OSI model has a separate Presentation layer and Session layer.
	4. TCP/IP does not have a separate Presentation layer or Session layer.

	5. Transport Layer is Connection Oriented.
	5. Transport Layer is both Connection Oriented and Connection less.

	6. Network Layer is both Connection Oriented and Connection less.
	6. Network Layer is Connection less.

	7. OSI is a reference model around which the networks are built. Generally it is used as a guidance tool.
	7. TCP/IP model is, in a way implementation of the OSI model.

	8. Network layer of OSI model provides both connection oriented and connectionless service.
	8. The Network layer in TCP/IP model provides connectionless service.

	9. OSI model has a problem of fitting the protocols into the model.
	9. TCP/IP model does not fit any protocol

	10. Protocols are hidden in OSI model and are easily replaced as the technology changes.
	10. In TCP/IP replacing protocol is not easy.

	11. OSI model defines services, interfaces and protocols very clearly and makes clear distinction between them. It is protocol independent.
	11. In TCP/IP, services, interfaces and protocols are not clearly separated. It is also protocol dependent.

	12. It has 7 layers
	12. It has 4 layers
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 For any networking to be effective, raw stream of data is to be transported from one device to other over some medium. Various transmission media can be used for transfer of data. These transmission media may be of two types −
· Guided − In guided media, transmitted data travels through cabling system that has a fixed path. For example, copper wires, fibre optic wires, etc.
· Unguided − In unguided media, transmitted data travels through free space in form of electromagnetic signal. For example, radio waves, lasers, etc.
Each transmission media has its own advantages and disadvantages in terms of bandwidth, speed, delay, cost per bit, ease of installation and maintenance, etc. Let’s discuss some of the most commonly used media in detail.
Twisted Pair Cable
Copper wires are the most common wires used for transmitting signals because of good performance at low costs. They are most commonly used in telephone lines. However, if two or more wires are lying together, they can interfere with each other’s signals. To reduce this electromagnetic interference, pair of copper wires are twisted together in helical shape like a DNA molecule. Such twisted copper wires are called twisted pair. To reduce interference between nearby twisted pairs, the twist rates are different for each pair.
Shielding twisted pair cable
To counter the tendency of twisted pair cables to pick up noise signals, wires are shielded in the following three ways −
· Each twisted pair is shielded.
· Set of multiple twisted pairs in the cable is shielded.
· Each twisted pair and then all the pairs are shielded.
Such twisted pairs are called shielded twisted pair (STP) cables. The wires that are not shielded but simply bundled together in a protective sheath are called unshielded twisted pair (UTP) cables. These cables can have maximum length of 100 metres.
Shielding makes the cable bulky, so UTP are more popular than STP. UTP cables are used as the last mile network connection in homes and offices.
Coaxial Cable
Coaxial cables are copper cables with better shielding than twisted pair cables, so that transmitted signals may travel longer distances at higher speeds. A coaxial cable consists of these layers, starting from the innermost −
· Stiff copper wire as core
· Insulating material surrounding the core
· Closely woven braided mesh of conducting material surrounding the insulator
Optical Fibre
Thin glass or plastic threads used to transmit data using light waves are called optical fibre. Light Emitting Diodes (LEDs) or Laser Diodes (LDs) emit light waves at the source, which is read by a detector at the other end. Optical fibre cable has a bundle of such threads or fibres bundled together in a protective covering. Each fibre is made up of these three layers, starting with the innermost layer −
· Core made of high quality silica glass or plastic
· Cladding made of high quality silica glass or plastic, with a lower refractive index than the core
· Protective outer covering called buffer
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i)   LAN stands for Local Area Network is a group of network devices which allow the communication between connected devices. The private ownership has the control over the local area network rather than public. LAN has short propagation delay than MAN as well as WAN. It covers the smallest area such as: College, School Hospital and so on.

MAN stands for Metropolitan Area Network. It covers the largest area than LAN such as:Small towns, City etc. MAN connects 2 or a lot of computers that area unit apart however resides within the same or completely different cities. MAN is expensive and should or might not be owned by one organization.

WAN stands for Wide Area Network. It covers the large area than LAN as well as MAN such as: Country/Continent etc. WAN is expensive and should or might not be owned by one organization. PSTN or Satellite medium are used for wide area network.


ii)  A virtual circuit (VC) is a means of transporting data over a packet-switched network in such a way that it appears as though there is a dedicated physical link between the source and destination end systems of this data. The term virtual circuit is synonymous with virtual connection. A virtual channel is a type of virtual circuit.
Before a connection or virtual circuit may be used, it must be established between two or more nodes or software applications by means of call setup. After that, a bit stream or byte stream may be delivered between the nodes; hence, a virtual circuit protocol allows higher-level protocols to avoid dealing with the division of data into Protocol data units.
Virtual circuit communication resembles circuit switching, since both are connection oriented, meaning that in both cases data is delivered in correct order, and signalling overhead is required during a connection establishment phase. However, circuit switching provides a constant bit rate and latency, while these may vary in a virtual circuit service due to factors such as:
· varying packet queue lengths in the network nodes,
· varying bit rate generated by the application,
· varying load from other users sharing the same network resources by means of statistical multiplexing, etc.
Many virtual circuit protocols, but not all, provide reliable communication service through the use of data retransmissions because of error detection and automatic repeat request (ARQ). An alternate network configuration to virtual circuit is datagram. 
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