SOLUTIONS FOR   PROBABLE QUESTIONS ((SET-1))
COMPUTER NETWORK & DATACOMMUNICATION

No.1
i)  A protocol is a standard set of rules that allow electronic devices to communicate with each other. These rules include what type of data may be transmitted, what commands are used to send and receive data, and how data transfers are confirmed.
ii) The Ethernet technology mainly works with the fiber optic cables that connect devices within a distance of 10 km. The Ethernet supports 10 Mbps. A computer network interface card (NIC) is installed in each computer, and is assigned to a unique address. An Ethernet cable runs from each NIC to the central switch or hub.
iii) Half-duplex mode:
In half duplex mode, Sender can send the data and also can receive the data but one at a time. It is two-way directional communication but one at a time.
[image: https://media.geeksforgeeks.org/wp-content/uploads/20190518182850/Untitled-Diagram-172.png]
Full duplex mode:
In full duplex mode, Sender can send the data and also can receive the data simultaneously. It is two-way directional communication simultaneously.
[image: https://media.geeksforgeeks.org/wp-content/uploads/20190518182915/Untitled-Diagram-182.png]





	
iv)
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                  FIBER OPTICS CABLES
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                  COAXIAL CABLES
v) Synchronous Transmission:
In Synchronous Transmission, data is sent in form of blocks or frames. This transmission is the full duplex type. Between sender and receiver the synchronization is compulsory. In Synchronous transmission, There is no gap present between data. It is more efficient and more reliable than asynchronous transmission to transfer the large amount of data.
Asynchronous Transmission:
In Asynchronous Transmission, data is sent in form of byte or character. This transmission is the half duplex type transmission. In this transmission start bits and stop bits are added with data. It does not require synchronization.
vi) Network criteria  A network must be able to meet certain number of criteria. The most important are Performance,Reliability and Security.
Performance: Can be measured by transit time and response time. Transit time is the amount of time required for a message to travel from one device to another.
Reliability: Is measured by the frequency of failures, the time it takes a link to recover from failure and the network robustness in a catastrophe.
Security: This refers to the ability to protect data from unauthorized access.
vii) Switch – A switch is a multiport bridge with a buffer and a design that can boost its efficiency   (a large number of ports imply less traffic) and performance. A switch is a data link layer device. The switch can perform error checking before forwarding data, that makes it very efficient as it does not forward packets that have errors and forward good packets selectively to correct port only.  In other words, switch divides collision domain of hosts, but broadcast domain remains same.
Bridge – A bridge operates at data link layer. A bridge is a repeater, with add on the functionality of filtering content by reading the MAC addresses of source and destination. It is also used for interconnecting two LANs working on the same protocol. It has a single input and single output port, thus making it a 2 port device.
viii) Topology defines the structure of the network of how all the components are interconnected to each other. There are two types of topology: physical and logical topology.Physical topology is the geometric representation of all the nodes in a network.
 ix) Unguided Media:
It is also referred to as Wireless or Unbounded transmission media.No physical medium is required for the transmission of electromagnetic signals.
 (i) Radiowaves 
(ii) Microwaves 
(iii) Infrared 

Guided Media:
It is also referred to as Wired or Bounded transmission media. Signals being transmitted are directed and confined in a narrow pathway by using physical links.

(i) Twisted Pair Cable 
(ii)  Coaxial Cable 
(iii)  Optical Fibre Cable 

x) Noisy Channel : Shannon Capacity –
In reality, we cannot have a noiseless channel; the channel is always noisy. Shannon capacity is
used, to determine the theoretical highest data rate for a noisy channel:
Capacity = bandwidth * log2(1 + SNR)
Noiseless Channel : Nyquist Bit Rate –
For a noiseless channel, the Nyquist bit rate formula defines the theoretical maximum bit rate.
BitRate = 2 * Bandwidth * log2(L)


No.2

A)  Internetworking is the process or technique of connecting different networks by using intermediary devices such as routers or gateway devices.
There are chiefly 3 unit of Internetworking:
1. Extranet
2. Intranet
3. Internet
Intranets and extranets might or might not have connections to the net. If there is a connection to the net, the computer network or extranet area unit is usually shielded from being accessed from the net if it is not authorized. The net isn’t thought-about to be a section of the computer network or extranet, though it should function a portal for access to parts of associate degree extranet.
1. Extranet – It’s a network of the internetwork that’s restricted in scope to one organization or entity however that additionally has restricted connections to the networks of one or a lot of different sometimes, however not essential. It’s very lowest level of Internetworking, usually enforced in an exceedingly personal area. Associate degree extranet may additionally be classified as a Man, WAN, or different form of network however it cannot encompass one local area network i.e. it should have a minimum of one reference to associate degree external network.
2. Intranet – This associate degree computer network could be a set of interconnected networks, which exploits the Internet Protocol and uses IP-based tools akin to web browsers and FTP tools, that’s underneath the management of one body entity. That body entity closes the computer network to the remainder of the planet and permits solely specific users. Most typically, this network is the internal network of a corporation or different enterprise. An outsized computer network can usually have its own internet server to supply users with browseable data.
3. Internet – A selected Internetworking, consisting of a worldwide interconnection of governmental, academic, public, and personal networks based mostly upon the Advanced analysis comes Agency Network (ARPANET) developed by ARPA of the U.S. Department of Defense additionally home to the World Wide Web (WWW) and cited as the ‘Internet’ to differentiate from all different generic Internetworks. Participants within the web, or their service suppliers, use IP Addresses obtained from address registries that management assignments.

B) CSMA/CD (Carrier Sense Multiple Access/ Collision Detection) is a media-access control method that was widely used in Early Ethernet technology/LANs, When there used to be shared. CSMA/CD is one such technique where different stations that follow this protocol agree on some terms and collision detection measures for effective transmission. This protocol decides which station will transmit when so that data reaches the destination without corruption.
How CSMA/CD works?
· Step 1: Check if the sender is ready for transmitting data packets.
· Step 2: Check if the transmission link is idle?
Sender has to keep on checking if the transmission link/medium is idle. For this it continously senses transmissions from other nodes. Sender sends dummy data on the link.If it does not receive any collision signal, this means the link is idle at the moment.

· Step 3: Transmit the data & check for collisions.
Sender transmits its data on the link. CSMA/CD does not use ‘acknowledgement’ system. It checks for the successful and unsuccessful transmissions through collision signals. During transmission, if collision signal is received by the node, transmission is stopped. The station then transmits a jam signal onto the link and waits for random time interval before it resends the frame. After some random time, it again attempts to transfer the data and repeats above process.
· Step 4: If no collision was detected in propagation, the sender completes its frame transmission and resets the counters.

C)  The four layers of the TCP/IP model
TCP/IP is a datalink protocol that is used on the internet. Its model is split into four distinct layers. Used together, they can also be referred to as a suite of protocols.
Datalink layer
The datalink layer (also called the link layer, network interface layer, or physical layer) is what handles the physical parts of sending and receiving data using the Ethernet cable, wireless network, network interface card, device driver in the computer, and so on.
Internet layer
The internet layer (also called the network layer) controls the movement of packets around the network.
Transport layer
The transport layer is what provides a reliable data connection between two devices. It divides the data in packets, acknowledges the packets that it has received from the other device, and makes sure that the other device acknowledges the packets it receives.
Application layer
The application layer is the group of applications that require network communication. This is what the user typically interacts with, such as email and messaging. Because the lower layers handle the details of communication, the applications don’t need to concern themselves with this.

D)  Data Encoding -   Encoding is the process of using various patterns of voltage or current levels to represent 1s and 0s of the digital signals on the transmission link.
The common types of line encoding are Unipolar, Polar, Bipolar, and Manchester.
Encoding Techniques
The data encoding technique is divided into the following types, depending upon the type of data conversion.
· Analog data to Analog signals − The modulation techniques such as Amplitude Modulation, Frequency Modulation and Phase Modulation of analog signals, fall under this category.

· Analog data to Digital signals − This process can be termed as digitization, which is done by Pulse Code Modulation PCMPCM. Hence, it is nothing but digital modulation. As we have already discussed, sampling and quantization are the important factors in this. Delta Modulation gives a better output than PCM.
· Digital data to Analog signals − The modulation techniques such as Amplitude Shift Keying ASKASK, Frequency Shift Keying FSKFSK, Phase Shift Keying PSKPSK, etc., fall under this category. These will be discussed in subsequent chapters.
· Digital data to Digital signal-Here all digital datas are consider for encoding.


E)  The arrangement of a network which comprises of nodes and connecting lines via sender and receiver is referred as network topology. The various network topologies are :
 Mesh Topology :
In mesh topology, every device is connected to another device via particular channel.
[image: Mesh topology in computer networks]
Advantages of this topology :
· It is robust.
· Fault is diagnosed easily. Data is reliable because data is transferred among the devices through dedicated channels or links.
· Provides security and privacy.
Problems with this topology :
· Installation and configuration is difficult.
· Cost of cables are high as bulk wiring is required, hence suitable for less number of devices.
· Cost of maintenance is high.
Star Topology :
​ In star topology, all the devices are connected to a single hub through a cable. This hub is the central node and all others nodes are connected to the central node. The hub can be passive ​in nature i.e. not intelligent hub such as broadcasting devices, at the same time the hub can be intelligent known as active ​hubs. Active hubs have repeaters in them.
[image: Star topology in computer networks]
Advantages of this topology :
· If N devices are connected to each other in star topology, then the number of cables required to connect them is N. So, it is easy to set up.
· Each device require only 1 port i.e. to connect to the hub.
Problems with this topology :
· If the concentrator (hub) on which the whole topology relies fails, the whole system will crash down.
· Cost of installation is high.
· Performance is based on the single concentrator i.e. hub.
Bus Topology :
​ Bus topology is a network type in which every computer and network device is connected to single cable. It transmits the data from one end to another in single direction. No bi-directional feature is in bus topology.
[image: Bus topology in computer networks]
Advantages of this topology :
· If N devices are connected to each other in bus topology, then the number of cables required to connect them is 1 ​which is known as backbone cable and N drop lines are required.
· Cost of the cable is less as compared to other topology, but it is used to built small networks.
Problems with this topology :
· If the common cable fails, then the whole system will crash down.
· If the network traffic is heavy, it increases collisions in the network. To avoid this, various protocols are used in MAC layer known as Pure Aloha, Slotted Aloha, CSMA/CD etc.
Ring Topology :
​ In this topology, it forms a ring connecting a devices with its exactly two neighbouring devices.

[image: Ring topology in computer networks]
Advantages of this topology :
· The possibility of collision is minimum in this type of topology.
· Cheap to install and expand.
Problems with this topology :
· Troubleshooting is difficult in this topology.
· Addition of stations in between or removal of stations can disturb the whole topology.

F)  Virtual Circuits-
1. It is connection-oriented simply meaning that there is a reservation of resources like buffers, CPU, bandwidth, etc. for the time in which the newly setup VC is going to be used by a data transfer session.
2. First packet goes and reserves resources for the subsequent packets which as a result follow the same path for the whole connection time.
3. Since all the packets are going to follow the same path, a global header is required only for the first packet of the connection and other packets generally don’t require global headers.
4. Since data follows a particular dedicated path, packets reach inorder to the destination.
5. In Virtual Circuit Switching, it is sure the all the packets will definitely reach to the Destination. No packet will discard due to unavailability of resources.
Datagram Networks :
1.      It is connectionless service. There is no need for reservation of resources as there is no dedicated path for a connection session.
2. All packets are free to go to any path on any intermediate router which is decided on the go by dynamically changing routing tables on routers.
3. Since every packet is free to choose any path, all packets must be associated with a header with proper information about the source and the upper layer data.
4. The connectionless property makes data packets reach the destination in any order, means they need not reach in the order in which they were sent.
5. Datagram networks are not reliable as Virtual Circuits.

G)  Piggybacking in networking is a technique to utilize the available bandwidth more efficiently. The host does not send the acknowledgement for the received frame immediately, but waits for some time and includes the acknowledgement in the next outgoing packet/frame.
Consider a 2 way communication between two hosts A and B, in which A sends some data to B and in response B sends some data to A.
Initially, A sends some data to B, on receiving this, B has to send an acknowledgement to A.
This acknowledgement can be sent in two ways
· B sends the acknowledgement to A immediately and in the next packet it sends the data/response to A. Thus sending two packets.
· B waits for some time and sends the acknowledgement along with the response/data as one packet.
The second approach of sending both data and acknowledgement in the same packet us known as piggybacking.
Advantages
· Better utilization of network bandwidth.
Disadvantages
· If the B waits for a long time before sending the acknowledgement, A may retransmit the packet.

No.3     OSI stands for Open System Interconnection is a reference model that describes how        information from a software application in one computer moves through a physical medium to the software application in another computer.OSI consists of seven layers, and each layer performs a particular network function.
 Functions of the OSI Layers--There are the seven OSI layers. Each layer has different functions. A list of seven layers   are given below:
1. Physical Layer
2. Data-Link Layer
3. Network Layer
4. Transport Layer
5. Session Layer
6. Presentation Layer
7. Application Layer
1.Physical Layer--   
· The main functionality of the physical layer is to transmit the individual bits from one node to another node.
· It is the lowest layer of the OSI model.
· It establishes, maintains and deactivates the physical connection.
· It specifies the mechanical, electrical and procedural network interface specifications.

2.Data-Link  Layer--   
· This layer is responsible for the error-free transfer of data frames.
· It defines the format of the data on the network.
· It provides a reliable and efficient communication between two or more devices.
· It is mainly responsible for the unique identification of each device that resides on a local network.
3.Network Layer--
· It is a layer 3 that manages device addressing, tracks the location of devices on the network.
· It determines the best path to move data from source to the destination based on the network conditions, the priority of service, and other factors.
· The Data link layer is responsible for routing and forwarding the packets.
· Routers are the layer 3 devices, they are specified in this layer and used to provide the routing services within an internetwork.
4.Transport Layer—
· The Transport layer is a Layer 4 ensures that messages are transmitted in the order in which they are sent and there is no duplication of data.
· The main responsibility of the transport layer is to transfer the data completely.
· It receives the data from the upper layer and converts them into smaller units known as segments.

5.Session Layer—
· It is a layer 3 in the OSI model.
· The Session layer is used to establish, maintain and synchronizes the interaction between communicating devices.
6.Presentation Layer—
· A Presentation layer is mainly concerned with the syntax and semantics of the information exchanged between the two systems.
· It acts as a data translator for a network.
· This layer is a part of the operating system that converts the data from one presentation format to another format.
7.Application Layer—
· An application layer serves as a window for users and application processes to access network service.
· It handles issues such as network transparency, resource allocation, etc.
· An application layer is not an application, but it performs the application layer functions.
· This layer provides the network services to the end-users.




No.4   
A state occurring in network layer when the message traffic is so heavy that it slows down network response time.
Effects of Congestion
· As delay increases, performance decreases.
· If delay increases, retransmission occurs, making situation worse.
 leaky bucket algorithm:
1.  When host wants to send packet, packet is thrown into the bucket.
2.  The bucket leaks at a constant rate, meaning the network interface transmits packets at a constant rate.
3.  Bursty traffic is converted to a uniform traffic by the leaky bucket.
4. In practice the bucket is a finite queue that outputs at a finite rate.
token bucket Algorithm:-
The leaky bucket algorithm enforces output pattern at the average rate, no matter how bursty the traffic is. So in order to deal with the bursty traffic we need a flexible algorithm so that the data is not lost. One such algorithm is token bucket algorithm.
Steps of this algorithm can be described as follows:
1. In regular intervals tokens are thrown into the bucket. ƒ
2. The bucket has a maximum capacity. ƒ
3. If there is a ready packet, a token is removed from the bucket, and the packet is sent.
4. If there is no token in the bucket, the packet cannot be sent.

Ways in which token bucket is superior to leaky bucket:
The leaky bucket algorithm controls the rate at which the packets are introduced in the network, but it is very conservative in nature. Some flexibility is introduced in the token bucket algorithm. In the token bucket, algorithm tokens are generated at each tick (up to a certain limit). For an incoming packet to be transmitted, it must capture a token and the transmission takes place at the same rate. Hence some of the busty packets are transmitted at the same rate if tokens are available and thus introduces some amount of flexibility in the system.
Formula: M * s = C + ρ * s
where S – is time taken
M – Maximum output rate
ρ – Token arrival rate
C – Capacity of the token bucket in byte

No.5
Multiplexing is the process of combining multiple signals into one signal, over a shared medium. If analog signals are multiplexed, it is Analog Multiplexing and if digital signals are multiplexed, that process is Digital Multiplexing.
[image: https://www.tutorialspoint.com/assets/questions/media/17083/mux_demux.jpg]
The process of multiplexing divides a communication channel into several number of logical channels, allotting each one for a different message signal or a data stream to be transferred. The device that does multiplexing can be simply called as a MUX while the one that reverses the process which is demultiplexing, is called as DEMUX.
Types of Multiplexers
There are mainly two types of multiplexers, namely analog and digital. They are further divided into FDM, WDM, and TDM.
[image: https://www.tutorialspoint.com/assets/questions/media/17083/types_of_multiplexers.jpg]
Analog Multiplexing
The analog multiplexing techniques involve signals which are analog in nature. The analog signals are multiplexed according to their frequency (FDM) or wavelength (WDM).
Frequency Division Multiplexing (FDM)
In analog multiplexing, the most used technique is Frequency Division Multiplexing FDM. This technique uses various frequencies to combine streams of data, for sending them on a communication medium, as a single signal.
Example: A traditional television transmitter, which sends a number of channels through a single cable, uses FDM.
Wavelength Division Multiplexing (WDM)
Wavelength Division Multiplexing is an analog technique, in which many data streams of different wavelengths are transmitted in the light spectrum. If the wavelength increases, the frequency of the signal decreases.
Example: Optical fibre Communications use the WDM technique, to merge different wavelengths into a single light for the communication.
Digital Multiplexing
The term digital represents the discrete bits of information. Hence the available data is in the form of frames or packets, which are discrete.
Time Division Multiplexing (TDM)
In TDM, the time frame is divided into slots. This technique is used to transmit a signal over a single communication channel, with allotting one slot for each message. Of all the types of TDM, the main ones are Synchronous and Asynchronous TDM.
Synchronous TDM
In Synchronous TDM, the input is connected to a frame. If there are ‘n’ number of connections, then the frame is divided into ‘n’ time slots. One slot is allocated for each input line. In this technique, the sampling rate is common to all signals and hence same clock input is given. The mux allocates the same slot to each device at all times.
Asynchronous TDM
In Asynchronous TDM, the sampling rate is different for each of the signals and the clock signal is also not in common. If the allotted device, for a time-slot, transmits nothing and sits idle, then that slot is allotted to another device, unlike synchronous.
No.6
Transmission Impairment
In the data communication system, analog and digital signals go through the transmission medium. Transmission media are not ideal. There are some imperfections in transmission mediums. So, the signals sent through the transmission medium are also not perfect. This imperfection cause signal impairment.
It means that signals that are transmitted at the beginning of the medium are not the same as the signals that are received at the end of the medium that is what is sent is not what is received. These impairments tend to deteriorate the quality of analog and digital signals.
Consequences
1. For a digital signal, there may occur bit errors.
2. For analog signals, these impairments degrade the quality of the signals.
Causes of impairment
There are three main causes of impairment are,
1. Attenuation
2. Distortion
3. Noise
1) Attenuation
Here attenuation Means loss of energy that is the weaker signal. Whenever a signal transmitted through a medium it loses its energy, so that it can overcome by the resistance of the medium.
· That is why a wire carrying electrical signals gets warm, if not hot, after a while. Some of the electrical energy is converted to heat in the signal.
· Amplifiers are used to amplify the signals to compensate for this loss.
· A signal has lost or gained its strength, for this purpose engineers use the concept of decibel(dB).
· Decibel is used to measure the relative strengths of two signals or a signal at two different points.

[image: transmission impairment]

2) Distortion---If a signal changes its form or shape, it is referred to as distortion. Signals made up of different frequencies are composite signals. Distortion occurs in these composite signals.
· Each component of frequency has its propagation speed traveling through a medium and therefore, different components have different delay in arriving at the final destination.
· It means that signals have different phases at the receiver than they did at the source.
· This figure shows the effect of distortion on a composite signal:
[image: transmission impairment 2]


3) Noise--     Noise is another problem. There are some random or unwanted signals mix up with the original signal is called noise. Noises can corrupt the signals in many ways along with the distortion introduced by the transmission media.
[image: transmission impairment 2]
No.7  
X.25 is a protocol suite defined by ITU-T for packet switched communications over WAN (Wide Area Network). It was originally designed for use in the 1970s and became very popular in 1980s. Presently, it is used for networks for ATMs and credit card verification. It allows multiple logical channels to use the same physical line. It also permits data exchange between terminals with different communication speeds.
X.25 has three protocol layers
·  Physical Layer: It lays out the physical, electrical and functional characteristics that interface between the computer terminal and the link to the packet switched node. X.21 physical implementer is commonly used for the linking.
· Data Link Layer: It comprises the link access procedures for exchanging data over the link. Here, control information for transmission over the link is attached to the packets from the packet layer to form the LAPB frame (Link Access Procedure Balanced). This service ensures a bit-oriented, error-free, and ordered delivery of frames.
· Packet Layer: This layer defines the format of data packets and the procedures for control and transmission of the data packets. It provides external virtual circuit service. Virtual circuits may be of two types: virtual call and permanent virtual circuit. 
MAC--The medium access control (MAC) is a sublayer of the data link layer of the open system interconnections (OSI) reference model for data transmission. It is responsible for flow control and multiplexing for transmission medium. It controls the transmission of data packets via remotely shared channels. It sends data over the network interface card.
MAC Layer in the OSI Model
The Open System Interconnections (OSI) model is a layered networking framework that conceptualizes how communications should be done between heterogeneous systems. The data link layer is the second lowest layer. It is divided into two sublayers −
· The logical link control (LLC) sublayer
· The medium access control (MAC) sublayer

Functions of MAC Layer
· It provides an abstraction of the physical layer to the LLC and upper layers of the OSI network.
· It is responsible for encapsulating frames so that they are suitable for transmission via the physical medium.
· It resolves the addressing of source station as well as the destination station, or groups of destination stations.
· It performs multiple access resolutions when more than one data frame is to be transmitted. It determines the channel access methods for transmission.
· It also performs collision resolution and initiating retransmission in case of collisions.
· It generates the frame check sequences and thus contributes to protection against transmission errors.
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