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INTERNET FUNDAMENTALS 

• The Motivation For Internetworking: The technology, called 

internetworking, accommodates multiple, diverse underly- ing 

hardware technologies by providing a way to interconnect 

heterogeneous networks and a set of communication 

conventions that makes them interoperate. The internet 

technology hides the details of network hardware, and permits 

computers to communi- cate independent of their physical 

network connections. It is called open because anyone can build 

the software needed to communicate across an internet. The 

entire technology has been designed to foster communication 

among machines with diverse hardware architectures, to use 

almost any packet switched network hardware, to accommodate 

a wide variety of applications, and to accommodate multiple 

computer operating systems.  

• The lnternet Architecture Board(IAB): The ARPA 

technology includes a set of network standards that specify the 

details of how computers communicate, as well as a set of 

conventions for interconnecting networks and routing 

traffic,referred to as TCP/IP , can be used to communicate 

across any set of interconnected networks.The IAB provides the 

focus and coordina- tion for much of the research and 

development underlying the TCP/IP protocols, and guides the 

evolution of the Internet. It decides which protocols are a 

required part of the TCP/IP suite and sets official policies. 

• lnternet Protocols And Standardization: 

•     Use existing protocol standards whenever such standards 

apply; invent new protocols only when existing standards are 

insufficient, and be prepared to use new standards when they 

become available and provide equivalent functionalities. 
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• Properties Of The Internet:  Internet must enable us to send 

data across intermediate networks even though they are not 

directly connected to the source or destination computers. All 

the computers in the internet must share a universal set of 

machine identifiers. Our notion of a unified internet also 

includes the idea of network independence in the user interface. 

That is, the set of operations used to establish communication or 

to transfer data must remain independent of the underlying 

network technologies and the destination computer. Certainly, a 

user should not have to understand the network interconnection 

topology when creating or using application programs to 

communicate.  

• Internet Architecture:  To have a viable internet, we need 

special computers that can transfer packets from one network to 

another. Computers that interconnect two networks and pass 

packets from one to the other are called internet gateways or 

internet routers. 

• Interconnection Through IP Router: In a TCP/IP internet, 

special computers called IP routers or IP gate- ways provide 

interconnections among physical networks.  

• Routers use the destination network, not the destination 

computer, when forwarding a packet.  

Internet service provider (ISP): 

An Internet service provider (ISP) is an organization that 

provides services for accessing or using  the Internet. The ISP is 

equipped with all tools and technologies to  provide   access to  

the Internet services. The connection to ISP can be made over a 

telephone line, leased line or wireless/radio link connections. 

They offer various services: 

 Internet Access 
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 Domain name registration 

 Dial-up access 

 Leased line access 

ISP Types 

ISPs can broadly be classified into five categories as shown in 

the following diagram: 

 

Access providers 

They provide access to internet through telephone lines, cable 

wi-fi or fiber optics. 

Mailbox Provider 

Such providers offer mailbox hosting services. 

Hosting ISPs 

Hosting ISPs offers e-mail, and other web hosting services such 

as virtual machines, clouds etc. 

Virtual ISPs 

Such ISPs offer internet access via other ISP services. 

Free ISPs 

Free ISPs do not charge for internet services. 
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Factors for choosing the right ISP : 

     1.Type of connection: 

      There are two primary types of internet service. Standard (also 

known as High Speed or broadband service) and High 

Availability service. The first group includes options like cable 

and DSL and typically offer higher speeds, but lower quality and 

reliability of service. This option is significantly cheaper in most 

cases. The High Availability class of services provides a Service 

Level Agreement for uptime that usually exceeds 99.99% or 

approximately 2 hours of downtime per year. These connections 

include Fiber Optic connections .According to our requirement of 

dependency on an internet connection, we can choose the 

Service.  

 

      2.Speed: 

      It is  very important to ensure that we have enough speed for 

everyday use, including peak times (such as large meetings or 

training evolutions). when choosing an ISP, it’s necessary to 

ensure they can provide the speeds we need. Based on our 

location, and the type of Internet access we are looking for (i.e. 

Fiber vs Fixed Wireless vs DSL etc.) bandwidth availability may 

fluctuate from carrier to carrier.  

      3.Availability: 

While it would be ideal to have access to High Availability Fiber 

Optic, not every business has this option. Even the availability of 

https://geolinks.com/best-rural-internet-options/
https://geolinks.com/best-rural-internet-options/


6 

 

cable and DSL internet can be limited in new construction areas 

where lines of service have yet to be established. In these cases, it 

may take up to 6 months for construction and installation of 

service.  

4.Redundancy: 

In cases when the need to be continually connected is extreme and 

you cannot afford even one or two minutes of downtime, you 

want to secure some level of redundancy. Redundancy is a fail 

over internet connection that switches in the event your main line 

has gone down. This is more common with standard internet 

service, but can be important to have even with High Availability 

services with SLAs if a business cannot afford a moment of 

downtime. 

5.Cost: 

High Availability service comes with a high price tag and 

depending on the types of connections and service area – the price 

can be significant. As an example, a client that was quoted one 

High Availability fiber connection for $1000 per month for 20MB 

of service. Conversely, two diverse broadband connections (one 

cable at 100MB and one Broadband Fiber at 50MB) came in at 

only $400 per month – more speed, better availability for less 

cost. The service costs from your ISP will vary widely depending 

upon a number of factors. 
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      6. Customer Support: 

While in an ideal world , businesses would never have to engage 

with their ISP past service installation, Whether a client has 

billing questions, service issues, needs technical support, has 

upgrade inquiries or product add-ons, at some point or another, 

chances are a business will have to engage with an ISP’s 

customer support team. Therefore, research what type of support 

the company offers. 

A larger carrier, for example, might make you sit through an 

automated phone menu, place you on a lengthy hold, and 

eventually transfer you to a contracted employee outside of the 

U.S. Alternatively, a medium sized ISP, such as GeoLinks, offers 

24/7 in-house customer support; customers are even able to ask 

for customer support reps by name. 

Another element to consider is overall responsiveness. If your 

business does experience a technical issue, how long does it take 

a provider to respond and address the issue? Time is money, so 

whether it be hours wasted on hold, or weeks waiting on a repair, 

how an ISP handles customer relations directly affects its 

business customer’s bottom line. 

7. Agility and Flexibility 

As a business grows and changes, its overall telecom needs will 

change as well. For example, if a law firm hires 10 more 

associates, they will likely need to upgrade their overall 

https://geolinks.com/support/
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bandwidth. Furthermore, if juggling multiple carriers and 

multiple bills becomes too large of a strain on a company’s 

accounting apartment, a business may wish to streamline all their 

telecom needs with a single carrier. 

Some ISPs offer additional services such as VoIP and SD-WAN, 

while others do not. Therefore, when selecting an ISP, make sure 

to explore their entire product suite and offerings. Choosing 

an aggregator, (an ISP that is capable of reselling multiple ISP 

products and services) such as GeoLinks, ensures that no matter 

the growth or changes in a business, a single provider will be able 

to upgrade and adapt to evolving business needs. 

      8. Personal disk space: 

        

       ISP s also provide desk space to your PC for the purpose of 

keeping your mails. The total size of your mail should not exceed 

the space reserved. 

 

9. Application Services Offered: 

Also enquire about the various application services like email, 

FTP,news groups and online chat services offered by the ISPs . 

 

TYPES OF CONNECTIVITY 

There exist several ways to connect to the internet. Following are 

these connection types available: 

1. Dial-up Connection 

https://geolinks.com/should-you-bundle-business-internet-services/
https://geolinks.com/products-and-services/digital-voice/
https://geolinks.com/products-and-services/sd-wan/
https://geolinks.com/products-and-services/flexible-fiberoptic/
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2. ISDN 

3. DSL 

4. Cable TV Internet connections 

5. Satellite Internet connections 

6. Wireless Internet Connections 

Dial-up Connection 

Dial-up connection uses telephone line to connect PC to the 

internet. It requires a modem to setup dial-up connection. This 

modem works as an interface between PC and the telephone line. 

There is also a communication program that instructs the modem 

to make a call to specific number provided by an ISP. 

Dial-up connection uses either of the following protocols: 

1. Serial Line Internet Protocol (SLIP) 

2. Point to Point Protocol (PPP) 

The following diagram shows the accessing internet using 

modem: 

 

ISDN 

ISDN is acronym of Integrated Services Digital Network. It 

establishes the connection using the phone lines which carry 

digital signals instead of analog signals. 
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There are two techniques to deliver ISDN services: 

1. Basic Rate Interface (BRI) 

2. Primary Rate Interface (PRI) 

Key points: 

 The BRI ISDN consists of three distinct channels on a single 

ISDN line: t1o 64kbps B (Bearer) channel and one 16kbps D 

(Delta or Data) channels. 

 The PRI ISDN consists of 23 B channels and one D channels 

with both have operating capacity of 64kbps individually making 

a total transmission rate of 1.54Mbps. 

The following diagram shows accessing internet using ISDN 

connection: 

 

DSL 

DSL is acronym of Digital Subscriber Line. It is a form of 

broadband connection as it provides connection over ordinary 

telephone lines. 

Following are the several versions of DSL technique available 

today: 

1. Asymmetric DSL (ADSL) 

2. Symmetric DSL (SDSL) 

3. High bit-rate DSL (HDSL) 
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4. Rate adaptive DSL (RDSL) 

5. Very high bit-rate DSL (VDSL) 

6. ISDN DSL (IDSL) 

All of the above mentioned technologies differ in their upload 

and download speed, bit transfer rate and level of service. 

The following diagram shows that how we can connect to 

internet using DSL technology: 

 

Cable TV Internet Connection 

Cable TV Internet connection is provided through Cable TV 

lines. It uses coaxial cable which is capable of transferring data at 

much higher speed than common telephone line. 

Key Points: 

 A cable modem is used to access this service, provided by the 

cable operator. 

 The Cable modem comprises of two connections: one for 

internet service and other for Cable TV signals. 

 Since Cable TV internet connections share a set amount of 

bandwidth with a group of customers, therefore, data transfer rate 
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also depends on number of customers using the internet at the 

same time. 

The following diagram shows that how internet is accessed using 

Cable TV connection: 

 

Satellite Internet Connection 

Satellite Internet connection offers high speed connection to the 

internet. There are two types of satellite internet connection: one 

way connection or two way connection. 

In one way connection, we can only download data but if we 

want to upload, we need a dialup access through ISP over 

telephone line. 

In two way connection, we can download and upload the data by 

the satellite. It does not require any dialup connection. 

The following diagram shows how internet is accessed using 

satellite internet connection: 
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VSAT: 

VSATs (Very Small Aperture Terminals) is a two way, lost cost, 

ground micro station for transmitting data to and from 

communication satellites. A VSAT has a dish antenna with 

diameters between 75 cm to 1 m, which is very small in 

comparison with 10 m diameter of a standard GEO antenna. It 

accesses satellites in geosynchronous orbits or geostationary 

orbits. Data rates in VSATs ranges from 4 Kbps to 16 Mbps. 

VSAT (Very Small Aperture Terminal) is a satellite 

communications system that serves home and business users. 

A VSAT end user needs a box that interfaces between the user's 

computer and an outside antenna with a transceiver. The 

tranceiver receives or sends a signal to a satellite transponder in 

the sky. 

VSATs access satellites in geosynchronous orbit or geostationary 

orbit to relay data from small remote Earth stations (terminals) to 

other terminals (in mesh topology) or master Earth station "hubs" 

(in star topology). 

VSATs are used to transmit narrowband data (e.g., point-of-

sale transactions using credit cards, polling or RFID data, 

or SCADA), or broadband data (for the provision of satellite 

https://en.wikipedia.org/wiki/Geosynchronous_orbit
https://en.wikipedia.org/wiki/Geostationary_orbit
https://en.wikipedia.org/wiki/Geostationary_orbit
https://en.wikipedia.org/wiki/Mesh_networking
https://en.wikipedia.org/wiki/Network_topology
https://en.wikipedia.org/wiki/Star_network
https://en.wikipedia.org/wiki/Narrowband
https://en.wikipedia.org/wiki/Point_of_sale
https://en.wikipedia.org/wiki/Point_of_sale
https://en.wikipedia.org/wiki/Radio_Frequency_Identification
https://en.wikipedia.org/wiki/SCADA
https://en.wikipedia.org/wiki/Broadband
https://en.wikipedia.org/wiki/Satellite_Internet_access
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Internet access to remote locations, VoIP or video). VSATs are 

also used for transportable, on-the-move (utilising phased 

array antennas) or mobile maritime communications. 

 

 

Configurations of VSATs 

 Star Topology − This has a central uplink site which transmits 

data from and to each VSAT through the satellite.  

 Mesh Topology − Each VSAT transmits data via the satellite to 

the other stations.  

 Some VSAT networks are configured by having several 

centralized uplink sites (and VSAT stemming from it) connected 

in a multi-star topology with each star (and each terminal in 

each star) connected to each other in a mesh topology. Others 

configured in only a single-star topology sometimes will have 

each terminal connected to each other as well, resulting in each 

terminal acting as a central hub. These configurations are 

utilized to minimize the overall cost of the network, and to 

alleviate the amount of data that has to be relayed through a 

central uplink site (or sites) of a star or multi-star network. 

https://en.wikipedia.org/wiki/Satellite_Internet_access
https://en.wikipedia.org/wiki/VoIP
https://en.wikipedia.org/wiki/Phased_array
https://en.wikipedia.org/wiki/Phased_array
https://en.wikipedia.org/wiki/Ocean
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     Uses of VSATs 

1. In narrowband data − e.g. point – of – sale transactions 

using debit cards or credit cards, RFID data. 

2. In broadband data − for the provision of satellite Internet 

access to remote locations, VoIP or video). VSATs are 

also used for transportable, on-the-move (utilising phased 

array antennas) or mobile maritime communications. 

Wireless Internet Connection 

Wireless Internet Connection makes use of radio frequency 

bands to connect to the internet and offers a very high speed. 

The wireless internet connection can be obtained by either 

WiFi or Bluetooth. 

Key Points: 

 Wi Fi wireless technology is based on IEEE 802.11 standards 

which allow the electronic device to connect to the internet. 

 Bluetooth wireless technology makes use of short-wavelength 

radio waves and helps to create personal area network (PAN). 

 

  

 

 

 

 

 

 

 

https://en.wikipedia.org/wiki/Satellite_Internet_access
https://en.wikipedia.org/wiki/Satellite_Internet_access
https://en.wikipedia.org/wiki/VoIP
https://en.wikipedia.org/wiki/Phased_array
https://en.wikipedia.org/wiki/Phased_array
https://en.wikipedia.org/wiki/Ocean
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TCP/IP 

Network engineering is a complicated task, which involves 

software, firmware, chip  level engineering, hardware, and 

electric pulses. To ease network engineering, the  whole 

networking concept is divided into multiple layers. Each layer is 

involved in  some particular task and is independent of all other 

layers. But as a whole, almost  all networking tasks depend on 

all of these layers. Layers share data between them  and they 

depend on each other only to take input and send output. 

Layered Tasks  

• The total task is divided in to small tasks. Each small task is 

then assigned to a particular layer which works  dedicatedly to 

process the task only. Every layer does only specific work. 

• In layered communication system, one layer of a host deals with 

the task done by or  to be done by its peer layer at the same level 

on the remote host. The task is either  initiated by layer at the 

lowest level or at the top most level. If the task is initiated  by 

the topmost layer, it is passed on to the layer below it for further 

processing. The  lower layer does the same thing, it processes 

the task and passes on to  layer below it.   

• Every layer clubs together all procedures, protocols, and 

methods which it requires  to execute its piece of task. All layers 

identify their counterparts by means of  encapsulation header 

and tail. Each layer gets service from the layer below it and 

provides services to the layer above it through interfaces. 

• Internet Model: Internet uses TCP/IP protocol suite, also 

known as Internet suite. This defines  Internet Model which 

contains four layered architecture. OSI Model is general  

communication model but Internet Model is what the internet 
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uses for all its  communication. The internet is independent of 

its underlying network architecture so  is its Model. This model 

has the following layers: 

                       

• Application Layer: This layer defines the protocol which 

enables user to  interact with the network. The application layer 

enables the user, whether human or software, to access the 

network. It provides user interfaces and support for services 

such as electronic mail, remote file access and transfer, shared 

database management, and other types of distributed 

information services. It is responsible for providing various 

services to the users like : Mail services, File transfer and 

access, Remote log in and accessing the World Wide Web. 

• Transport Layer: This layer defines how data should flow 

between hosts.  Major protocol at this layer is Transmission 

Control Protocol (TCP) and User Datagram Protocol(UDP). The 

transport layer is responsible for process-to-process delivery of 

the entire message. A process is an application program running 

on a host. The various responsibilities of transport layer are port 

addressing, segmentation and reassembly, connection control, 

flow control and error control . 

• Internet Layer: Internet Protocol (IP) works on this layer. This 

layer  facilitates host addressing and recognition. This layer 

defines routing and is responsible for end-  to-end delivery. The 

network layer is responsible for the source-to-destination 
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delivery of a packet, possibly across multiple networks (links). 

Whereas the data link layer oversees the delivery of the packet 

between two systems on the same network (links), the network 

layer ensures that each packet gets from its point of origin to its 

final destination. The various responsibilities of Internet layer 

are Logical Addressing and Routing. 

• Link Layer: This layer provides mechanism of sending and 

receiving actual  data. Unlike its OSI Model counterpart, this 

layer is independent of underlying  network architecture and 

hardware. At the physical and data link layers, TCP/IP does not 

define any specific protocol. It supports all the standard and 

proprietary protocols.The physical layer coordinates the 

functions required to carry a bit stream over a physical medium. 

It deals with the mechanical and electrical specifications of the 

interface and transmission medium. It also defines the 

procedures and functions that physical devices and interfaces 

have to perform for transmission to Occur. The physical layer is 

responsible for movements of individual bits from one hop 

(node) to the next. The data link layer transforms the physical 

layer, a raw transmission facility, to a reliable link. It makes the 

physical layer appear error-free to the upper layer (network 

layer). The datalink layer is responsible for moving frames from 

one hop (node) to the next. The various responsibilities of 

Datalink layer are : Framing, Physical addressing, Flow control, 

Error control and access control. The various responsibilities of 

physical layer are : Defines physical characteristics of interfaces 

and media, Representation of bits, Data rate and 

Synchronization of bits. 
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TCP/IP versus OSI: 

 

RELATIONSHIP OF LAYERS AND ADDRESSES 

IN TCP/IP 
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Physical Addresses 

The physical address, also known as the link address, is the address 

ofa node as defined by its LAN or WAN. It is included in the frame 

used by the data link layer. It is the lowest-level address. 

Logical Addresses 

Logical addresses are necessary for universal communications that are 

independent of underlying physical networks. A logical address in the 

Internet is currently a 32-bit address that can uniquely define a host 

connected to the Internet. No two publicly addressed and visible hosts 

on the Internet can have the same IP address. 

Port Addresses 

computers are devices that can run multiple processes at the same 

time. The end objective of Internet communication is a process 

communicating with another process which is made possible using 

port addresses. Process-to-process delivery needs two identifiers, IP 

address and the port number, at each end to make a connection. The 

combination of an IP address and a port number is called a socket 

address. The client socket address defines the client process uniquely 

just as the server socket address defines the server process uniquely. 

 

Specific Addresses 

Some applications have user-friendly addresses that are designed for 

that specific address. Examples include the e-mail address  and the 

Universal Resource Locator (URL). 
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TRANSPORT LAYER 

• The transport layer is responsible for process-to-  process 

delivery—the delivery of a packet, part of a  message, from one 

process to another. Two processes  communicate in a 

client/server relationship. 

 

A process on the local host, called a client, needs services from a 

process usually on the remote host, called a server. Both processes 

(client and server) have the same name. For example, to get the day 

and time from a remote machine, we need a Daytime client process 

running on the local host and a Daytime server process running on a 

remote machine. 
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Multiplexing and Demultiplexing 

The addressing mechanism allows multiplexing and demultiplexing 

by the transport layer. 

             

 

Multiplexing 

At the sender site, there may be several processes that need to send 

packets. However, there is only one transport layer protocol at any 

time. This is a many-to-one relationship and requires multiplexing. 

The protocol accepts messages from different processes, 

differentiated by their assigned port numbers. After adding the header, 

the transport layer passes the packet to the network layer. 

Demultiplexing 

At the receiver site, the relationship is one-to-many and requires de 

multiplexing. The transport layer receives datagrams from the 

network layer. After error checking and dropping of the header, the 

transport layer delivers each message to the appropriate process based 

on the port number. 

Connectionless Versus Connection-Oriented Service 

A transport layer protocol can either be connectionless or connection-

oriented. 

Connectionless Service 
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In a connectionless service, the packets are sent from one party to 

another with no need for connection establishment or connection 

release. The packets are not numbered; they may be delayed or lost or 

may arrive out of sequence. There is no acknowledgment either. 

Example: one of the transport layer protocols in the Internet model, 

UDP, is connectionless. 

Connection~Oriented Service 

In a connection-oriented service, a connection is first established 

between the sender and the receiver. Data are transferred. At the end, 

the connection is released. Example: TCP is connection-oriented 

protocol. 

Reliable Versus Unreliable 

The transport layer service can be reliable or unreliable. If the 

application layer program needs reliability, we use a reliable transport 

layer protocol by implementing flow and error control at the transport 

layer. This means a slower and more complex service. On the other 

hand, if the application program does not need reliability because it 

uses its own flow and error control mechanism or it needs fast service 

or the nature of the service does not demand flow and error control 

(real-time applications), then an unreliable protocol can be used. In 

the Internet, UDP is connectionless and unreliable; TCP is  

connection oriented and reliable. 
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TRANSMISSION CONTROL PROTOCOL(TCP) 

Transmission Control Protocol(TCP): 

The transmission Control Protocol (TCP) is one of the most important 

protocols of  Internet Protocols suite. It is most widely used protocol 

for data transmission in  communication network such as internet. 

Features  

 TCP is reliable protocol. That is, the receiver always sends 

either positive or  negative acknowledgement about the data 

packet to the sender, so that the  sender always has bright clue 

about whether the data packet is reached the  destination or it 

needs to resend it. 

 TCP ensures that the data reaches intended destination in the 

same order it  was sent. 

 TCP is connection oriented. TCP requires that connection 

between two remote  points be established before sending actual 

data. 

 TCP provides error-checking and recovery mechanism. 

 TCP provides end-to-end communication. 

 TCP provides flow control and quality of service. 

 TCP operates in Client/Server point-to-point mode. 

 TCP provides full duplex server, i.e. it can perform roles of both 

receiver and  sender. 

TCP Services: 

Process-to-Process Communication 

TCP provides process-to-process communication using port numbers. 
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Stream Delivery Service: 

TCP is a stream-oriented protocol. TCP allows the sending process to 

deliver data as a stream of bytes and allows the receiving process to 

obtain data as a stream of bytes. TCP creates an environment in which 

the two processes seem to be connected by an imaginary "tube" that 

carries their data across the Internet.The sending process produces 

(writes to) the stream of bytes, and the receiving process consumes 

(reads from) them. 

 

Sending and Receiving Buffers: Because the sending and the 

receiving processes may not write or read data at the same speed, TCP 

needs buffers for storage. There are two buffers, the sending buffer 

and the receiving buffer, one for each direction. These buffers are also 

necessary for flow and error control mechanisms used by TCP. One 

way to implement a buffer is to use a circular array of I-byte 

locations. 
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Full-Duplex Communication 

TCP offers full-duplex service, in which data can flow in both 

directions at the same time. Each TCP then has a sending and 

receiving buffer, and segments move in both directions. 

Connection-Oriented Service 

TCP is a connection-oriented protocol. When a process at site A 

wants to send and receive data from another process at site B, the 

following occurs: 

1. The two TCPs establish a connection between them.  

2. Data are exchanged in both directions.  

3. The connection is terminated. 

This is a virtual connection, not a physical connection. The TCP 

segment is encapsulated in an IP datagram and can be sent out of 

order, or lost, or corrupted, and then resent. Each may use a different 

path to reach the destination. There is no physical connection. TCP 

creates a stream-oriented environment in which it accepts the 

responsibility of delivering the bytes in order to the other site. The 

situation is similar to creating a bridge that spans multiple islands and 

passing all the bytes from one island to another in one single 

connection.  

Reliable Service: 

TCP is a reliable transport protocol. It uses an acknowledgment 

mechanism to check the safe and sound arrival of data.  
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TCP Segment: 

 

TCP segment format 

 

Header  

The length of TCP header is minimum 20 bytes and maximum 60 

bytes.  

 Source Port (16-bits): It identifies source port of the 

application process on  the sending device. 

 Destination Port (16-bits): It identifies destination port of the 

application  process on the receiving device. 
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   Sequence Number (32-bits): Sequence number of data bytes 

of a segment in a session. 

 Acknowledgement Number (32-bits): When ACK flag is set, 

this number contains the next sequence number of the data byte 

expected and works as  acknowledgement of the previous data 

received. 

 HLEN (4-bits): This field implies both, the size of TCP header 

(32-bit  words) and the offset of data in current packet in the 

whole TCP segment. The length of the header can be between 

20 and 60 bytes. Therefore, the value ofthis field can be between 

5 (5 x 4 =20) and 15 (15 x 4 =60). 

 Reserved (6-bits): Reserved for future use and all are set zero 

by default. 

     Control. This field defines 6 different control bits or flags . One or 

      more of these bits can be set at a time. 

     Description of flags in the control field:    
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o URG: It indicates that Urgent Pointer field has significant 

data and should  be processed. 

o ACK: It indicates that Acknowledgement field has 

significance. If ACK is cleared to 0, it indicates

 that packet does not contain any  

acknowledgement. 

o PSH: When set, it is a request to the receiving station to 

PUSH data as  soon as it comes to the receiving 

application without buffering it. 

o RST: Reset flag has the following features: 

o It is used to refuse an incoming connection. 

o It is used to reject a segment. 

o It is used to restart a connection. 

o SYN: This flag is used to set up a connection between hosts. 

o FIN: This flag is used to release a connection and no more data 

is exchanged thereafter. Because packets with SYN and FIN 

flags have  sequence numbers, they are processed in correct 

order. 
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 Windows Size: This field is used for flow control between two 

stations and indicates the amount of buffer (in bytes) the 

receiver has allocated for a  segment, i.e. how much data is the 

receiver expecting. 

 Checksum: This field contains the checksum of Header, Data, 

and Pseudo  Headers. 

 Urgent Pointer: It points to the urgent data byte if URG flag is 

set to 1. 

 Options: It facilitates additional options which are not covered 

by the regular header. Option field is always described in 32-bit 

words. If this field contains  data less than 32-bit, padding is 

used to cover the remaining bits to reach 32-  bit boundary. 

TCP Connection 

 TCP is connection-oriented. A connection-oriented transport 

protocol establishes a virtual path between the source and 

destination. All the segments belonging to a message are then 

sent over this virtual path. 

Connection Establishment 

 TCP transmits data in full-duplex mode. When two TCPs in two 

machines are connected, they are able to send segments to each 

other simultaneously. This implies that each party must initialize 

communication and get approval from the other party before any 

data are transferred. 

Connection establishment using three-way handshaking: 

        The connection establishment in TCP is called three way    

handshaking. TCP communication works in Server/Client model. The 

client initiates the connection  and the server either accepts or 
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rejects it. Three-way handshaking is used for  connection 

management. 

The three steps in this phase are as follows. 

1. The client sends the first segment, a SYN segment, in which only 

the SYN flag is set. This segment is for synchronization of sequence 

numbers. It consumes one sequence number. When the data transfer 

starts, the sequence number is incremented by 1. A SYN segment can 

not carry data, but it consumes one sequence number. 

2. The server sends the second segment, a SYN +ACK segment, with 

2 flag bits set: SYN and ACK. This segment has a dual purpose. It is a 

SYN segment for communication in the other direction and serves as 

the acknowledgment for the SYN segment. A SYN +ACK segment 

cannot carry data, but does consume one sequence number. 

3. The client sends the third segment. This is just an ACK segment. It 

acknowledges the receipt of the second segment with the ACK flag 

and acknowledgment number field. The sequence number in this 

segment is the same as the one in the SYN segment; the ACK 

segment does not consume any sequence numbers. An ACK segment, 

if carrying no data, consumes no sequence number. 
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Data Transfer 

After connection is established, bi directional data transfer can take 

place. The client and server can both send data and acknowledgments. 

 

Connection Termination 

Any of the two parties involved in exchanging data (client or server) 

can close the connection, although it is usually initiated by the client.  

1.In a normal situation, the client TCP, after receiving a close 

command from the client process, sends the first segment, a FIN 

segment in which the FIN flag is set. A FIN segment can include the 

last chunk of data sent by the client. 

2. The server TCP, after receiving the FIN segment, informs its 

process of the situation and sends the second segment, a FIN +ACK 

segment, to confirm the receipt of the FIN segment from the client 

and at the same time to announce the closing of the connection in the 

other direction. This segment can also contain the last chunk of data 
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from the server. If it does not carry data, it consumes only one 

sequence number. The FIN +ACK segment consumes one sequence 

number if it does not carry data. 

3. The client TCP sends the last segment, an ACK segment, to 

confirm the receipt of the FIN segment from the TCP server. This 

segment contains the acknowledgment number, which is 1 plus the 

sequence number received in the FIN segment from the server. This 

segment cannot carry data and consumes no sequence numbers. 

 

 

Half-Close: In TCP, one end can stop sending data while still 

receiving data. This is called a half-close. Although either end can 

issue a half-close, it is normally initiated by the client. It can occur 

when the server needs all the data before processing can begin. A 

good example is sorting. When the client sends data to the server to 

be sorted, the server needs to receive all the data before sorting can 

start. This means the client, after sending all the data, can close the 

connection in the outbound direction. However, the inbound direction 

must remain open to receive the sorted data.  
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The server, after receiving the data, still needs time for sorting; its 

outbound direction must remain open. 

 

SLIDING WINDOW PROTOCOL 

• Bandwidth Management  

• TCP uses the concept of window size to accommodate the need 

of Bandwidth  management. Window size tells the sender at the 

remote end the number of data  byte segments the receiver at 

this end can receive. TCP uses slow start phase by  using 

window size 1 and increases the window size exponentially after 

each successful  communication. 

• For example, the client uses windows size 2 and sends 2 bytes 

of data. When the  acknowledgement of this segment received 

the windows size is doubled to 4 and sends next 4 bytes of data. 

When the acknowledgement of 4-byte  data segment is received, 

the client sets windows size to 8 and so on. 

• If an acknowledgement is missed, i.e. data lost in transit 

network or it received NACK,  then the window size is reduced 

to half and slow start phase starts again. 

• Error Control and Flow Control  
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• TCP uses port numbers to know what application process it 

needs to handover the  data segment. Along with that, it uses 

sequence numbers to synchronize itself with  the remote host. 

All data segments are sent and received with sequence numbers.  

The Sender knows which last data segment was received by the 

Receiver when it  gets ACK. The Receiver knows about the last 

segment sent by the Sender by referring  to the sequence number 

of recently received packet. 

• If the sequence number of a segment recently received does not 

match with the  sequence number the receiver was expecting, 

then it is discarded and NACK is sent  back. If two segments 

arrive with the same sequence number, the TCP timestamp  

value is compared to make a decision. 

• A sliding window is used to make  transmission more efficient 

as well as  to control the flow of data so that the  destination 

does not become  overwhelmed with data. 

• TCP sliding windows are byte-oriented. 

 

• For Example: 
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Some points about TCP sliding windows: 

❏ The size of the window is the lesser of rwnd and  cwnd. 

❏ The source does not have to send a full window’s  worth of data. 

❏ The window can be opened or closed by the  receiver, but 

should not be shrunk. 

❏ The destination can send an acknowledgment at  any time as 

long as it does not result in a shrinking window. 

❏ The receiver can temporarily shut down the  window; the 

sender, however, can always send a  segment of 1 byte after the 

window is shut down. 

MULTIPLEXING 

• The technique to combine two or more data streams in one 

session is called  Multiplexing. When a TCP client initializes a 

connection with Server, it always refers  to a well-defined port 

number which indicates the application process. The client itself  

uses a randomly generated port number from private port 

number pools. 

• Using TCP Multiplexing, a client can communicate with a 

number of different  application process in a single session. For 

example, a client requests a web page  which in turn contains 
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different types of data (HTTP, SMTP, FTP etc.) the TCP session  

timeout is increased and the session is kept open for longer time 

so that the three-  way handshake overhead can be avoided. 

• This enables the client system to receive multiple connection 

over single virtual  connection. These virtual connections are not 

good for Servers if the timeout is too  long. 

CONGESTION CONTROL 

• Congestion in a network may occur if the load on the  

network—the number of packets sent to the network—  is 

greater than the capacity of the network—the  number of 

packets a network can handle. Congestion  control refers to the 

mechanisms and techniques to  control the congestion and keep 

the load below the  capacity.. 

          

 

• Congestion Control in TCP: 

• Congestion control refers to techniques and  mechanisms that 

can either prevent congestion, before  it happens, or remove 

congestion, after it has  happened. When large amount of data is 

fed to system which is not capable of handling it,  congestion 

occurs. TCP controls congestion by means of Window 

mechanism. TCP  sets a window size telling the other end how 
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much data segment to send. TCP may  use the following 

algorithms for congestion control: 

 Slow Start and Additive increase 

  Multiplicative Decrease 

 1. In the slow-start algorithm, the size of  the congestion 

window increases  exponentially until it reaches a  threshold. 

 

• In the congestion avoidance algorithm,  After the size of the 

congestion window  reaches the threshold,it increases 

additively(one segment for each Acknowledgement) until 

congestion is detected. 
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• Multiplicative  Decrease: If  congestion occurs, the congestion 

window  size must be decreased. If the  Acknowledgement  is 

not  received  before the Retransmission Timer matures, 

congestion is supposed to have occurred. The threshold must be 

set to one half of the last congestion window size.and the 

congestion window size starts from one again. 

 

TIMER   MANAGEMENT 

       TCP uses different types of timers to control and management 

various tasks:  

 Keep-alive timer:  
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 This timer is used to check the integrity and validity of a 

connection. 

 When keep-alive time expires, the host sends a probe to check if 

the  connection still exists. 

• Retransmission timer:  

 This timer maintains stateful session of data sent. 

 If the acknowledgement of sent data is not received with in the 

Retransmission time, the data segment is sent again and the 

timer is reset and if the acknowledgement is received, the timer 

is destroyed. 

• Persist timer:  

 TCP session can be paused by either host by sending Window 

Size 0. 

 To resume the session a host needs to send Window Size with 

some larger  value. 

 If this segment never reaches the other end, both ends may wait 

for each  other for infinite time. 

 When the Persist timer expires, the host resends its window size 

to let the  other end know. 

 Persist Timer helps avoid deadlocks in communication.  

• Timed-Wait:  

 After releasing a connection, either of the hosts waits for a 

Timed-Wait time 

• to terminate the connection completely. 
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 This is in order to make sure that the other end has received the  

acknowledgement of its connection termination request. 

 Timed-out can be a maximum of 240 seconds (4 minutes). 

 Crash Recovery  

 TCP is very reliable protocol. It provides sequence number to 

each of byte sent in  segment. It provides the feedback 

mechanism i.e. when a host receives a packet, it  is bound to 

ACK that packet having the next sequence number expected (if 

it is not  the last segment). 

 When a TCP Server crashes mid-way communication and re-

starts its process, it  sends TPDU broadcast to all its hosts. The 

hosts can then send the last data segment  which was never 

unacknowledged and carry onwards. 
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USER DATAGRAM PROTOCOL 

 The User Datagram Protocol (UDP) is called a connectionless, 

unreliable transport protocol. It does not add anything to the 

services of IP except to provide process-toprocess 

communication instead of host-to-host communication. Also, it 

performs very limited error checking.  

 The User Datagram Protocol (UDP) is simplest Transport Layer 

communication  protocol available of the TCP/IP protocol suite. 

It involves minimum amount of  communication mechanism. 

UDP is said to be an unreliable transport protocol but it  uses IP 

services which provides best effort delivery mechanism. 

 In UDP, the receiver does not generate an acknowledgement of 

packet received and  in turn, the sender does not wait for any 

acknowledgement of packet sent. This  shortcoming makes this 

protocol unreliable as well as easier on processing. 

 Addressing 

 TCP communication between two remote hosts is done by 

means of port numbers . Internet Assigned Number 

Authority(IANA) has divided the p orts numbers  ranging from 

0 – 65535 as follows: 

 Well Known Ports (0 – 1023) 

 Registered Ports ( 1024 – 49151) 

 Ephermal/Dynamic Ports (49152 – 65535) 
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WELL KNOWN PORT FOR UDP 

 

 Multiplexing 

    At the sender site, there may be several processes that need to send 

packets. However, there is only one transport layer protocol at any 

time. This is a many-to-one relationship and requires multiplexing. 

The protocol accepts messages from different processes, 

differentiated by their assigned port numbers. After adding the 

header, the transport layer passes the packet to the network layer. 

 Demultiplexing  

    At the receiver site, the relationship is one-to-many and requires 

demultiplexing. The transport layer receives datagrams from the 

network layer. After error checking and dropping of the header, the 

transport layer delivers each message to the appropriate process 

based on the port number . 
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 Requirement of UDP  

 A question may arise, why do we need an unreliable protocol to 

transport the data?  We deploy UDP where the 

acknowledgement packets share significant amount of  

bandwidth along with the actual data. For example, in case of 

video streaming,  thousands of packets are forwarded towards its 

users. Acknowledging all the packets  is troublesome and may 

contain huge amount of bandwidth wastage. The best  delivery 

mechanism of underlying IP protocol ensures best efforts to 

deliver its  packets, but even if some packets in video streaming 

get lost, the impact is not  calamitous and can be ignored easily. 

Loss of few packets in video and voice traffic  sometimes goes 

unnoticed. 

UDP OPERATION: 

 Connectionless Services:UDP provides a connectionless service. 

This means that each user datagram sent by UDP is an 

independent datagram. There is no relationship between the 

different user datagrams even if they are coming from the same 

source process and going to the same destination program. The 

user datagrams are not numbered. Also, there is no connection 

establishment and no connection termination, as is the case for 

TCP. This means that each user datagram can travel on a 

different path. 
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 Flow and Error Control:UDP is a very simple, unreliable 

transport protocol. There is no flow control and hence no 

window mechanism. The receiver may overflow with incoming 

messages. There is no error control mechanism in UDP except 

for the checksum. This means that the sender does not know ifa 

message has been lost or duplicated. When the receiver detects 

an error through the checksum, the user datagram is silently 

discarded. 

 Encapsulation and Decapsulation: To send a message from one 

process to another, the UDP protocol encapsulates and 

decapsulates messages in an IP datagram. 

 Queuing: At the client site, when a process starts, it requests a 

port number from the operating system.  

 Even if a process wants to communicate with multiple 

processes, it obtains only one port number and eventually one 

outgoing and one incoming queue. The queues opened by the 

client are, in most cases, identified by ephemeral port numbers. 

The queues function as long as the process is running. When the 

process terminates, the queues are destroyed. 

 The client process can send messages to the outgoing queue by 

using the source port number specified in the request. UDP 

removes the messages one by one and, after adding the UDP 

header, delivers them to IP. An outgoing queue can overflow. If 

this happens, the operating system can ask the client process to 

wait before sending any more messages.  
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 When a message arrives for a client, UDP checks to see if an 

incoming queue has been created for the port number specified 

in the destination port number field of the user datagram. If 

there is such a queue, UDP sends the received user datagram to 

the end of the queue. Ifthere is no such queue, UDP discards the 

user datagram and asks the ICMP protocol to send a port 

unreachable message to the server. All the incoming messages 

for one particular client program, whether coming from the 

same or a different server, are sent to the same queue. An 

incoming queue can overflow. If this happens, UDP drops the 

user datagram and asks for a port unreachable message to be 

sent to the server.  

 At the server site: At the server site, the mechanism ofcreating 

queues is different. In its simplest form, a server asks for 

incoming and outgoing queues, using its well-known port, when 

it starts running. The queues remain open as long as the server is 

running. 

 When a message arrives for a server, UDP checks to see if an 

incoming queue has been created for the port number specified 

in the destination port number field of the user datagram. If 

there is such a queue, UDP sends the received user datagram to 
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the end of the queue. If there is no such queue, UDP discards the 

user datagram and asks the ICMP protocol to send a port 

unreachable message to the client. All the incoming messages 

for one particular server, whether coming from the same or a 

different client, are sent to the same queue. An incoming queue 

can overflow. Ifthis happens, UDP drops the user datagram and 

asks for a port unreachable message to be sent to the client. 

When a server wants to respond to a client, it sends messages to 

the outgoing queue, using the source port number specified in 

the request. UDP removes the messages one by one and, after 

adding the UDP header, delivers them to IP. An outgoing queue 

can overflow. If this happens, the operating system asks the 

server to wait before sending  

Use of UDP 

  UDP is suitable for a process that requires simple request-

response communication with little concern for flow and error 

control. It is not usually used for a process  that needs to send 

bulk data .  

 UDP is suitable for a process with internal flow and error 

control mechanisms. For example, the Trivial File Transfer 

Protocol (TFTP) process includes flow and error control. It can 

easily use UDP.  

  UDP is a suitable transport protocol for multicasting. 

Multicasting capability is embedded in the UDP software but 

not in the TCP software.  

  UDP is used for management processes such as SNMP .  

  UDP is used for some route updating protocols such as Routing 

Information Protocol . 

Features  
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 UDP is used when acknowledgement of data does not hold any 

significance. 

 UDP is good protocol for data flowing in one direction. 

 UDP is simple and suitable for query based communications. 

 UDP is not connection oriented. 

 UDP does not provide congestion control mechanism. 

 UDP does not guarantee ordered delivery of data. 

 UDP is stateless. 

 UDP is suitable protocol for streaming applications such as 

VoIP, multimedia  streaming. 

UDP Header  

 UDP header is as simple as its function. 

  UDP length = IP length – IP header’s length  

 UDP header contains four main parameters: 

1. Source Port: This 16 bits information is used to identify the 

source port of the  packet. 

2. Destination Port: This 16 bits information is used identify 

application level  service on destination machine. 

3.  Length: Length field specifies the entire length of UDP packet 

(including header). It is 16-bits field and minimum value is 8-

byte, i.e. the size of UDP  header itself. 
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4. Checksum: This field stores the checksum value generated by 

the sender before sending. IPv4 has this field as optional so 

when checksum field does  not contain any value, it is made 0 

and all its bits are set to zero. 

UDP application  

Here are few applications where UDP is used to transmit data:  

 Domain Name Services  

 Simple Network Management Protocol 

 Trivial File Transfer Protocol 

 Routing Information Protocol 

 Kerberos  

Transparent Routers 

There are two basic models for interconnecting local-area networks 

and wide-area (or long-haul) networks in the Internet. In the first, the 

local-area network is assigned a network prefix and all routers in the 

Internet must know how to route to that network. In the second, the 

local-area network shares (a small part of) the address space of the 

wide-area network. Routers that support this second model are called 
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address sharing routers or transparent routers. The basic idea of a 

transparent router is that the hosts on the local-area network behind 

such a router share the address space of the wide-area network in 

front of the router. The transparent router de multiplexes the 

datagrams that arrive from the WAN by sending them to the 

appropriate hosts. 

Advantages: 

1. They require fewer network addresses. 

2. They support load balancing. 

Disadvantages: 

1. Can only work with networks having large address space(class A). 

2. They do not provide all the services provided by conventional 

routers. 
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INTERNET PROTOCOL(IP) 

• Network layer manages options  pertaining to host and network 

addressing,managing sub-networks, and  

internetworking,connecting networks together to make an 

internetwork or an internet. 

• Network layer takes the responsibility for routing packets from 

source to destination  within or outside a subnet. Two different 

subnet may have different addressing  schemes or non-

compatible addressing types. Same with protocols, two different  

subnet may be operating on different protocols which are not 

compatible with each  other. Network layer has the 

responsibility to route the packets from source to  destination, 

mapping different addressing schemes and protocols. 

• Network Layer Functionalities  

• Devices which work on Network Layer mainly focus on routing. 

Routing may include  various tasks aimed to achieve a single 

goal. These can be: 

 Addressing devices and networks. 

 Populating routing tables or static routes. 

 Queuing incoming and outgoing data and then forwarding them 

according to  quality of service constraints set for those packets. 

 Internetworking between two different subnets. 

 Delivering packets to destination with best efforts. 

 Provides  connection less transfer mechanism. 

 Switching at the network layer in the Internet uses the datagram 

approach to packet switching. 
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 Communication at the network layer in the Internet is 

connectionless.The Internet, at the network layer, is a packet-

switched network. 

 An IPv4 address is a 32-bit address that uniquely and 

universally defines the connection of a device (for example, a 

computer or a router) to the Internet. 

 The IPv4 addresses are unique and universal. The address space 

of  

IPV4 is 232  or  4,294,967,296. In IPv4 addressing, a block of  

addresses can be defined as x.y.z.t /n in which x.y.z.t defines 

one of the addresses and the /n defines the mask. The first 

address in the block can be found by setting the rightmost  

32 − n bits to 0s , called as Network Address. The last address in 

the block can be found by setting the rightmost  

32 − n bits to 1s , which is the broadcast address. 

 IP Addresses are always logical i.e. these are software based 

addresses which can be  changed by appropriate configurations. 

 A network address always points to host / node / server or it can 

represent a whole  network. Network address is always 

configured on network interface card and is  generally mapped 

by system with the MAC address (hardware address or layer-2  

address) of the machine for Layer-2 communication. 

 IP addressing provides mechanism to differentiate between 

hosts and network.  Because IP addresses are assigned in 

hierarchical manner, a host always resides  under a specific 

network. The host which needs to communicate outside its 

subnet,  needs to know destination network address, where the 

packet/data is to be sent. 
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 Hosts in different subnet need a mechanism to locate each other. 

This task can be  done by DNS. DNS is a server which provides 

Layer-3 address of remote host mapped 

• with its domain name or FQDN. When a host acquires the 

Layer-3 Address (IP  Address) of the remote host, it forwards all 

its packet to its gateway. A gateway is a  router equipped with 

all the information which leads to route packets to the  

destination host. 

• Routers take help of routing tables, which has the following 

information: 

 Address of destination network 

 Method to reach the network 

• Routers upon receiving a forwarding request, forwards packet to 

its next hop  (adjacent router) towards the destination. 

• The next router on the path follows the same thing and 

eventually the data packet  reaches its destination. 

• Network address can be of one of the following: 

 Unicast (destined to one host) 

 Multicast (destined to group) 

 Broadcast (destined to all) 

 Anycast (destined to nearest one) 

• A router never forwards broadcast traffic by default. Multicast 

traffic uses special  treatment as it is most a video stream or 

audio with highest priority. Anycast is just  similar to unicast, 

except that the packets are delivered to the nearest destination  

when multiple destinations are available . 
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• Internet Protocol Version 4 (IPv4)  

• addressing enables every host on the TCP/IP network to be 

uniquely identifiable. 

• IPv4 provides hierarchical addressing scheme which enables it 

to divide the network  into sub-networks, each with well-defined 

number of hosts. IP addresses are divided  into many categories: 

• Class A: It uses first octet for network addresses and last three 

octets for host  addressing. 

• Class B: It uses first two octets for network addresses and last 

two for host  addressing. 

• Class C: It uses first three octets for network addresses and last 

one for host addressing. 

• Class D: It provides flat IP addressing scheme in contrast to 

hierarchical  structure for above three. 

• Class E: It is used as experimental. 

• IPv4 also has well-defined address spaces to be used as private 

addresses (not  routable on internet), and public addresses 

(provided by ISPs and are routable on  internet). 

• Though IP is not reliable one; it provides ‘Best-Effort-Delivery’ 

mechanism. 
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• In classful addressing, a large part of the available addresses 

were wasted. 

• Default masks for classful addressing  

 

• Classful addressing, which is almost obsolete, is replaced with 

classless addressing. 

• The number of addresses in the block can be found by using the 

formula 232−n. 

• Each address in the block can be considered as a two-level  

hierarchical structure: the leftmost n bits (prefix) define the 

network; the rightmost 32 − n bits define the host. 
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• Internet Protocol Version 6 (IPv6)  

• Exhaustion of IPv4 addresses gave birth to a next generation 

Internet Protocol  version 6. IPv6 addresses its nodes with 128-

bit wide address providing plenty of  address space for future to 

be used on entire planet or beyond. An IPv6 address is 128 bits 

long 

• IPv6 has introduced Anycast addressing but has removed the 

concept of  broadcasting. IPv6 enables devices to self-acquire an 

IPv6 address and communicate  within that subnet. This auto-

configuration removes the dependability of Dynamic  Host 

Configuration Protocol (DHCP) servers. This way, even if the 

DHCP server on  that subnet is down, the hosts can 

communicate with each other. 

• IPv6 provides new feature of IPv6 mobility. Mobile IPv6-

equipped machines can roam  around without the need of 

changing their IP addresses. 

• IPv6 is still in transition phase and is expected to replace IPv4 

completely in coming  years. At present, there are few networks 

which are running on IPv6. There are some  transition 

mechanisms available for IPv6-enabled networks to speak and 

roam  around different networks easily on IPv4. These are: 

 Dual stack implementation 

 Tunneling  

 

Configuration and addresses in a subnetted network: 
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Three-level hierarchy in an ipv4 address: 
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Addresses for private networks: 

 

IPV4 DATAGRAM FORMAT: Packets in the IPv4 layer are called 

datagrams. 

 

Version (VER): This 4-bit field defines the version ofthe IPv4 

protocol. 

Header length (HLEN):This 4-bit field defines the total length of the 

datagram header in 4-byte words. This field is needed because the 

length of the header is variable (between 20 and 60 bytes). 
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Service Type: In this interpretation, the first 3 bits are called 

precedence bits. The next 4 bits are called type ofservice (TOS) bits, 

and the last bit is not used. 

Differentiated Services: In this interpretation, the first 6 bits make up 

the code point subfield, and the last 2 bits are not used. The codepoint 

subfield can be used in two different ways.  

a. When the 3 rightmost bits are Os, the 3 leftmost bits are interpreted 

the same as the precedence bits in the service type interpretation. 

b. When the 3 rightmost bits are not all Os, the 6 bits define 64 

services based on the priority assignment by the Internet or local 

authorities. 

Service type or differentiated services 

 

Default types of service 
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• Total length: This is a In-bit field that defines the total length 

(header plus data) of the IPv4 datagram in bytes. To find the 

length of the data coming from the upper layer, subtract the 

header length from the total length.  

  Length of data=total length - header length 

Time to live: A datagram has a limited lifetime in its travel 

through an internet. This field was originally designed to hold a 

timestamp, which was decremented by each visited router. The 

datagram was discarded when the value became zero. 

 

Values for code points 

 

protocol field and encapsulated data: This 8-bit field defines the 

higher-level protocol that uses the services of the IPv4 layer. An 

IPv4 datagram can encapsulate data from several higher-level 

protocols such as TCP, UDP, ICMP, and IGMP. This field specifies 

the final destination protocol to which the IPv4 datagram is 

delivered. 



61 

 

protocol values 

 

Encapsulation of a small datagram in an ethernet frame 

Fragmentation 

A datagram can travel through different networks. Each router 

decapsulates the IPv4 datagram from the frame it receives, processes it, 

and then encapsulates it in another frame. The format and size ofthe 

received frame depend on the protocol used by the physical network 

through which the frame has just traveled. The format and size of the 

sent frame depend on the protocol used by the physical network 

through which the frame is going to travel. 
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Maximum Transfer Unit (MTU): Each data link layer protocol has 

its own frame format in most protocols. One of the fields defined in 

the format is the maximum size of the data field. In other words, 

when a datagram is encapsulated in a frame, the total size of the 

datagram must be less than this maximum size, which is defined by 

the restrictions imposed by the hardware and software used in the 

network. The value of the MTU depends on the physical network 

protocol 

 

Identification : This 16-bit field identifies a datagram originating 

from the source host. The combination of the identification and 

source IPv4 address must uniquely define a datagram as it leaves the 

source host. 

Flags used in fragmentation 

 

 This is a 3-bit field. The first bit is reserved. The second bit is called 

the do not fragment bit. If its value is 1, the machine must not 

fragment the datagram. If it cannot pass the datagram through any 

available physical network, it discards the datagram and sends an 
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ICMP error message to the source host. If its value is 0, the datagram 

can be fragmented if necessary. The third bit is called the more 

fragment bit. If its value is 1, it means the datagram is not the last 

fragment; there are more fragments after this one. If its value is 0, it 

means this is the last or only fragment . 

Fragmentation offset. This 13-bit field shows the relative position of 

this fragment with respect to the whole datagram. It is the offset of 

the data in the original datagram measured in units of8 bytes. 

Detailed fragmentation example 

 

 Checksum : It is used to detect if there is any error in the header of 

IP datagram. It detects the error by attaching the checksum to the 

data at the sender and by adding all the segments including 

checksum at the receiver. If it is zero, then there is no error during 

transmission.  
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 Source address: This 32-bit field defines the IPv4 address of the 

source. This field must remain unchanged during the time the IPv4 

datagram travels from the source host to the destination host.  

 Destination address: This 32-bit field defines the IPv4 address of 

the destination. This field must remain unchanged during the time 

the IPv4 datagram travels from the source host to the destination 

host. 

ROUTING IN AN INTERNET: 

• In a packet switching system, routing refers to the process of 

choosing a path over which to send packets, and router refers to 

a computer making the choice. Routing oc- curs at several 

levels. An internet is composed of multiple physical networks 

inter- connected by computers called routers. Each router has 

direct connections to two or more networks. By contrast, a host 

computer usually connects directly to one physical network. 

Both hosts and routers participate in routing an IP datagram to 

its destination. 

• Routing can be divided into two forms: direct delivery and in- 

direct delivery.  

• Direct delivery : It is the transmission of a datagram from one 

machine across a single physical network directly to the 

destination. Transmission of an IP datagram between two 

machines on a single physical network does not involve routers. 

The sender encapsulates the datagram in a physical frame, binds 

the destination IP address to a physical hardware address, and 

sends the resulting frame directly to the destination.  

• Indirect delivery : It  occurs when the destination is not on a 

directly attached network, forcing the sender to pass the 

datagram to a router for delivery. Datagrams pass from router to 

router until they reach a router that can deliver the datagram 
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directly. The various techniques used by the router to route the 

datagram towards the destination network is called Routing , 

which is mentioned as below: 

          Table-Driven IP Routing: 

     The usual IP routing algorithm employs an Internet routing 

table (sometimes called an IP routing table) on each machine 

that stores information about possible destinations and how to 

reach them. Because both hosts and routers route datagrams, 

both have IP routing tables. Whenever the IP routing software in 

a host or router needs to transmit a datagram, it consults the 

routing table to decide where to send the datagram.  

• Next-Hop Routing: Here the routing table contains pairs (N, 

R), where N is the IP address of a destination network, and R is 

the IP address of the "next" router along the path to network N. 

Router R is called the next hop. 

• Default Routes :The idea is to have the IP routing software first 

look in the routing table for the destination network. If no route 

appears in the table, the routing routines send the datagram to a 

default router. 

• Host-Specific Routes: IP routing software allows per-host 

routes to be specified as a special case. Hav- ing per-host routes 

gives the local network administrator more control over network 

use, permits testing, and can also be used to control access for 

security purposes.  

• RouteDatagram (Datagram, RoutingTable) : 

    Extract destination IP address, D, from the datagram and 

compute the network prefix, N; 

    if N matches any directly connected network address deliver 

datagram to destination D over that network (This involves 
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resolving D to a physical address, encapsulating the datagram, 

and sending the frame.) 

    else if the table contains a host-specific route for D send 

datagram to next-hop specified in table  

    else if the table contains a route for network N send  datagram 

to next-hop specified in table  

    else if the table contains a default route send datagram to the 

default router specified in table 

     else declare a routing error;  

• All hosts and routers attached to a network that uses subnet 

addressing must use the modified algorithm, which is called 

subnet routing. 

• Each table entry contains one additional field that specifies the 

subnet mask used with the network in that entry:  

• (subnet mask, network address, next hop address)  

• When choosing routes, the modified algorithm uses the subnet 

mask to extract bits of the destination address for comparison 

with the table entry. That is, it performs a bitwise Boolean and 

of the full 32-bit destination IP address and the subnet mask 

field from an entry, and it then checks to see if the result equals 

the value in the network address field of that entry. If so, it 

routes the datagram to the address specified in the next hop 

address field of the entry.  

Route-lP-Datagram (datagram, routing-table)  

    Extract destination IP address, ID, from datagram;  

    If prefix of ID matches address of any directly connected 

network send datagram to destination over that network (This 
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involves resolving ID to a physical address, encapsulating the 

datagram, and sending the frame.)  

    else for each entry in routing table do Let N be the bitwise-and   

of ID and the subnet mask If N equals the network address field 

of the entry  

     then route the datagram to the specified next hop address  

    end for loop  

     If no matches were found, declare a routing error;  
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DOMAIN NAME SYSTEMS(DNS) 

 There are several applications in the application layer of the 

Internet model that follow the client/server paradigm. The 

client/server programs can be divided into two categories: those 

that can be directly used by the user, such as e-mail, and those 

that support other application programs. The Domain Name 

System (DNS) is a supporting program that is used by other 

programs such as e-mail.  

 When the Internet was small, mapping was done by using a host 

file. The host file had only two columns: name and address. 

Every host could store the host file on its disk and update it 

periodically from a master host file.  

 Today, however, it is impossible to have one single host file to 

relate every address with a name and vice versa. Another 

solution, the one used today, is to divide this huge amount 

ofinformation into smaller parts and store each part on a 

different computer. In this method, the host that needs mapping 

can contact the closest computer holding the needed 

information. This method is used by the Domain Name System 

(DNS).  

 Name Space:  To be unambiguous, the names assigned to 

machines  must be carefully selected from a name space with  

complete control over the binding between the names  and IP 

addresses . 

 Flat Name Space:  

 In a flat name space, a name is assigned to an address. A name 

in this space is a sequence of characters without structure. The 

main disadvantage of a fiat name space is that it cannot be used 
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in a large system such as the Internet because it must be 

centrally controlled to avoid ambiguity and duplication. 

 Hierarchical Name Space: 

 In a hierarchical name space, each name is made up of several 

parts. The first part can define the nature of the organization, the 

second part can define the name of an organization, the third 

part can define departments in the organization, and so on. In 

this case, the authority to assign and control the name spaces can 

be decentralized. A central authority can assign the part of the 

name that defines the nature of the organization and the name of 

the organization. The responsibility of the rest of the name can 

be given to the organization itself.  

 Domain Name Space:To have a hierarchical name space, a 

domain name  space was designed. In this design the names are  

defined in an inverted-tree structure with the root at  the top. 

The tree can have only 128 levels: level 0  (root) to level 127. 
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 Label 

     Each node in the tree has a label, which is a string with a 

maximum of 63 characters. The root label is a null string (empty 

string). DNS requires that children of a node (nodes that branch from 

the same node) have different labels, which guarantees the 

uniqueness of the domain names. 

 Domain Name 

     Each node in the tree has a domain name. A full domain 

name is a sequence of labels separated by dots (.). The domain 

names are always read from the node up to the root. The last label is 

the label ofthe root (null). This means that a full domain name 

always ends in a null label, which means the last character is a dot 

because the null string is nothing, called a fully qualified domain 

name (FQDN). An FQDN is a domain name that contains the full 

name of a host that uniquely define the name of the host. 

      For example, the domain name 

      challenger.ate.tbda.edu. 
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DOMAINS 

A domain is a subtree of the domain name space. The name of 

the domain is the domain name of the node at the top of the subtree.  

 

DISTRIBUTION OF NAME SPACE 

 The information contained in the domain name space  must be 

stored. However, it is very inefficient and also  unreliable to 

have just one computer store such a huge  amount of 

information. 

 Hierarchy of name servers: we have a hierarchy of servers in 

the same way that we have a hierarchy of names.  

 

ZONES AND DOMAINS 

 The server makes a database called a zone file and keeps all the 

information for every node under that domain. The information 

about the nodes in the sub domains is stored in the servers at the 

lower levels, with the original server keeping some sort of 
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reference to these lower-level servers. In this case, its zone is 

made of detailed information for the part of the domain that is 

not delegated and references to those parts that are delegated.  

 A root server is a server whose zone consists of the whole tree. 

A root server usually does not store any information about 

domains but delegates its authority to other servers, keeping 

references to those servers. 

 A primary serveris a server that stores a file about the zone for 

which it is an authority. Itis responsible for creating, 

maintaining, and updating the zone file. It stores the zone file on 

a local disk  

 A secondary server is a server that transfers the complete 

information about a zone from another server (primary or 

secondary) and stores the file on its local disk. The secondary 

server neither creates nor updates the zone files  

 When the secondary downloads  information from the primary, 

it is called  zone transfer. 

 

DNS IN THE INTERNET 

 DNS is a protocol that can be used in different  platforms. In the 

Internet, the domain name space  (tree) is divided into three 

different sections: generic  domains, country domains, and the 

inverse domain.  
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GENERIC DOMAINS 

The generic domains define registered hosts according to their 

generic behavior. Each node in the tree defines a domain, which 

is an index to the domain name space database . 
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GENERIC DOMAIN LABELS 

 

COUNTRY DOMAINS 

The country domains section uses two-character country 

abbreviations (e.g., us for United States). Second labels can be 

organizational, or they can be more specific, national designations . 

 

INVERSE DOMAIN 

The inverse domain is used to map an address to a name. 
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This type of query is called an inverse or pointer (PTR) query. 

To handle a pointer query, the inverse domain is added to the domain 

name space with the first-level node called arpa (for historical 

reasons). The second level is also one single node named in-addr (for 

inverse address). The rest ofthe domain defines IP addresses. The 

servers that handle the inverse domain are also hierarchical.  

 

RESOLUTION: 

Mapping a name to an address or an address to a name is called 

name-address resolution. 

 RESOLVER: 

    DNS is designed as a client/server application. A host that 

needs to map an address to a name or a name to an address calls a 

DNS client called a resolver. The resolver accesses the closest DNS 

server with a mapping request. If the server has the information, it 

satisfies the resolver; otherwise, it either refers the resolver to other 

servers or asks other servers to provide the information. After the 

resolver receives the mapping, it interprets the response to see if it is 

a real resolution or an error, and finally delivers the result to the 

process that requested it.  
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 MAPPING NAMES TO ADDRESSES 

     Most of the time, the resolver gives a domain name to the 

server and asks for the corresponding address. In this case, the server 

checks the generic domains or the country domains to find the 

mapping. If the domain name is from the generic domains section, 

the resolver receives a domain name such as "chal.atc.jhda.edu.". 

The query is sent by the resolver to the local DNS server for 

resolution. If the local server cannot resolve the query, it either refers 

the resolver to other servers or asks other servers directly.  

 MAPPING ADDRESSES TO NAMES 

     A client can send an IP address to a server to be mapped to a 

domain name. To answer queries of this kind, DNS uses the inverse 

domain. However, in the request, the IP address is reversed and the 

two labels in-addr and arpa are appended to create a domain 

acceptable by the inverse domain section. For example, if the 

resolver receives the IP address 132.34.45.121, the resolver first 

inverts the address and then adds the two labels before sending. The 

domain name sent is "121.45.34.132.in-addr.arpa." which is received 

by the local DNS and resolved. 

 Recursive Resolution: The client (resolver) can ask for a 

recursive answer from a name server. This means that the 

resolver expects the server to supply the final answer. Ifthe 

server is the authority for the domain name, it checks its 

database and responds. Ifthe server is not the authority, it sends 

the request to another server (the parent usually) and waits for 

the response. If the parent is the authority, it responds; 

otherwise, it sends the query to yet another server. When the 

query is finally resolved, the response travels back until it 

finally reaches the requesting client. This is called recursive 

resolution.  



77 

 

 

 Iterative Resolution: If the client does not ask for a recursive 

answer, the mapping can be done iteratively. If the server is an 

authority for the name, it sends the answer. Ifit is not, it returns 

(to the client) the IP address of the server that it thinks can 

resolve the query. The client is responsible for repeating the 

query to this second server. If the newly addressed server can 

resolve the problem, it answers the query with the IP address; 

otherwise, it returns the IP address of a new server to the client. 

Now the client must repeat the query to the third server. This 

process is called iterative resolution because the client repeats 

the same query to multiple servers. 

 

 CACHING 

    Each time a server receives a query for a name that is not in 

its domain, it needs to search its database for a server IP address. 

Reduction ofthis search time would increase efficiency. DNS 

handles this with a mechanism called caching. When a server asks 

for a mapping from another server and receives the response, it 

stores this information in its cache memory before sending it to the 
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client. Ifthe same or another client asks for the same mapping, it can 

check its cache memory and solve the problem. Caching speeds up 

resolution, but it can also be problematic. If a server caches a 

mapping for a long time, it may send an outdated mapping to the 

client. To counter this, information to the mapping called time-to-

live (TTL) is added. After the expiry of the time, the mapping is 

invalid .  

DNS MESSAGES 

 DNS has two types of messages: query and response..  Both 

types have the same format. The query message  consists of a 

header and question records; the  response message consists of a 

header, question  records, answer records, authoritative records, 

and  additional records. 
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HEADER FORMAT 

 

 Two types of records are  used in DNS. The question records are 

used in the  question section of the query and response 

messages.  The answer records are used in the answer,  

authoritative, and additional information sections of  the 

response message. 

 The DNS master file must be updated dynamically.  The 

Dynamic Domain Name System (DDNS),  therefore was 

devised to respond to this need. In  DDNS, when a binding 

between a name and an  address is determined, the information 

is sent, usually  by DHCP to a primary DNS server. The primary 

server  updates the zone. The secondary servers are notified  

either actively or passively. 

 

 

 

 

 

 

 

 



80 

 

ELECTRONIC MAIL 

 One of the most popular Internet services is electronic     mail(e-

mail). 

 ARCHITECTURE: 

 Its  architecture  consists of  several  components. The   

general architecture of an e-mail system includes the three main 

components: user agent, message transfer agent, and message 

access agent.  

 FIRST SCENARIO: Here the sender and the receiver of the e-

mail are users (or application programs) on the same system; 

they are directly connected to a shared system, only two user 

agents are required. The administrator has created one mailbox 

for each user where the received messages are stored. A mail 

box is part of a local hard drive, a special file with permission 

restrictions. Only the owner of the mailbox has access to it.  

 

In the above example, Alice runs a user agent (UA) program to 

prepare the message and store it in Bob's mailbox. The message has 

the sender and recipient mailbox addresses (names offiles). Bob can 

retrieve and read the contents of his mailbox at his convenience, using 

a user agent. 

When the sender and the receiver of an e-mail are on the 

same system, they need only two user agents.  
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SECOND SCENARIO IN ELECTRONIC MAIL 

 In our example, Alice needs to use a user agent program to send 

her message to the system at her own site. The system 

(sometimes called the mail server) at her site uses a queue to 

store messages waiting to be sent. Bob also needs a user agent 

program to retrieve messages stored in the mailbox of the 

system at his site. The message, however, needs to be sent 

through the Internet from Alice's site to Bob's site. Here two 

message transfer agents are needed: one client and one server.  

  

THIRD SCENARIO IN ELECTRONIC MAIL 

 When the source is connected to the LAN or WAN, it  needs a 

user agent to prepare its message, then the message is to be sent 

through the LAN or WAN. This can be done through a pair of 

message transfer agents (client and server). The source first calls 

the user agent which, in turn, calls the MTA client. The MTA 

client establishes a connection with the MTA server on the 

system, which is running all the time. The system at source's site 

queues all messages received. It then uses an MTA client to 
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send the messages to the system at Destination's site; the system 

receives the message and stores it in destination's mailbox. 

 At his convenience, the destined user uses his user agent to 

retrieve the message and reads it. Here we need two pairs of 

MTA client/server programs and two UAs. 

 When the sender is connected to the  mail server via a LAN 

or a WAN,  we need two UAs and two pairs of MTAs (client 

and server). 

 

FOURTH SCENARIO IN ELECTRONIC MAIL 

 In this case ,the destination is also connected to his mail server 

by a WAN or a LAN. After the message has arrived at 

destination's mail server, he needs to retrieve it. Here, we need 

another set of client/server agents, which we call message access 

agents (MAAs). Destination uses an MAA client to retrieve his 

messages. The client sends a request to the MAA server, which 

is running all the time, and requests the transfer of the messages. 

 The destined user cannot bypass the mail server and use the 

MTA server directly. So he needs another pair of client/server 

programs: message access programs. This is so because an MTA 

client/server program is a push program: the client pushes the 

message to the server. Where as the destined user  needs a pull 

program. The client needs to pull the message from the server.  
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 When both sender and receiver are  connected to the mail 

server via a LAN or a WAN, we need two  UAs, two pairs of 

MTAs and a pair of MAAs. 

 This is the most common situation  today. 

 

PUSH VERSUS PULL IN ELECTRONIC EMAIL 

 

SERVICES OF USER AGENT: 
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Composing Messages : A user agent helps the user compose the 

e-mail message to be sent out. Most user agents provide a template on 

the screen to be filled in by the user. Some even have a built-in editor 

that can do spell checking, grammar checking, and other tasks 

expected from a sophisticated word processor. 

Reading Messages :The second duty of the user agent is to read 

the incoming messages. When a user invokes a user agent, it first 

checks the mail in the incoming mailbox. Most user agents show a 

one-line summary of each received mail. 

Replying to Messages: After reading a message, a user can use 

the user agent to reply to a message. A user agent usually allows the 

user to reply to the original sender or to reply to all recipients of the 

message.  

Forwarding Messages : Replying is defined as sending a 

message to the sender or recipients ofthe copy. Forwarding is defined 

as sending the message to a third party. A user agent allows the 

receiver to forward the message. 

Handling Mailboxes : A user agent normally creates two 

mailboxes: an inbox and an outbox. Each box is a file with a special 

format that canbe handledby the user agent. The inbox keeps all the 

received e-mails until they are deleted by the user. The outbox keeps 

all the sent e-mails until the user deletes them. Most user agents today 

are capable of creating customized mailboxes. 

User Agent Types Two types of user agents: command-driven 

and GUI-based. 

 A command-driven user agent normally accepts a one-character 

command from the keyboard to perform its task. Some examples of 

command-driven user agents are mail, pine, and elm. 
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GUI-based user agent contain graphical-user interface (GUI) 

components that allow the user to interact with the software by using 

both the keyboard and the mouse. They have graphical components 

such as icons, menu bars, and windows that make the services easy to 

access. Some examples ofGUI-based user agents are Eudora, 

Microsoft's Outlook, and Netscape. 

FORMAT OF AN E-MAIL 

 

 

 Sending Mail :To send mail, the user, through the UA, creates 

mail that looks very similar to postal mail. It has an envelope 

and a message. The envelope usually contains the sender and the 

receiver addresses. The message contains the header and the 

body. The header of the message defines the sender, the 

receiver, the subject of the message while the body of the 

message contains the actual information to be read by the 

recipient. 

 Receiving Mail : The user agent is triggered by the user (or a 

timer). If a user has mail, the UA informs the user with a notice. 

A list is displayed in which each line contains a summary of the 
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information about a particular message in the mailbox. The 

summary usually includes the sender mail address, the subject, 

and the time the mail was sent or received. The user can select 

any of the messages and display its contents on the screen. 

E-MAIL ADDRESS 

 

Addresses : To deliver mail, a mail handling system must use an 

addressing system with unique addresses. In the Internet, the address 

consists of two parts: a local part and a domain name, separated by an 

@ sign. 

Local Part : The local part defines the name of a special file, 

called the user mailbox, where all the mail received for a user is 

stored for retrieval by the message access agent. 

Domain Name : The second part of the address is the domain 

name. The domain name assigned to each mail exchanger either 

comes from the DNS database or is a logical name . 

SMTP 

 The actual mail transfer is done through message transfer 

agents. To send mail, a system must have the client MTA, and 

to receive mail, a system must have a server MTA. The formal 

protocol that defines the MTA client and server in the Internet is 

called the Simple Mail Transfer Protocol (SMTP).  

 SMTP is used two times, between the sender and the sender's 

mail server and between the two mail servers  
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SMTP simply defines how commands and responses must be sent 

back and forth. SMTP uses commands and responses to transfer 

messages between an MTA client and an MTA server. Each 

command or reply is terminated by a two-character (carriage return 

and line feed) end-of-line token. Commands are sent from the client 

to the server. SMTP defines 14 commands.  

 

COMMANDS: 

 

 RESPONSES: Responses are sent from the server to the client. 

A response is a three digit code that may be followed by 

additional textual information.  
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POP3 and IMAP4 

 Post Office Protocol, version 3 (POP3) :  

    The client POP3 software is installed on the recipient 

computer; the server POP3 software is installed on the mail server. 

Mail access starts with the client when the user needs to download e-

mail from the mailbox on the mail server. The client opens a 

connection to the server on TCP port 110. It then sends its user name 

and password to access the mailbox. The user can then list and 
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retrieve the mail messages, one by one. POP3 has two modes: the 

delete mode and the keep mode. In the delete mode, the mail is 

deleted from the mailbox after each retrieval. In the keep mode, the 

mail remains in the mailbox after retrieval. 

 Internet Mail Access Protocol, version 4 (IMAP4): IMAP4  is 

similar to POP3, but it provides the following extra functions: 

   A user can check the e-mail header prior to downloading.  

  A user can search the contents ofthe e-mail for a specific string 

ofcharacters prior to downloading.  

  A user can partially download e-mail. This is especially useful 

ifbandwidth is limited and the e-mail contains multimedia with 

high bandwidth requirements.  

  A user can create, delete, or rename mailboxes on the mail 

server.  

  A user can create a hierarchy ofmailboxes in a folder for e-mail 

storage. 
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THE EXCHANGE OF COMMANDS AND RESPONSES IN POP3 
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FILE TRANSFER PROTOCOL(FTP) 

 The client has three components: user interface, client control 

process, and the client data transfer process. The server has two 

components: the server control process and the server data 

transfer process. The control connection is made between the 

control processes. The data connection is made between the data 

transfer processes. 

 The control connection remains connected during the entire 

interactive FTP session. The data connection is opened and then 

closed for each file transferred. It opens each time commands 

that involve transferring files are used, and it closes when the 

file is transferred. In other words, when a user starts an FTP 

session, the control connection opens. While the control 

connection is open, the data connection can be opened and 

closed multiple times if several files are transferred. 

 

 

 



92 

 

 USING CONTROL CONNECTION: 

 FTP uses the same approach as SMTP to communicate across 

the control connection. It uses the 7-bit ASCII character set. 

Communication is achieved through commands and responses. 

This simple method is adequate for the control connection 

because we send one command (or response) at a time. Each 

line is terminated with a two-character (carriage return and line 

feed) end-of-line token. 

 

 USING DATA CONNECTION: We want to transfer files 

through the data connection under the control of the commands 

sent over the control connection. file transfer in FTP means one 

of three things:  

 1. A file is to be copied from the server to the client. This is 

called retrieving and achieved using RETR command. 

 2. A file is to be copied from the client to the server. This is 

called storing and achieved using STOR command.  

 3.A list of directory or file names is to be sent from the server to 

the client. This is done using the LIST command. The 

heterogeneity problem is resolved by defining three attributes of 

communication: file type, data structure, and transmission mode. 
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 File Type: FTP can transfer one of the following file types 

across the data connection: an ASCII file, EBCDIC file, or 

image file. The ASCII file is the default format for transferring 

text files. Each character is encoded using 7-bit ASCII. The 

sender transforms the file from its own representation into 

ASCII characters, and the receiver transforms the ASCII 

characters to its own representation. 

 Data Structure: FTP can transfer a file across the data 

connection by using one of the following interpretations about 

the structure of the data: file structure, record structure, and page 

structure. In the file structure format, the file is a continuous 

stream of bytes. In the record structure, the file is divided into 

records. This can be used only with text files. In the page 

structure, the file is divided into pages, with each page having a 

page number and a page header. The pages can be stored and 

accessed randomly or sequentially. 

 Transmission Mode: FTP can transfer a file across the data 

connection by using one of the following three transmission 

modes: stream mode, block mode, and compressed mode. The 

stream mode is the default mode. Data are delivered from FTP 

to TCP as a continuous stream of bytes. In block mode, data can 

be delivered from FTP to TCP in blocks. In the compressed 

mode, if the file is big, the data can be compressed.  

 

 



94 

 

TErminaL NETwork(TELNET)  

 TELNET is an abbreviation for TErminaL NETwork. It is the 

standard TCP/IP protocol for virtual terminal service as 

proposed by the International Organization for Standards (ISO). 

TELNET enables the establishment of a connection to a remote 

system in such a way that the local terminal appears to be a 

terminal at the remote system. 

 TELNET is a general-purpose client/server application program. 

 Local and remote log-in: 

     When a user logs into a local timesharing system, it is called 

local log-in. As a user types at a terminal or at a workstation running a 

terminal emulator, the key strokes are accepted by the terminal driver. 

The terminal driver passes the characters to the operating system. The 

operating system, in turn, interprets the combination of characters and 

invokes the desired application program or utility.   

     When a user wants to access an application program or utility 

located on a remote machine, she performs remote log-in. Here the 

TELNET client and server programs come into use. The user sends the 

keystrokes to the terminal driver, where the local operating system 

accepts the characters but does not interpret them. The characters are 

sent to the TELNET client, which transforms the characters to a 

universal character set called network virtual terminal (NVT) 

characters and delivers them to the local TCP/IP protocol stack. NVT 

uses two sets of characters, one for data and the other for control. Both 

are 8-bit bytes.  

 The commands or text, in NVT form, travel through the Internet 

and arrive at the TCP/IP stack at the remote machine. Here the 

characters are delivered to the operating system and passed to 

the TELNET server, which changes the characters to the 
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corresponding characters understandable by the remote 

computer. However, the characters cannot be passed directly to 

the operating system because the remote operating system is not 

designed to receive characters from a TELNET server: It is 

designed to receive characters from a terminal driver. The 

solution is to add a piece of software called a pseudo terminal 

driver which pretends that the characters are coming from a 

terminal. The operating system then passes the characters to the 

appropriate application program. 

 

CONCEPT OF NVT 
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SOME NVT CONTROL CHARACTERS 

 

OPTIONS 

 TELNET lets the client and server negotiate options before or 

during the use of the service. Options are extra features 

available to a user with a more sophisticated terminal.  

 A party can offer to enable or disable an option if it has the right 

to do so. The offering can be approved or disapproved by the 

other party. To offer enabling, the offering party sends the 

WILL command, which means "Will I enable the option?" The 

other party sends either the DO command, which means "Please 

do," or the DONT command, which means "Please don't." To 

offer disabling, the offering party sends the WONT command, 

which means "I won't use this option any more." The answer 

must be the DONT command, which means "Don't use it 

anymore." A party can request from the other party the enabling 
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or the disabling ofan option. To request enabling, the requesting 

party sends the DO command, which means "Please do enable 

the option." The other party sends either the WILL command, 

which means "I will," or the WONT command, which means "I 

won't." To request disabling, the requesting party sends the 

DONT command, which means "Please don't use this option 

anymore." The answer must be the WONT command, which 

means "I won't use it anymore." 

NVT CHARACTER SET FOR OPTION  NEGOTIATION 

 

 TELNET uses only one TCP connection. The server uses the 

well-known port 23, and the client uses an ephemeral port. The 

same connection is used for sending both data and control 

characters. TELNET accomplishes this by embedding the 

control characters in the data stream. However, to distinguish 

data from control characters, each sequence of control 

characters is preceded by a special control character called 

interpret as control (lAC).  
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MODES OF OPERATION 

 Most TELNET implementations operate in one of three 

modes: default mode, character mode, or line mode. 

 Default Mode The default mode is used if no other modes are 

invoked through option negotiation. In this mode, the echoing 

is done by the client. The user types a character, and the client 

echoes the character on the screen (or printer) but does not 

send it until a whole line is completed. 

 Character Mode In the character mode, each character typed is 

sent by the client to the server. The server normally echoes the 

character back to be displayed on the client screen. In this 

mode the echoing of the character can be delayed if the 

transmission time is long (such as in a satellite connection). It 

also creates overhead (traffic) for the network because three 

TCP segments must be sent for each character of data. 

 Line Mode A new mode has been proposed to compensate for 

the deficiencies of the default mode and the character mode. In 

this mode, called the line mode, line editing (echoing, 

character erasing, line erasing, and so on) is done by the client. 

The client then sends the whole line to the server. 

Internet Relay Chat: 

Internet Relay Chat (IRC) is an application layer protocol that 

facilitates communication in the form of text. The chat process works 

on a client/server networking model. IRC clients are computer 

programs that users can install on their system or web based 

applications running either locally in the browser or on a 3rd party 

server. These clients communicate with chat servers to transfer 

messages to other clients.IRC is mainly designed for group 

communication in discussion forums, called channels but also allows 

one-on-one communication via private messages as well as chat and 

data transfer, including file sharing. 

https://en.wikipedia.org/wiki/Application_layer
https://en.wikipedia.org/wiki/Many-to-many
https://en.wikipedia.org/wiki/Many-to-many
https://en.wikipedia.org/wiki/Internet_Relay_Chat#Channels
https://en.wikipedia.org/wiki/Instant_messaging
https://en.wikipedia.org/wiki/Direct_Client-to-Client
https://en.wikipedia.org/wiki/Direct_Client-to-Client
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 The IRC chat rooms are also called IRC channels. These 

channels are on IRC servers, which you can connect to by 

finding that server's information. This information will often 

begin with "irc," then a period, the name of the server, then 

another period, and finally, .com .org or .net. An example would 

be 'irc.[Servername].org' 

 There are small IRC servers (for example, OperaNet) to medium 

IRC servers (freenode and DalNet, which have about 30,000 

users) and big IRC servers (for example, EFNet, UnderNet, 

which have over 100,000 users). 

 An IRC client is needed to use IRC. An IRC client is a computer 

program designed to work with IRC. There are many Java web 

browser based clients as well as application based. Popular 

stand-alone clients includes mIRC for Microsoft 

Windows and XChat for Linux and Microsoft Windows. 

The Opera web browser has an IRC client built into the 

browser. ChatZilla is a chat client which is a plugin to Mozilla 

Firefox. 

 IRC bots are computer programs used to help control and 

protect channels. 

 

 

 

 

 

 

 

 

 

https://simple.wikipedia.org/wiki/Chat_room
https://simple.wikipedia.org/wiki/Server
https://simple.wikipedia.org/wiki/Small
https://simple.wikipedia.org/wiki/Big
https://simple.wikipedia.org/wiki/Computer_program
https://simple.wikipedia.org/wiki/Computer_program
https://simple.wikipedia.org/wiki/Java_(programming_language)
https://simple.wikipedia.org/wiki/Web_browser
https://simple.wikipedia.org/wiki/Web_browser
https://simple.wikipedia.org/wiki/MIRC
https://simple.wikipedia.org/wiki/Microsoft_Windows
https://simple.wikipedia.org/wiki/Microsoft_Windows
https://simple.wikipedia.org/wiki/XChat
https://simple.wikipedia.org/wiki/Linux
https://simple.wikipedia.org/wiki/Microsoft_Windows
https://simple.wikipedia.org/wiki/Opera_(browser)
https://simple.wikipedia.org/wiki/ChatZilla
https://simple.wikipedia.org/w/index.php?title=Plugin&action=edit&redlink=1
https://simple.wikipedia.org/wiki/Mozilla_Firefox
https://simple.wikipedia.org/wiki/Mozilla_Firefox
https://simple.wikipedia.org/wiki/IRC_bot
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HYPER TEXT TRANSFER PROTOCOL(HTTP) 

 The Hypertext Transfer Protocol (HTTP) : It is a protocol 

used mainly to access data on the World Wide Web. HTTP 

functions as a combination of FTP and SMTP. It is similar to 

FTP because it transfers files and uses the services of TCP. 

However, it is much simpler than FTP because it uses only one 

TCP connection. There is no separate control connection; only 

data are transferred between the client and the server. HTTP is 

like SMTP because the data transferred between the client and 

the server look like SMTP messages.HTTP uses the services of 

TCP on well-  known port 80. 

 HTTP TRANSACTION : HTTP is a stateless protocol. The 

client initializes the transaction by sending a request message. 

The server replies by sending a response. 

          

REQUEST AND RESPONSE MESSAGES 

A request message consists of a request line, a header, and sometimes 

a body. A response message consists of a status line, a header, and 

sometimes a body.  
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Request and Status Lines : The first line in a request message is 

called a request line; the first line in the response message is called 

the status line. Request type  is used in the request message , 

categorized into methods .  

 

METHODS 

 

Status code. This field is used in the response message. It consists of 

three digits. Whereas the codes in the 100 range are only 

informational, the codes in the 200 range indicate a successful 

request. The codes in the 300 range redirect the client to another 

URL, and the codes in the 400 range indicate an error at the client 

site. Finally, the codes in the 500 range indicate an error at the server 

site.  

Status phrase. This field is used in the response message. It explains 

the status code in text form.  
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STATUS CODES 

 

 Header :The header exchanges additional information between 

the client and the server. For example, the client can request that 

the document be sent in a special format . Types of Headers are : 

 1. General header : The general header gives general 

information about the message and can be present in both a 

request and a response 
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 2. Request header : The request header can be present only in a 

request message . It specifies the client's configuration and the 

client's preferred document format.  

 3. Response header :The response header can be present only 

in a response message. It specifies the server's configuration and 

special information about the request.  

 4. Entity header : The entity header gives information about the 

body of the document.  

 Body : The body can be present in a request or response 

message. Usually, it contains the document to be sent or 

received  
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WORLD WIDE WEB(WWW) 

 The World Wide Web (WWW) is a repository of information 

linked together from points all over the world.The WWW today 

is a distributed client/server service,  in which a client using a 

browser can access a service  using a server. However, the 

service provided is  distributed over many locations called sites. 

 ARCHITECTURE OF WWW:  

 

 Each site holds one or more documents, referred to as Web 

pages. Each Web page can contain a link to other pages in the 

same site or at other sites. The pages can be retrieved and 

viewed by using browsers. In our example, The client needs to 

see some information that it knows belongs to site A. It sends a 

request through its browser, a program that is designed to fetch 

Web documents. The request, among other information, 

includes the address of the site and the Web page, called the 

URL. The server at site A finds the document and sends it to the 

client. When the user views the document, she finds some 

references to other documents, including a Web page at site B. 

The reference has the URL for the new site. The user is also 

interested in seeing this document. The client sends another 

request to the new site, and the new page is retrieved. 

 



105 

 

WEB BROWSER: 

It is a piece of software that acts as an interface between the user and 

the internet. They are also called as web clients. The web browser gets 

connected to the web server ,requests for the required informations, 

receives informations  and  displays them on the client’s screen.  

 

 Each browser usually consists of three parts: a controller, client 

protocol, and interpreters. The controller receives input from the 

keyboard or the mouse and uses the client programs to access 

the document. After the document has been accessed, the 

controller uses one of the interpreters to display the document 

on the screen. The client protocol can be one of the protocols 

described previously such as FTP or HTTP. The interpreter can 

be HTML, Java, or JavaScript, depending on the type of 

document. 

 Web Server: The Web page is stored at the server. Each time a 

client request arrives, the corresponding document is sent to the 

client. To improve efficiency, servers normally store requested 

files in a cache in memory; memory is faster to access than disk.  
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UNIFORM RESOURCE LOCATOR(URL): 

 

All the files on WWW have a unique address known as URL. It has 

two parts: 

1. The first part is a protocol(for ex: http://) which specifies the 

method by which the transfer of file will take place. 

2. The second part specifies the host on which the document is 

available. It provides the physical location of the server. So it 

contains the directory and the filename of the document with in 

the host.If the port is included, it is inserted between the host 

and the path, and it is separated from the host by a colon. Path is 

the pathname of the file where the information is located.  

For  Example:  http://www.isoc.org   is the URL of the internet 

society home page.  

WEB DOCUMENTS: 

 The documents in the WWW can be grouped into three  broad 

categories: static, dynamic, and active. The  category is based on 

the time at which the contents of  the document are determined. 

 STATIC DOCUMENT:  

                    

http://www.isoc.org/
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 Static Documents: Static documents are fixed-content 

documents that are created and stored in a server. The client can 

get only a copy of the document. In other words, the contents of 

the file are determined when the file is created, not when it is 

used. Of course, the contents in the server can be changed, but 

the user cannot change them. When a client accesses the 

document, a copy of the document is sent. The user can then use 

a browsing program to display the document . 

 HTML: Hypertext Mark up Language (HTML) is a language 

for creating Web pages. A mark up language such as HTML 

allows us to embed formatting instructions in the file itself. The 

instructions are included with the text. In this way, any browser 

can read the instructions and format the text according to the 

specific workstation. A Web page is made up of two parts: the 

head and the body. The head contains the title of the page and 

other parameters that the browser will use. The actual contents 

of a page are in the body, which includes the text and the tags. 

Every HTML tag is a name followed by an optional list of 

attributes, all enclosed between less-than and greater-than 

symbols .  

 An attribute, if present, is followed by an equals sign and the 

value of the attribute. One commonly used tag category is the 

text formatting tags such as <B> and </B>, which make the text 

bold; <I> and </I>, which make the text italic; and <U> and 

</U>, which underline the text. The image tag defines the 

address (URL) of the image to be retrieved. The most common 

are SRC (source), which defines the source (address), and 

ALIGN, which defines the alignment of the image. Most 

browsers accept images in the GIF or IPEG formats. For 

example, the following tag <IMG 

SRC=“/bin/images/image1.gif” > can retrieve an image stored 

as image1.gif in the directory /bin/images. 
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 A third interesting category is the hyperlink tag, which is needed 

to link documents together. Any item (word, phrase, paragraph, 

or image) can refer to another document through a mechanism 

called an anchor. The anchor is defined by <A ... > and </A> 

tags, and the anchored item uses the URL to refer to another 

document. When the document is displayed, the anchored item 

is underlined, blinking, or boldfaced. The user can click on the 

anchored item to go to another document, which may or may not 

be stored on the same server as the original document. The 

reference phrase is embedded between the beginning and ending 

tags. The beginning tag can have several attributes, but the one 

required is HREF (hyperlink reference), which defines the 

address (URL) of the linked document. For example, the link to 

the CSE Department of an Institute can be 

 <A HREF=http://www.ucpes.org/CSE>Department</A> 

 What appears in the text is the word Department, on which the 

user can click to go to the Department's Web page. 

 DYNAMIC DOCUMENT: A dynamic document is created by 

a Web server whenever a browser requests the document. When 

a request arrives, the Web server runs an application program or 

a script that creates the dynamic document. The server returns 

the output of the program or script as a response to the browser 

that requested the document. Because a fresh document is 

created for each request, the contents of a dynamic document 

can vary from one request to another. A very simple example of 

a dynamic document is the retrieval of the time and date from a 

server.Dynamic documents are sometimes  referred to as 

server-site dynamic  documents. 

http://www.ucpes.org/CSE
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 Common Gateway Interface (CGI) : The Common Gateway 

Interface (CGI) is a specification defined by the World Wide 

Web Consortium(W3C) , defining how a program interacts with 

a Hyper Text Transfer Protocol(HTTP) server. The Common 

Gateway Interface (CGI) provides the middleware between 

WWW servers and external databases and information sources. 

CGI applications perform specific information processing, 

retrieval, and formatting tasks on behalf of WWW servers. 

 The Common Gateway Interface (CGI) is a technology that 

creates and handles dynamic documents. CGI is a set of 

standards that defines how a dynamic document is written, how 

data are input to the program, and how the output result is used. 

The whole idea of CGI is to execute a CGI program at the server 

site and send the output to the client (browser).  

 A Web search engine is a good example of an interactive web 

page. The client enters one or more keywords, and the Web 

index returns a list of Web pages that satisfy the search criteria 

entered. The Web page returned by the Web index is also 

dynamic, because the content of that page depends on what the 

content types in as search words – it’s not a predefined static 

document. 

 To create an interactive Web page, HTML elements are used to 

display a form that accepts a client’s input and passes this to 

special computer programs on the Web server. These computer 

programs process a client’s input and return requested 
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information, usually in the form of a web page constructed by 

the computer program. These programs are known as gateways 

because they typically act as a channel between the Web server 

and an external source of information, such as a database. 

  

 Gateway programs exchange information with the Web server 

using a standard known as the common Gateway Interface. This 

is the reason CGI programming is used to describe the task of 

writing computer programs that handle client requests for 

information. 

 The term gateway describes the relationship between the WWW 

server and external applications that handle data access and 

manipulation chores on its behalf. A gateway interface handles 

information requests in an orderly fashion, and then returns an 

appropriate response. A few technologies have been involved in 

creating dynamic documents using scripts. Among the most 

common are Hypertext Preprocessor (pHP), which uses the Perl 

language; Java Server Pages (JSP), which uses the Java 

language for scripting; Active ServerPages (ASP), a Microsoft 

product which uses Visual Basic language for scripting; and 

ColdFusion, which embeds SQL database queries in the HTML 

document. 

 In other words, CGI allows a WWW server to provide 

information to WWW clients that would otherwise not be 

available to those clients. This could, for example, allow a 

WWW client to issue a query to an Oracle database and receive 

an appropriate response in the form of custom built Web 

document. 
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 ACTIVE DOCUMENT: For many applications, we need a 

program or a script to be run at the client site. These are called 

active documents. For example, suppose we want to run a 

program that creates animated graphics on the screen or a 

program that interacts with the user. The program definitely 

needs to be run at the client site where the animation or 

interaction takes place. When a browser requests an active 

document, the server sends a copy of the document or a script. 

The document is then run at the client (browser) site. Active 

documents are sometimes  referred to as client-site dynamic  

documents. 

 

 Java Applets : One way to create an active document is to use 

Java applets. Java is a combination of a high-level programming 
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language, a run-time environment, and a class library that allows 

a programmer to write an active document (an applet) and a 

browser to run it. It can also be a stand-alone program that 

doesn't use a browser. An applet is a program written in Java on 

the server. It is compiled and ready to be run. The document is 

in byte-code (binary) format. The client process (browser) 

creates an instance of this applet and runs it. A Java applet can 

be run by the browser in two ways. In the first method, the 

browser can directly request the Java applet program in the URL 

and receive the applet in binary form. In the second method, the 

browser can retrieve and run an HTML file that has embedded 

the address of the applet as a tag.  

JavaScript : The idea of scripts in dynamic documents can 

also be used for active documents. If the active part of the 

document is small, it can be written in a scripting language; then 

it can be interpreted and run by the client at the same time. The 

script is in source code (text) and not in binary form. The 

scripting technology used in this case is usually JavaScript. 

JavaScript, which bears a small resemblance to Java, is a very 

high level scripting language developed for this purpose. 
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HYPER TEXT MARKUP LANGUAGE (HTML) 

 HTML is used to define the content of web pages. They are 

used for web development. HTML is used as the graphical user 

interface in client-side programs written in JavaScript. HTML, 

HyperText Markup Language, gives content structure and 

meaning by defining that content as, for example, headings, 

paragraphs, or images.  

 These are essentially plain text files, with the .html extension. 

HTML files should not be created with a word processor, but in 

some type of editor that creates plain text. Every page has a 

large container (HTML) and two major sub containers, the head 

and the body. The head area contains information useful behind 

the scenes, such as CSS formatting instructions and JavaScript 

code. The body contains the part of the page that is visible to the 

user.  

Tags and Attributes: 

 An HTML document is based on the notion of tags. A tag is a 

piece of text inside angle brackets (<>). Tags typically have a 

beginning and an end, and usually contain some sort of text 

inside them. For example, a paragraph is normally denoted like 

this: 

 <p> This is a simple paragraph </p> 

 An opening tag marks the beginning of an element. It consists 

of a less-than sign followed by an element’s name, and then 

ends with a greater-than sign; for example,<div>. 

 A closing tag marks the end of an element. It consists of a less-

than sign followed by a forward slash and the element’s name, 

and then ends with a greater-than sign; for example, </div>. 
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 The content that falls between the opening and closing tags is 

the content of that element.  

 Attributes are properties used to provide additional information 

about an element. 

 Attributes are defined within the opening tag, after an element’s 

name. Generally attributes include a name and a value. The 

format for these attributes consists of the attribute name 

followed by an equals sign and then a quoted attribute value. For 

example, an <a> element including an href attribute would look 

like the following: 

<a href=“http://www.google.com”> Google </a> 

Format: 

 

 Tags are sometimes enhanced by attributes, which are name 

value pairs that modify the tag. For example, the tag (used to 

embed an image into a page) usually includes the following 

attributes: 

 <img src = "logo.jpg" Alt = "this is logo" /> The src attribute 

describes where the image file can be found, and the alt attribute 

describes alternate text that is displayed if the image is 

unavailable. 

 Nested tags  

 Tags can be nested inside each other. Tags cannot overlap, so 

<a><b></a></b> is not legal, but <a><b></b></a> holds good. 

 HTML Template  
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 The following code can be copied and pasted to form the 

foundation of a basic web page: 

 <html> <head> <title></title> </head> <body> </body> 

</html>  

 Standard List Types  

 HTML supports three primary list types. Ordered lists and 

unordered lists are the primary list types. By default, ordered 

lists use numeric identifiers, and unordered lists use bullets. 

 However, you can use the list-style-type CSS attribute to change 

the list marker to one of several types. 

 <ol> <li>one</li> <li>two</li> <li>three</li> </ol> Lists can 

be nested inside each other 

 <ul> <li>English <ol> <li>One <li>Two <li>Three </ol> </li> 

<li>French <ol> <li>un <li>duex <li>trios </ol> </li> </ul>  

 Definition lists  

 The special definition list is used for name / value pairs. The 

definition term (dt) is a word or phrase that is used as the list 

marker, and the definition data is normally a paragraph: 

 <h2>Types of list</h2> <dl> <dt>Unordered list</dt> 

<dd>Normally used for bulleted lists, where the order of data is 

not important.</dd> <dt>Ordered lists</dt> <dd>Normally use 

numbered items, for example a list of instructions where the 

order is significant.</dd> <dt>Definition list</dt> <dd>Used to 

describe a term and definition. Often a good alternative to a two-

column table</dd> </dl> 

 Use of tables:  
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 Tables were used in the past to overcome the page-layout 

shortcomings of HTML. That use is now deprecated in favor of 

CSS-based layout. Use tables only as they were intended, to 

display tabular data. 

 A table mainly consists of a series of table rows (tr.) Each table 

row consists of a number of table data (td) elements. The table 

heading (th) element can be used to indicate a table cell should 

be marked as a heading. 

 The row span and col span attributes can be used to make a cell 

span more than one row or column. 

 Each row of a table should have the same number of columns, 

and each column should have the same number of rows. Use of 

the span attribute may require adjustment to other rows or 

columns. 

 <table border = "1"> <tr> <th>English</th> <th>French</th> 

</tr> <tr> <td>One</td> <td>Un</td> </tr> <tr> 

<td>Two</td> <td>Duex</td> </tr> </table> 

 LINKS AND IMAGES  

 Links and images are both used to incorporate external 

resources into a page. Both are reliant on URIs (Universal 

Resource Indicators), commonly referred to as URLs or 

addresses. 

 <a> (anchor) The anchor tag is used to provide the basic web 

link: 

 <a href = "http://www.example.com">link to example.com</a> 

In this example, http://www.example.com is the site to be 

visited. The text "link to example.com" will be highlighted as a 

link. 
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 <img>  

 The img tag is used in to attach an image. Valid formats are .jpg, 

.png, and .gif. An image should always be accompanied by an 

alt attribute describing the contents of the image. 

 <img src=”../images/logo.png” alt = "me before shaving" />  

XML:  

  It stands for Extensible Markup Language. A markup language 

uses a set of additional items called mark ups to create a 

document of hierarchical structure. 

 It is a document encoding or mark up standard approved by 

WWW consortium. It consists of a set of rules for creating other 

mark up language. Hence it is called as a meta language used to 

define other language. 

 It is called extensible because it allows the author of the 

document to define the mark up elements by their own. 

 It is a markup language to develop documents containing 

structured information. By saying that, it is meant that xml 

contains content (i.e. text, images etc.) and along with that it 

also contains some information or hints about what role that 

content plays. 

 Since xml supports UNICODE, all most all the human readable 

written languages can be communicated using xml. 

 It can be used to render data structure, i.e. records and lists and 

trees. 

 XML is self-documenting, i.e. it contains data and description 

about the data. 
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 XML needs another software application called Parser used to 

interpret the information in the XML documents. An XML 

document is very strict while maintaining a standard. So the 

parser software for XML is very simple and easy. 

 XML is used both on and offline for storing and processing data. 

 XML follows international standards. 

 XML supports incremental update. 

 XML allows validation of the document using XSD or 

Schematron. These are types of the schema for validating xml 

documents. 

 The tree-like structure of xml is suitable for almost all the types 

of documents. 

 Being platform independent, it has lot of benefits. Like it is not 

very prone to technological changes. 

 Even though changes are made in DTD or schema, it is easier to 

keep forward or backward compatibility available. 

 XML Document 

 An XML document contains mark up contents. These are 

comprised of units called elements, indicated by tags described 

by attributes. Documents that give instructions on how each 

element should look when they are placed in a browser, are 

called Style Sheets. 

 Document Type Definition(DTD): It is a file associated with 

XML documents that define how mark up tags should be 

interpreted by the application reading the documents. A DTD is 

a text document that contains a set of rules that defines XML 

mark up language. It names new elements, describes the type of 

data that an element may contain. It also lists attributes for each 
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element. It defines each tag allowed in the document along with 

its attributes and rules for use. 

 Difference between xml and html 

 Html tags are predefined, whereas xml tags are not. 

 Html is used to display data, taking care of how data is being 

presented. xml is used to carry data. It takes care of how data 

works. 

 Opening and closing tags of an xml document must be of same 

case. html does not have any such restriction. 

 In xml, end tags are required for well-formed (i.e. valid) 

document. But not in html. 

 Quotes are required around attributes values in xml, in html it is 

not required. 

 Slash (/) required in empty tags as far as xml is concerned, html 

does not need that. 

 Example : HTML file 

 <html> <body> <head> <title>ucpes-xml</title> </head> 

<body> <p><b>This is ucpes.com.</b>The renowned institute 

on web based development.</p> <p>We are learning 

<i>xml</i></p> </body> </html> 

 Example : XML file 

 <xml> <institute>ucpes <one>html</one> <two>xml 

<subtopic1>Learning xml</subtopic1> <subtopic2>Learning 

DTD</subtopic2> </two> <three>vbscript</three> 

<four>javascript</four> <five>cgi</five><six>php</six> 

<seven>mysql</seven> </institute> </xml> 
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BENEFITS OF XML 

 XML data is self-describing. That means it contains both data 

and information about the data. In records of traditional  

database systems, before you store data, it requires to define 

relational schema, file description tables, external data 

definitions etc. Where as  in xml, these things are not required. 

Because the data itself contains all this information. Now html is 

also a markup language. But it only defines how a formatted 

data  is being displayed. In contrary, XML guarantees total 

usability of data. This is very important for seamless integration 

of data, as far as business applications are concerned. 

 XML can be integrated to all the feasible data format like form 

text and numbers to multimedia like sound, image to active 

formats like Java Applets or ActiveX Components. 

 No programming required to modify the presentation of data - 

You can change the look and feel of documents or even entire 

websites with XSL Style Sheets without manipulating the data 

itself 

 Single source for distributed data - XML documents can consist 

of data from many different databases distributed over multiple 

servers. In other words: With XML the entire World Wide Web 

is transformed into a single all-encompassing database. 

 Open and extensible -  XML is one kind of a open structure that 

allows you to add other state of the art elements when needed. 

This means that you can always adapt your system to embrace 

industry-specific vocabulary. 

JAVASCRIPT: 

JavaScript is  a client side scripting language used to control 

the behaviour of web pages by adding interactivity. 
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 In HTML, JavaScript code is inserted 

between <script> and </script> tags. 

 A JavaScript program is a list of programming statements. 

 In HTML, JavaScript programs are executed by the web 

browser. 

 JavaScript statements are composed of: 

 Values, Operators, Expressions, Keywords, and Comments. 

 Most JavaScript programs contain many JavaScript statements. 

 The statements are executed, one by one, in the same order as 

they are written. 

 JavaScript programs (and JavaScript statements) are often called 

JavaScript code. 

 Semicolons separate JavaScript statements. 

 Add a semicolon at the end of each executable statement: 

 The Java script syntax defines two types of values: Fixed values 

and variable values. 

 Fixed values are called literals. Variable values are 

called variables. 

 Numbers are written with or without decimals. 

 Strings are text, written within double or single quotes: 

 “UCPES“ 

 Single line comments start with //. 

 Multi-line comments start with /* and end with */. 

 Any text between /* and */ will be ignored by JavaScript. 
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JAVASCRIPT ARITHMETIC OPERATORS 

OPERATOR  DESCRIPTION  

+ Addition 

- Subtraction 

* Multiplication 

** Exponentiation  

/ Division 

% Modulus (Division Remainder) 

++ Increment 

-- Decrement 

JAVASCRIPT RELATIONAL OPERATORS 

OPERATOR  DESCRIPTION  

== Equalto 

=== equal value and equal type 

!= not equal 

!== not equal value or not equal type 

> greater than 
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< less than 

>= greater than or equal to 

<= less than or equal to 

? ternary operator 

 

JAVASCRIPT LOGICAL OPERATORS 

Operator Description 

&& logical 

and 

|| logical or 

! logical not 

 

JAVASCRIPT BITWISE OPERATORS 

Operator Descriptio

n 

Example Same as Result Decim

al 

& AND 5 & 1 0101 & 0001 0001  1 

| OR 5 | 1 0101 | 0001 0101  5 

~ NOT ~ 5  ~0101 1010  10 

^ XOR 5 ^ 1 0101 ^ 0001 0100  4 
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<< Zero fill 

left shift 

5 << 1 0101 << 1 1010  10 

>> Signed 

right shift 

5 >> 1 0101 >> 1 0010   2 

>>> Zero fill 

right shift 

5 >>> 1 0101 >>> 1 0010   2 

  

DIFFERENT KINDS OF LOOPS 

        JavaScript supports different kinds of loops: 

 for - loops through a block of code a number of times 

 while - loops through a block of code while a specified 

condition is true 

 do/while - also loops through a block of code while a specified 

condition is true. 

BENEFITS OF JAVA SCRIPT 

 An Interpreted Language 

 Embedded with in HTML 

 Minimal Syntax 

 Quick Development 

 Designed for simple , small programs 

 Easy debugging and Testing 

 Procedural capabilities 

 Platform Independent 

 Javascript  is object oriented. 
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A SAMPLE JAVASCRIPT PROGRAM 

<html>   

<body>   

<script language="javascript”  type=“text/javascript”>   

document.write(“ a sample javascript program");   

</script>   

</body>   

</html>  

Output: 

a sample javascript program 

VB SCRIPT: 

 VBScript stands for Visual Basic Scripting is used for Client 

side scripting in Microsoft Internet Explorer. 

 Features: 

 VBScript is a lightweight scripting language, which has a 

lightning fast interpreter.  

  VBScript, for the most part, is case insensitive. It has a very 

simple syntax, easy to learn and to implement.  

 Unlike C++ or Java, VBScript is an object-based scripting 

language and NOT an Object Oriented Programming language.  

  It uses Component Object Model (COM) in order to access the 

elements of the environment in which it is executing.  

  Successful execution of VBScript can happen only if it is 

executed in Host Environment such as Internet Explorer (IE).  
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A variable is a named memory location used to hold a value that 

can be changed during the script execution. 

 Rules for Declaring variables−  

 Variable Name must begin with an alphabet. 

 Variable names cannot exceed 255 characters. 

 Variable Should NOT contain a period (.) 

 Variable Names should be unique in the declared context. 

 Scope of the Variables: 

 Variables can be declared using the following statements that 

determines the scope of the variable. The scope of the variable 

plays a crucial role when used within a procedure or classes. 

 Dim 

 Public 

 Private 

 Dim: 

 Variables  declared using “Dim” keyword at a Procedure level 

are available only within the same procedure.  

 Public: 

 Variables  declared using "Public" Keyword are available to all 

the procedures across all the associated scripts.  

 Private: 

 Variables  that are declared as "Private" have scope only within 

that script in which they are declared.  

 Declaring Constants: 
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 Syntax 

 [Public | Private] Const Constant_Name = Value 

  The Constant can be of type Public or Private. The Use of 

Public or Private is Optional. The Public constants are available 

for all the scripts and procedures while the Private Constants are 

available within the procedure or Class. One can assign any 

value such as number, String or Date to the declared Constant. 

 A SAMPLE VBSCRIPT PROGRAM 

<html>   

<body>   

    <script language=“vbscript” type=“text/vbscript”>   

document.write(“A sample vbscript program");   

</script>   

</body>   

</html>  

 Output: 

A sample vbscript program 

ACTIVE X: 

 ActiveX is a set of object-oriented programming technologies 

and tools that Microsoft developed for Internet Explorer to 

facilitate rich media playback. 

 ActiveX is a software framework created by Microsoft that 

adapts its earlier Component Object Model (COM) and Object 

Linking and Embedding (OLE) technologies for content 

https://en.wikipedia.org/wiki/Microsoft
https://en.wikipedia.org/wiki/Component_Object_Model
https://en.wikipedia.org/wiki/Object_Linking_and_Embedding
https://en.wikipedia.org/wiki/Object_Linking_and_Embedding
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downloaded from a network, particularly from the World Wide 

Web. Microsoft introduced ActiveX in 1996. 

 Essentially, Internet Explorer uses the ActiveX software 

framework to load other applications in the browser. ActiveX 

modules are more commonly known as controls or ActiveX 

controls. ActiveX controls, which are somewhat similar to 

Java applets, extend a browser's functionality, allowing it to 

perform tasks it would otherwise not be capable of doing 

natively. An ActiveX plug-in allows a browser to take 

advantage of these capabilities. 

 What is ActiveX used for? 

 ActiveX controls can serve a wide variety of purposes. For 

example, ActiveX controls were used early on to allow users to 

play videos and other multimedia content directly through the 

browser without having to open a media player. Users could 

also work with ActiveX to view PDF files through the browser 

or to support Flash animations. 

 Security issues 

 ActiveX controls are designed to be reusable. As such, a 

developer building a website did not necessarily have to create 

his own ActiveX controls. In many cases, it was possible for 

web developers to enable functionality by using pre-existing 

ActiveX controls, such as those used for playing multimedia 

files. 

 Because some ActiveX controls are so prevalent, attackers 

began to look for ways to exploit vulnerabilities within common 

ActiveX controls. In addition, attackers began building 

malicious ActiveX controls. 

https://en.wikipedia.org/wiki/World_Wide_Web
https://en.wikipedia.org/wiki/World_Wide_Web
https://whatis.techtarget.com/definition/applet
https://searchenterprisedesktop.techtarget.com/definition/ActiveX-control
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 Because malicious use of ActiveX controls became such a 

widespread problem, Microsoft designed Internet Explorer 7 to 

display a warning every time a site attempts to use an ActiveX 

control. It's up to the user to decide whether or not the request 

comes from a trustworthy source. Today, ActiveX controls are 

far less common than they once were because so many browsers 

either disable ActiveX controls by default or do not support 

them at all. 

Types of Active X Controls: 

Different types of Active X controls offered by Visual Basic are: 

1. User Drawn Controls: These controls are developed from 

scratch for which user is responsible for designing the 

control’s interface. 

2. Enhancement to existing VB controls: Some controls can 

be developed based on existing controls and enhance their 

operation. 

3. New controls built with constituent controls: A new 

control can be designed includes the existing controls totally. 

 

 

 

 

 

 

 


